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Cyber Labs

Centers of Excellence

Cyber Fusion Centers

Tel Aviv

Bangalore

Prague (~120 FTE)Washington, DC

Buenos Aires

Accenture Security Services 

Washington, DC

Manila

Around the world and around the clock

350+
pending 

and issued 

Patents related to security

5 billion+
raw security events 

processed daily

20+ years
of experience helping clients 

secure their organizations

People

5,000+

330+ 
Clients
spanning 

67 countries

Naples
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Covering the entire Security Lifecycle

Strategy & Risk Cyber Defense Digital Identity Application Security Managed Security

Security advisory 

services for boards 

& executives

Breach readiness 

& response

Automated identity 

governance
Data security & privacy

Managed cyber 

defense

Cybersecurity strategy 

& operating model 

development

Attack surface 

reduction 

Digital identity 

for consumers
API security

Managed digital 

identity

Security in M&A
Security

transformation

Digital identity 

innovation

Enterprise application 

security
Managed compliance

Governance, 

risk & compliance

Advanced 

threat services

Secure application  

development 

Business continuity 

& cyber resilience
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OUR CLIENT
LOCAL BANK DECOUPLED FROM 
A GLOBAL BANKING GROUP

IN 2017, ACCENTURE WAS 
ASKED BY THE BANK TO 
UNDERTAKE A SECURITY 
ASSESSMENT 

TASK: FIND A WAY TO BREAK 
INTO THE BANK AND STEAL THE 
òKEYS TO THE SAFEó

PRAGUE SOC MOBILIZED FOR 
THE TEST
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EMAIL PHISHING CAMPAIGN
12%

3%

85%

E-mail campaign

20%

10%

25%

45%

Phone campaign

12% of people opened the email and 
inserted their credentials

Phishing email 
advertising a brand 
new benefit for the 
employees sent to 
1000 people

3% of people clicked the URL without 
inserting their credentials

PHONE PHISHING CAMPAIGN

VULNERABILITY TESTING

Impersonating 
IT Help Desk 
calling from a 
mobile phone 
to open a URL

4 (30%) employees have visited the phishing 
portal and submitted their credentials

2 (10%) employees only visited the phishing 
portal

5 (25%) employees have uncovered phishing 
attempt

9 (45%) employees have not picked the phone

85% did not open the URL

Identified vulnerabilities of network infrastructure 
and/or existing applications running in the environment 
of the Bank and acquired access to various applications


