
Classification  ISO 27001: Public
www.space.grMK-23082018-1

The Insider Threat 
Rigas Angelou - Information Security Consultant
Panagiotis Georgiou - Information Security Specialist

Athens, Greece  16-04-2019



Space Hellas
All Rights Reserved

Why there is an Insider Threat
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An insider threat to an organization is a current or former
employee, contractor, or other business partner who has
authorized access to an organization’s network, system, or
data and intentionally (or not) exceed or misused that
access in a manner that negatively affected the
confidentiality, integrity or availability of the organization’s
information or information systems.

What it is… 
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The Insider Threat is...The Employee

 Employees who are disgruntled or seek to gain financially 
through illicit actions

 Employees with unintentional and unwise behavior
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Risk per Type of Employees
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Result: Data Loss
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Analysis: Misuse of Information
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How big is the problem?

Analysis of malicious or criminal attacks experienced by companies worldwide as of August 2017
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It’s in the news...
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It’s in the news...
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Potential Indicators
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Create an Insider Threat Program NOW!
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How is the attack detected?
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How is the attack deterred?
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Learn from past incidents

 Some organizations experience the same types of 
insider crimes more than once

 When you have an attack, implement controls to 
catch it next time

 Some organizations create formal teams to examine 
past incidents and implement new controls
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Educate Employees

Educate Employees Regarding Potential Recruitment 

 Carefully consider: do you have any systems or 
data that an insider could be paid to steal or 
modify?
(Financial, Personally Identifiable Information (PII), identity 
documents, utility bills, credit histories)

 Security Awareness Trainings offering
 Exit Interview
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Privacy Issues

Address Employee Privacy Issues with the Legal 
Department

 Employee privacy issues present a tricky legal issue

 Laws and regulations differ in private sector, government, and 
various critical infrastructure sectors

 Some organizations: Have created and implemented insider threat 
policies and processes by working with Human Resources, General 
Counsel, Information Security / Information Technology, Security, 
and Top Management
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It’s a team work!

Work Together Across the Organization
 IT cannot do this alone! 

 Need communication across Management, Information Security / 
Information Technology, Security, Data Owners, Software 
Engineering, General Counsel, and Human Resources

 Some organizations: Achieve this communication but only after 
significant suspicious activity warrants an investigation

 Proactive communication between organizational units
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Space Hellas Insider Threat Portfolio

 User & Endpoint Behavior Analytics (UEBA)
 Identity and Access Management (IAM)
 Security Information Event Management (SIEM)
 Intrusion Detection/Prevention Systems (IDPS)

 Mobile Device Management (MDM)
 Endpoint Detection & Response (EDR)
 Encryption (At Rest, In Motion, In Use)
 Cloud Access Security Broker (CASB)
 User Security Awareness Services
 Data Loss Prevention (DLP)



Space Hellas
All Rights Reserved

References

 http://www.ponemon.org/index.php
 https://www.observeit.com/ponemon-report-cost-of-insider-

threats/
 https://www.sei.cmu.edu/about/divisions/cert/index.cfm
 https://crowdresearchpartners.com/
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Thank You ! 
For any questions feel free to visit 
Space Hellas Booth
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