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State of IT in Greece

G reece’s IC T market is to be around 
$6.7bn in 20 18, the information 
technology sector accounts for 31% 
of the IC T market total



How would 
you feel if you 
walked into 
office and
no one 
remembers
you?



Attacks of 2018 and 2017 

 E q uifax D ata  B re ac h – 145.5 M illion A c c ounts

 U be r D ata  B re ac h – 57 M illion R e c ord s

 W annaC ry  C ybe r A ttac k  – 30 0 , 0 0 0  S ys te m s

 Yahoo D ata  B re ac h – 3 Billion A c c ounts

 D e e p R oot A nalytic s  D ata  B re ac h – 198  M illion U .S . V ote rs



The idea of log management is to prevent minimize the 
impact of new attacks!



What do 
you see?



1, 1, 2, 3, 5, 8,….   Behavior Patterns

Security holes

Puzzles   

What an 
attacker

sees?



What attackers want to be successful?

• Network Access
– Internet
– VPN
– Local network

• Privileged Access
– Standard user access limits attacks
– More privileges = more capabilities: Admin priv., permissions, rights

• Weak Security
– Unpatched systems
– Password authentication



Don’t be a blind man describing an Elephant



Tools can help us in transforming data
Log management solutions / SIEM (MSSPs)



SIEM Functions

• Log Management

• Correlation and Threat mitigation

• Compliance and Forensic Analysis

• User Behaviour and it’s criticality.



Importance of logs

 Logs

• Documentation of events

• All software applications and systems produce log files

 Log management

• Important for security intelligence

• Compliance



Correlation 

• P ipe lining a  s e q ue nc e  of  E ve nts

• Id e ntify  patte rns  of  invis ib le  be havior for a  c om ple x thre at 
m atrix

• M atc hing agains t inform ation s pe c if ic  to  your B us ine s s



Beauty of Correlation 

C orrelation is the Difference Between:

"12:35 11/0 6/20 18 User J smith Successful Auth to 10 .10 0 .53.125 from 10 .10 .10 0 .52“

and

"An account belonging to Marketing connected to a System in Finance department 

from an office desktop, on a day when nobody should be in the office"



Correlation Examples



User
Behavior
Analytics











Questions to your vendor



Questions to your vendor

 S upport  for age nt- bas e d and age ntle s s  log c olle c t ion

 F as te r proc e s s ing rate  of  logs  from  he te roge ne ous  log s ourc e s

 A re  you look ing at  log data  on a  da ily  bas is ?

 C an you pe rform  fas t , targe te d s e arc he s  for s pe c if ic  data?

 C an you s e t  a le rts  on anything in the  logs ?

 A re  the  logs  s tore d s e c ure ly?

• F or F ore ns ic  a na lys is  a nd  inte rna l a ud it

• Is  it  ta m p e r p roof?  (E nc ryp te d , ha s he d , a nd  t im e - s ta m p e d )



Resources that might be useful for you

 ADManager Plus

• Lis t  of  w ork s tations , us e r ac c ounts , groups , e tc .

 S e rvic e  A c c ount M anage m e nt T ool

• Lis t  of  s e rvic e  ac c ounts  on a ll w indow s  s e rve rs  and w ork s tations

N ote :  V is it  m anage e ngine .c om  (Active Directory section ) to download 

the tools.





Summary

— T ra c k ing k e y s e c urity  e ve nts :  Ins id e r a nd  E xte rna l a tta c k s .

— W ha t a tta c k e rs  w a nt to  be  s uc c e s s ful?

— Ingre d ie nts  of  good  S IE M  d e ploym e nt

— U nd e rs ta nd ing U s e r B e ha vior A na lytic s  (U B A )

— Leveraging machine learning and AI.



abishek@manageengine.com

Thank you!
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