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Big data analytics, robotic process automation
(RPA) and the Internet of Things (loT)

Digitalization & » Convergence of operational technology (OT)
and information technology (IT)
® Convergence of digital, virtual and physical

Shared economy @

world

Resilience @ ® A more interconnected and integrated
environment
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» Threats goes beyond typical ICT

» Compliance goes Regional & goes Critical
Infrastructure

‘ ® Technology impacts growth & innovation
»

Information & Digital security incidents
heavily affect Business Resilience

Digitalization @

Innovation & Growth @

Shared economy @

Resilience @
» Ad hoc approach towards managing risk,

results more risks



The information & digital security requirements

Doital gets persond

~ CEOs take personal

ownership of driving
digital transformation
and trust

— Owning transformation
71 percentare personally ready to lead
a radical organizational transformation

— CEO as data protector
59 percentsee protecting customer
data as a critical personal responsibility

— Robots manufacture jobs
62 percentexpect artificial intelligence
(Al) to create more jobs than it
destroys

Nt over R

CEOs say agility am:um_lng
intuition are key to

digital disruption into

opportuniW

Growth headwinds

The strategic issues
=« CEOs face in the
pursuit of growth

— Cyber certainty '
49 percent say that becoming the
victim of a cyber attack is a case of
‘when’, not ‘if’

— Generational shifts
Over a third (38 percent) say they
need to reposition their bu;;mess to
meet the needs of Millennials

— Geopolitics hits the boqrdroom
‘A return to territorialism’ is the
number one threat to growth

e new
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59 percent pelieve agility 1S
—— currency of business

heir own intuition

putt ast 3

__ g7 percenthave nsights in the P

over data-driven'!
years

28 tap tep threats

12 Over-regulation

2. Terrorism

3. Geopolitica
Uncertainty

4. Cyber threats

8. Availability
of key stlg

6. Speed of
Technological change

7. Increasing
tax burden

8. Populism

9. Climate change ang
environmenta damage

10. Exchange rate
volatity
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1. Over-reguiation

2. Palicy uncertainty*

8. Availabiy
of key skills

4. Trade conflicts+

5. Cyber thrsats

6. Geopolifical
uncertzinty

7. Protectionigm

8. Populism

9. Spesd of
technological change

10. Exchange rate
volatility

13. Climate change ang
Environmenta damage

23 Terroriam

2015 top ten threats
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The information & digital security requirements

The Hybrid Digital/Physical Threat

Security Systems

10T,
/M2M o Sensor Solution

Neutralizing alerts - blocking or saturating
Peo, e/Asse
alarms from the smart fence Ple/Asset Management

Energy Management

Creating false perceptions - freezing video
of digital (IP) cameras or streaming recorded HVAC By
footage to the guard’s monitor “nd i

Fi i
re Detect:on and Alarm Syst,
ems

8 Automat;
on
ntro( Systems

Digital sign,4 ge

Creating fake identities - remote production
of an access card Elevator Contro,

Lighting Systers

Hacking onsite operational systems -
creating a direct outage or damage to power,
elevators, fire alarms, and even damage
production systems

Parking Ma”agement

Source: ¢
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The information & digital security requirements

Denial of
Zervice 1%

Expasad
Interfaces 3%

Authorization
Weaknass 5%

p—

r. ADACOM
n CYBER SECURITY
Communication

{

Insecure
Canfiguration L____

]

" %
7% — tulrthinticatieg public Sector 1%
e3axness
2%
Electronic Commerce
N ; 5%
Web Ap pS Injection Attacks Te\ecommumcanons
14%
private Sector
CIient—Sizii'l:;SE:urity — Manufactuf\ng
- T"——— Information
I—Leakm 20 pharmaceut'\ca\
sulting
Exposed Services Management Con:
1% .
o
Cryptography

4084

r & Fintech
>ayment Processo

Transportation & Logistics

Serurity
Miscanfigurations
21%

Insurance

ganking & Finance
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Empowering Business through Information Resilience £ ADACOM

Assurance Resilience
Governance
Digitalization
Response Adoption
‘hared Services
Improvement Awareness

Innovation

Empowering
Business

via
Information
Resilience

CYBER SECURITY

Holistic
approach to
risk
management

£

Business &
Information
centric

‘ approach
Response &
. effective

protection
I ' Protect

under stress
information

outside the
Organization



Information Resilience Framework

P
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/ \\ Informaﬁ\_
/' Information flow &
Pasiiance criticality
Domains/Focus Resilience
INGES

Requirements

™. Info Resilience // K . N

Controls Technical

Management controls

Processes
Integration

Alignment with Requirements
local & | for Processes
international & Technology
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Risk Adoption
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M ¢ of Controls
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Integration

/ Awareness /

Business

Objectives &

Service Based
Approach

integration for
each IR
Domain
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Adoption & Applicability to
different Business & Tech
ecosystems

Technology Mapping

Integration with other Management
Systems & Frameworks

Analysis of the evolving threat
patterns & threat sources

Standards — Regulations — Best
Practices Mapping

Methods for continues Assurance
& Resilience



Effective implementation £ ADACOM
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QUSINESS CONTEy




Next is now
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to be continued ...

1"



£ ADACOM

CYBER SECURITY

UNITED KINGDOM GREECE CYPRUS SERBIA
London Athens Nicosia Belgrade
88 Wood St. Barbican 25 Kreontos St. 11 Lapithou Str. , Omladinskih Brigada 90v
EC2V 7RS London 104 42 Athens 2410 Engomi, 11070 Airport City
+44 (0) 203 126 4590 +30 210 5193740 P.O.Box 23507, 1684 +381 11 3219425

Nicosia - Cyprus
12



	Slide Number 1
	The evolving business & technology ecosystem
	The evolving business & technology ecosystem
	The information & digital security requirements
	The information & digital security requirements
	The information & digital security requirements
	The information & digital security requirements
	Empowering Business through Information Resilience
	Information Resilience Framework
	Effective implementation
	Next is now
	Slide Number 12

