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The evolving business & technology ecosystem

Business 
4.0

The Digital 
Ecosystem

Digitalization

Innovation & Growth 

Shared economy

Resilience

Big data analytics, robotic process automation 
(RPA) and the Internet of Things (IoT)

Convergence of operational technology (OT) 
and information technology (IT) 
environments

Convergence of digital, virtual and physical 
world

A more interconnected and integrated 
environment 
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Resilient

Business

Threats goes beyond typical ICT

Compliance goes Regional & goes Critical 
Infrastructure 

Technology impacts growth & innovation

Information & Digital security incidents 
heavily affect Business Resilience

Ad hoc approach towards managing risk, 
results more risks

The evolving business & technology ecosystem

Digitalization

Innovation & Growth 

Shared economy

Resilience
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The information & digital security requirements

2018 Global CEO Outlook - KPMG
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The information & digital security requirements

• Neutralizing alerts - blocking or saturating 
alarms from the smart fence

• Creating false perceptions - freezing video 
of digital (IP) cameras or streaming recorded 
footage to the guard’s monitor

• Creating fake identities - remote production 
of an access card

• Hacking onsite operational systems -
creating a direct outage or damage to power, 
elevators, fire alarms, and even damage 
production systems

The Hybrid Digital/Physical Threat
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The information & digital security requirements
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The information & digital security requirements

Infrastructure

Web Apps Mobile Apps

ADACOM - Vulnerability Landscape 2016-2018
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Empowering Business through Information Resilience

Empowering 
Business 

via 
Information 
Resilience

Business & 
Information 

centric 
approach

Holistic 
approach to 

risk 
management

Protect 
information 
outside the 

Organization

Response & 
effective 

protection 
under stress
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Information 
Resilience 

Domains/Focus 
Areas 

Requirements 
for Processes 
& Technology

Alignment with 
local & 

international 
Standards

Adoption of 
Standards & 

Sector Specific 
guidelines

BIA & Maturity 
Assessment 
as Standard

Business 
Objectives & 

Service Based 
Approach

Information 
flow & 

criticality
Resilience 

Requirements

Technical 
controls 

integration for 
each IR 
Domain

Management 
Processes 
Integration

Effectiveness 
measurement

Awareness

Monitoring 
processes

Info Resilience 
Controls

Adoption 
of Controls

Business 
Integration

Analysis of the evolving threat 
patterns & threat sources

Risk 
Management

Standards – Regulations – Best 
Practices Mapping

Methods for continues Assurance 
& Resilience 

Adoption & Applicability to 
different Business & Tech 
ecosystems

Technology Mapping

Integration with other Management 
Systems & Frameworks

Information Resilience Framework
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Effective implementation

Empowering 
Business 

via 
Information 
Resilience

Governance 
& Strategy

Maturity 
Assessment

End user 
Awareness & 

Executive 
training

Risk 
Management

GRC
Automation

Assurance & Resilience

Compliance 
Management

GRC Consulting

BCMS 
& 

DR

Digital 
Security 

Assurance 
Technical 

Assessments

Security 
Testing via 
advanced 

VA-PT

Digital 
Resilience 
Readiness

Assurance & 
Resilience 

Automation

Protection 
of Critical 

Information

Assurance & ResilienceGRC Consulting AutomationIntegration
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Next is now

Consulting 4.0

Convergence of 
physical
& digital 
security

Information 
Resilience

to be continued …
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