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Traditional Information Security Function

Protect — Shield — Defend - Prevent
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Technology Landscape Evolution
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Attacker Profile

Risk Appetite

State-sponsored
Cyber Warfare

Disgruntled
ex-IT Adminstrator Organised Crime

Lone Hacker/

Attacker Sophistication
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Multitude of Requirements
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Traditional Information Security Function

v’ Is Necessary
v’ Is Not Sufficient

v’ Fails too Frequently

Protect — Shield — Defend - Prevent




Towards a Modern Information Security
Function

1. Protect — Shield — Defend — Prevent
2. Monitor — Detect — Hunt
3. Respond — Recover — Sustain

Management

Governance

Risk Management

l Compliance

Education
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Modern CISO Life NOT Simple




Modern CISO Expectations

Strategic security Technical security
Security framework Hardware hardening
Policy development Incident response
Awareness campaigns (ISTAP) Firewalls

Security procedures Anti-virus software
Regulatory compliance Intrusion detection and prevention
IS management systems Vulnerability scans

Risk analysis Penetration testing

Best practices Data-loss prevention tools
Data privacy (GDPR) Access control

Crisis management System security
Organisational view Network security

Security regardless of technology System monitoring

Government models (Cyber Essentials) IT disaster recovery
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CISO in Digital Transformation
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CISO 360 Role

Executive Mgmt.

Technologies Stockholders/Business

External Entities

Team
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100 First Days of Everything

DAYS -10 0 15 30 45 60 75 100
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ISP Skills Framework

Section A

Information Security Governance
and Management

Section B

Threat Assessment and
Information Risk Management

Section C

Implementing
Secure Systems

Section D

Assurance: Audit, Compliance
and Testing
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Section H
Business Resilience

Section |

Information
Security Research

Section J

Management, Leadership,
Business and Communications

Section K

Contributions to the Information Security
Profession and Professional Development




CISO Mind Map

Cloud Mobile
Computing Technology

= Acquisition Risk * Cloud Architecture .
Management « Strategy and Guidelines .
Integration Cost « Cloud Risk Evaluation * Lost/Stolen Devices
Identity Management » Compliance .
= Ownership/Liabilty/ * Mobile Apps Inventory
SaaS Strategy
==
* Virtualized Security
* HR on Boarding/ Appliances
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Change Identity Detection and
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Business Identity Acces: Cyber Threat Cloud Access Next Gen Artificial Organized Organization
Alignment Management Intelligence Security Broke SOC Intelligence rime

Machine
Learning

loT

Internet of
Things

CISO PERIODIC TABLE

Business Fundamentals Advanced Security Programs

IT Fundamentals Emerging Technology
BN security Program Fundamentals

I Threat Actions
I CISO Constraints
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Unique Selling Proposition

o DIFFERENCE SALE

u.»@

Security can be a hard sell

* because it adds cost

* because our "clients" see our programs as adding
inconvenience or cumbersome steps in business processes

AUDIENCE

Show the real value of Information Security UNEQEEE SELLENG PRQ?GSITIGN

e provide services that allow the enterprise to meet business risk / ( \ conEfrr.oN
with its eyes wide open. Its value is in managing risk MARKETING - ®/ e
* solid evidence that your security programs are contributing to (ﬁ MARKET CONSUMER

the organization's productivity, its competitiveness and ultimately
its bottom line

 demonstrate a direct contribution to the revenue stream and
profit margin of the company
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Executive
Sponsorship

Do a quick determination
of commitment of executives:

Committed or Involved?
Investment in resources?
Willingness to hold people responsible?

Education

Direction will be guided by the answer

Execution
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Make it or Break it

Change of management
Breach Detection
Audit / New Findings
Mergers & Acquisitions
Maturity Shift

Large Scale project(s)
Tech Replacement
Management briefing

O N UREWNE
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Speak the language of business
Risk

Revenue

Employee efficiency
Strategic value

Cost

Customer satisfaction
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