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Traditional Information Security Function
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Protect – Shield – Defend - Prevent
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Increasing Business 
Impact
- Citizen Trust Impact
- Cost to protect and 

remediate
- Legal / Regulatory
- Critical Infrastructure

Technology Landscape Evolution
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Attacker  Profile
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NIS Directive

ISO/IEC 27001

(EU) 2016/679 - GDPR 

HiPAA

ePrivacy

Other Regulatory 

Frameworks

eIDAS

Ν.3115/2003

Anti-money Laundering / 

KYC

Sarbanes Oxley Act

PCI-DSS

Basel III

2472 DPA

Governor’s Act (ΠΔ 2577)

Multitude of Requirements

Cybersecurity Act
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Traditional Information Security Function
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ü Is Necessary

ü Is Not Sufficient

üFails too Frequently
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Protect – Shield – Defend - Prevent



Towards a Modern Information Security 
Function
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1. Protect – Shield – Defend – Prevent
2. Monitor – Detect – Hunt
3. Respond – Recover – Sustain

Management

Governance 

Compliance

Education

Risk Management
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Information Security in the Boardroom



Modern CISO Life NOT Simple
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Modern CISO Expectations
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CISO in Digital Transformation
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Does Modern CISO 
Exist?
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CISO 360 Role
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External Entities

Executive Mgmt. 

Technologies

Team

Stockholders/Business



100 First Days of Everything
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DAYS -10 0 15 30 45 60 75 100



IISP Skills Framework
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CISO Mind Map
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Unique Selling Proposition

Do a quick determination 
of commitment of executives:

§ Committed or Involved?
Investment in resources?
Willingness to hold people responsible?

§ Direction will be guided by the answer
Show the real value of Information Security
• provide services that allow the enterprise to meet business risk 

with its eyes wide open. Its value is in managing risk
• solid evidence that your security programs are contributing to 

the organization's productivity, its competitiveness and ultimately 
its bottom line

• demonstrate a direct contribution to the revenue stream and 
profit margin of the company

Security can be a hard sell
• because it adds cost 
• because our "clients" see our programs as adding 

inconvenience or cumbersome steps in business processes
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Executive 
Sponsorship

Education

Execution

Do a quick determination 
of commitment of executives:

§ Committed or Involved?
Investment in resources?
Willingness to hold people responsible?

§ Direction will be guided by the answer



Make it or Break it
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1. Change of management 
2. Breach Detection
3. Audit / New Findings 
4. Mergers & Acquisitions 
5. Maturity Shift 
6. Large Scale project(s) 
7. Tech Replacement 
8. Management briefing 

Speak the language of business 
1. Risk 
2. Revenue 
3. Employee efficiency 
4. Strategic value 
5. Cost 
6. Customer satisfaction
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You did IT
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