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Accelerated Threat Detection & Automated Response, 
from the Endpoint to the Cloud

BEYOND THE SIEM
RSA NETWITNESS® 

B e r n a r d  M o n t e l  :  R e g i o n a l P r e S a l e s M a n a g e r  
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SECURITY OPERATIONS CHALLENGES

Difficult to see any
and all threats

A SHIFTING 
LANDSCAPE

Skilled analysts are in short supply

RESOURCE SHORTAGES

Struggle to link alerts with 
business risk

BUSINESS RISK INSIGHTS
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RSA’S EVOLVED SIEM WORKS WITH YOU
TO SOLVE THOSE CHALLENGES

Effective Threat 
Remediation

Act and Mitigate before 
threats become breaches

Integrated Platform enables 
optimized response

Quickly Investigate 
and Assess

Validate Incidents and realize true 
impact and scope risks

Behavioral & Machine Learning 
Analytics for comprehensive 
detection and forensics

Visibility and Early 
Detection

Transform raw data into 
actionable insights

Analyze Big Data sets  with 
business context to identify 
potential threats

“RSA’s Evolved SIEM helped us reduce our response times dramatically and realize the scope of a 
threat, delivering a comprehensive view into our network risks and threats.”

MANAGER OF SECURITY OPERATIONS GROUP, Global Software Vendor
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Data enriched and transformed into 
powerful metadata

Complete Visibil ity for  ear ly  threat  detect ion

Logs, network,    
endpoints, cloud

Business risk & 
compliance context

“Without these tools we 
wouldn’t have half the 
visibility we need to 
detect threats on our 
network and endpoints.” 
Security Analyst, Large, North American based 
retail company

You cannot 
detect what 
you cannot 

see!
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User and Entity 
Behavior Analytics

Correlate multiple data 
sources

Out-of-the-box threat 
intelligence

Machine learning   & 
data science

Investigate & Assess with Advanced Analyt ics

“With RSA NetWitness Platform 
we can detect advanced malware 
and security incidents on the 
perimeter, and use the platform to 
register and handle them all. It's 
the backbone of our security 
analytics center.”
- RASMUS THEEDE, CORPORATE VP GROUP 
SECURITY, KMD

Fast and 
Accurate 

Investigations!
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Focus on the threats that 
matter most

Orchestrated SOC response 
with business context

Effective Threat Remediation to  p revent  th rea ts  f rom 
becoming breaches

Accelerate and automate incident 
triage

Assess and 
Remediate the 

full threat!

“RSA’s fast and 
comprehensive response to 
advanced attacks enables 
us to mitigate threats 
before they can do any 
damage to our business.”
Yumiko Matsubara, Security Architecture 
Manager, Recruit Technologies Co., Ltd.
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RSA’S EVOLVED SIEM

User 
Behavior 
Analytics

Archiving

Real-Time 
Detection

C
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ises

Intelligence & 
Context Tagging

Enrich Investigation

Compliance 
Reporting

Endpoint 
Analysis

Session 
Reconstruction

Incident 
Management

Orchestration 
and 

AutomationPACKETS

LOGS

NETFLOW

ENDPOINT

RSΛ
LIVE

VISIBILITY and 
Detection

INVESTIGATE and 
Assess Risk

ORCHESTRATE              
Action and Response
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SOLUTIONS INCLUDED AT NO CHARGE TO RSA 
NETWITNESS PLATFORM CUSTOMERS

RSA NetWitness 
Endpoint Insights

• Lightweight endpoint agent
• Adds context to accelerate 

threat detection & response 
• Delivers timely insights into 

endpoint hosts via scans
• Simplifies Microsoft Windows 

Logs collection

RSA NetWitness UEBA
Essentials

• Content Pack with user-focused 
rule set

• Provides high confidence, high 
fidelity detection of user- and 
entity-based threats

• Correlates multiple data sources 
to identify anomalous or 
suspicious user behavior
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What do Industry Analysts and our Customers    
say about RSA NetWitness Plat form?

“A single vendor that 
integrates capabilities 
including core SIEM, network 
monitoring and analysis, EDR, 
and UEBA”.

“RSA’s fast and 
comprehensive response 
to advanced attacks 
enables us to mitigate threats 
before they can do any 
damage to our business.”
Yumiko Matsubara, Security Architecture 
Manager, Recruit Technologies Co., Ltd.



10

RSA NETWITNESS 
PLATFORM 
CONCEPTS
META DATA
CORE COMPONENTS
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Full Visibility and Context

• Beaconing and Suspicious Communications
• “Sticky-keys” Backdoor
• Malicious Proxy Tools
• Recreate Entire Exploit

• Lateral Movement via RDP

• Time / Date “Stomping”
• Indicators: Malicious Files, Code, and 

Processes
• Scope of Infection

• Intrusion attempts

Enterprise 
Visibility

PACKETS

LOGS

NETFLOW

ENDPOINT

What was Targeted?

How Did the Exploit 
Occur?

How Did the Attackers 
Move Around Once 

Inside?

Was the endpoint 
exploited? Were Others 

Infected?

RSA NetWitness Suite Consumes and Normalizes ALL Available Threat Data 
to Deliver Faster, More Accurate Risk Analysis.
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I T ’ S  T H E  S TO RY B E H I N D  T H E  D ATA

x.x.x.x 10.0.0.1 TCP/80

METADATA

10.0.0.1 y.y.y.y UDP/53

China Web 
Server

Tor 
Node

HTTP Post 
no Get

Base64 
Encoded 
Payload

Encrypted 
Zip File

Apache 
runs 

PowerShell

Command 
line with Zip 
Password

Payload is 
FTP

Log
Threat Intel
Network
Endpoint

In a single interface, at capture time

Biz Context
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Risk 
22

Risk 
77

Risk 
57

Risk 
66

RSA’S UNIQUE APPROACH TO DETECTING THREATS

200+ 
metadata 

fields

Attachments

File Fingerprints

IP Alias Forwarded

Directory

File Packers
Non Standard

Content Type

Ethernet Connections

Embedded Objects

Top Level Domain

Access Criticality

SQL Query
Mac Address Alias

Email Address

Cookie

Browser

Credit Cards

Protocol Fingerprints

Database Name

SSL CA/Subject

URL in Email

Referrer

Language

Crypto Type

PDF/ Flash Version

Client/Server
Application

User Name 

HTTP Headers

Country Src/Dst

URL

Hostname

Ports

User Agent

IP Src/Dst

PACKETS

NETFLOW

ENDPOINT

LOGS

Actual 
Risk 

of 

92

Connect the dots…
Prioritized 
threat risk

THREAT
INTELLIGENCE

Failed Windows 
login attempt 

Host 
malware

Lateral 
movement

Suspicious 
beaconing

…understand the full attack scope 
and complete investigations 
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LEVERAGE MULTIPLE THREAT INTEL SOURCES

NetWitness
Suite NetWitness Suite
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R S A N E T W I T N E S S  P L AT F O R M  M A P P I N G

Initial
Access

Execution Persistence Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery Lateral
Movement

Collection Exfiltration Command
and Control

Spearphising
Attachment

Command 
Line 

Interface

Create Account Process 
Injection

Rundll32 Brute Force Account 
Discovery

Remote 
Desktop 
Protocol

Data Staged Data 
Encrypted

Data Encoding

Drive-by 
Compromise

PowerShell New Service New Service File 
Deletion

Credential 
Dumping

Network 
Service 

Discovery

Remote File 
Copy

Data from 
Local System

Data Transfer 
Size Limits

Remote File 
Copy

Valid 
Accounts

Scheduled 
Tasks

Registry Run 
Keys

Web Shell Timestamp Account 
Manipulation

System 
Service 

Discovery

SSH Hijacking Data from 
Removable 

Media

Exfiltration 
over Command 

and Control 
Channel

Custom 
Cryptographic 

Protocol

MITRE ATT&CK FRAMEWORK

NetworkLogs

Endpoint

UEBA

Network Logs

Endpoint

Endpoint

Logs

Endpoint

Logs

Network

Endpoint

UEBA

Logs

Network

Endpoint

UEBA

Network

Endpoint

Endpoint

Network

Endpoint

Network

EndpointUEBA

Attack stages detecting according MITRE ATT&CK framework using RSA NetWitness components 

LogsNetFlow

UEBA

Logs

https://attack.mitre.org/
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RSA’S EVOLVED SIEM

• A Single, Unified Platform for All Your Data

• Integrated Threat and Business Context

• Automated User Behavior Analytics

• Smart and Fast Investigations

• Orchestrated Actions

• Flexible, Scalable Architecture

• End-to-End Security Operations
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