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PRIVILEGED CREDENTIALS IN THE NEWS



CYBERARK’S MISSION
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PRIVILEGED SECURITY
To protect against 

advanced cyber threats

Provide a critical layer of
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#1 Leader in Privileged Access Security

Securing Privilege at more than 50% of the 
Fortune 500

More than 4,400 customer globally



TRUSTED BY CUSTOMERS WORLDWIDE
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4,400+ Global Customers
More than 50% of Fortune 500
More than 30% of Global 2000
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MARKET LEADERS CHOOSE CYBERARK

22 OF THE TOP 25
IT Services

20 OF THE TOP 25
Manufacturing

18 OF THE TOP 25
Telecom

17 OF THE TOP 25
Energy

20 OF THE TOP 25
Insurance

21 OF THE TOP 25
Banks

Sourced: CyberArk analysis based on the following industry rankings found in the links above

Rankings

Rankings

Rankings

Rankings

Rankings

Rankings

https://en.wikipedia.org/wiki/List_of_largest_manufacturing_companies_by_revenue
http://www.relbanks.com/top-insurance-companies/usa
http://brandirectory.com/league_tables/table/telecoms-500-2016
http://www.relbanks.com/worlds-top-banks/assets
http://www.servicestop100.org/it-services-companies-top-100.php
http://www.forbes.com/sites/rrapier/2016/03/30/the-worlds-largest-public-oil-and-gas-companies/
https://en.wikipedia.org/wiki/List_of_largest_manufacturing_companies_by_revenue
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CyberArk positioned highest for ability to execute and furthest for completeness of vision

CYBERARK NAMED A LEADER IN GARTNER 2018 MAGIC QUADRANT FOR 
PRIVILEGED ACCESS MANAGEMENT

Gartner, Magic Quadrant for Privileged Access Management, Felix Gaehtgens, Dale Gardner, Justin Taylor, Abhyuday Data, Michael Kelley, 3 December 2018

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from https://lp.cyberark.com/gartner-mq-pam-leader

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner 
disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

https://lp.cyberark.com/gartner-mq-pam-leader
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Are the apps that run your business also 
your Achilles’ heel in the age of
Industry 4.0?



AUTOMATING THE INDUSTRY INTO THE AGE 4.0
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Create Business 
Process Flow

Robots 
Process 

Exceptions 
Processed by 
Employees

Automation
Process Results 

Single 
Manual Process 



CYBERARK PRIVILEGED ACCOUNT SECURITY SOLUTION
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CYBERARK PRIVILEGED ACCOUNT SECURITY SOLUTION
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Confidential and Proprietary. © CyberArk Software Ltd. All rights reserved. 

ADMIN

DIFFERENT CREDENTIALS ON ADMIN STATION
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PASSWORD 
ROTATION

CREDENTIALS 
REPOSITORT: EXCEL, 

KEEPASS ETC

SERVERS

DATA BASES APPLICATIONS

WEB / SAAS CLOUDS

TARGET ASSETS

CONTAINERSPLATFORMS

VM

NETWORK 
DEVICES



Confidential and Proprietary. © CyberArk Software Ltd. All rights reserved. 

BLOCK MALWARE FROM GETTING IN

SESSION ISOLATION, MONITORING AND RECORDING
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NETWORK 
DEVICES

SERVERS MAINFRAMES

DATABASES APPLICATIONS

SECURITY 
APPLICANCES 

WEBSITES/
WEBAPPS

CLOUD 
INFRASTUCTURE

ENTERPRISE 
RESOURCES 

CYBERARK WEB PORTAL  – OR – PREFERRED METHOD 

BLOCK CREDENTIALS FROM GETTING OUT



CYBERARK PRIVILEGED ACCOUNT SECURITY SOLUTION
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CYBERARK ENDPOINT PRIVILEGE MANAGER

Enable privilege 

security on the 

endpoint

LEAST 
PRIVILEGES 

MGMT.

APPLICATION 
CONTROL

CREDENTIAL THEFT 
PROTECTION



LOCK DOWN PRIVILEGE ON THE ENDPOINT AND CONTAIN ATTACKS EARLY IN THEIR LIFECYCLE
ENDPOINT PRIVILEGE MANAGER

Privilege management 

 Remove local admin rights 
from business users

 Control command line activity
 Segregate duties on Windows 

Servers

Application control

 Block malicious applications 
from running

 Elevate privileges for 
authorized applications

 Streamline application control 
policy definition using 
Application Risk Analysis

Credential theft protection

 Detect and block suspected 
credential theft attempts

 Protect OS, Browser and file 
cache credential stores

 Contain attacker to the endpoint

+ +



CYBERARK PRIVILEGED ACCOUNT SECURITY SOLUTION
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ARCHITECTURE: HIGH-LEVEL TOPOLOGY 

Containers

Apps

Servers

Security 
Appliances

Cloud
Infrastructure

Databases

Network Devices

Websites/
Web Apps

Application Identity 
Management

Username = 
Password =
Host =
ConnectDatabase(Host, Username, Password)

“app”
“y7qeF$1”

“10.10.3.56”

Username = GetUserName()
Password = GetPassword()
Host = GetHost()
ConnectDatabase(Host, Username, Password)

CyberArk 
Vault

Unix / Windows

Apps

Desktops

Apps

AWS/Azure/
Google Cloud

Apps

Mainframe 

Apps
Hard coded in clear text Credentials
• significant security vulnerability
• Very hard to rotate and manage
• No way to track or assign accountability to 

the credential  use
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HAS YOUR ORGANISATION FACED ANY INCIDENTS OVER THE LAST 24 
MONTHS THAT HAVE RESULTED IN ANY OF THE FOLLOWING OUTCOMES 
TO BUSINESS CRITICAL APPS?

16,8%
19,9%

35,6%

2,3%

34,1%

9,9%

Yes - Data loss Yes - Data integrity
issues

Yes - Service
disruption

Yes – other issue: 
please write in

No – my organisation 
hasn’t faced any 

incidents over the last 
24 months that have 

affected business 
critical apps

Don’t Know
0,0%

5,0%

10,0%

15,0%

20,0%

25,0%

30,0%

35,0%

40,0%

Pe
rc

en
ta

ge

56.1 % have had an incident in the past 24 months 
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30,8%

57,3%

11,9%

My organisation prioritise protecting against attacks on business-critical applications

My organisation gives equal priority to protection of all applications and infrastructure

Don’t know

WHICH OF THE FOLLOWING STATEMENTS MOST CLOSELY DESCRIBES 
YOUR ORGANISATION’S APPROACH TO CYBER SECURITY?



SUBMIT FOR ASSESSMENT TODAY!
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zBANG PAS Assessment DNA
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Thank you

www.cyberark.com

Roee.Abaiov@cyberark.com

http://www.cyberark.com/
mailto:Roee.Abaiov@cyberark.com
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