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PRIVILEGED CREDENTIALS IN THE NEWS

CIO Journal.

Malware Targets
Vulnerable

Admin Accounts

Many a CIO has warned em-
ployees about malicious links in
e-mail that potentially give
hackers an entry into corporate
networks. Increasingly, sophisti-
cated cyber attacks are using

~SECURITY WEEK

ENTERPRISE SECURITY NEWS, INHIGHTS & ANALYSIS

Privileged
Accounts Play Key
Role in Advanced
Cyber Attacks

Malware and attackers are
increasingly targeting
privileged accounts as part of
multi-stage operations where
they breach networks, gather
information, and exfiltrate

Privileged Account
Details Are Often
Shared and Can Be
a Weak Entry Point
for Attackers

Privileged user accounts can be
a way ﬁ:lr attackers to infiltrate

CSO

Privilege Comes with Peril
in World of Cybersecurity

Security experts have been warning enterprises for some

tlme that the greatest security threats come from within:

'Uber Hack Shows Vulnerability of
Software Code-Sharing Services .

By Jeremy Kahn

% CYBER/

mfo secur|ty

Privileged Accounts at
Root of Most Data Breaches

If enterprises ever were given wake-up call, it should
be th1s stealing and explmtlng prlwleged accounts is
i fo % of all

InformatioriWeek

DARKReading

Watch the Watchers:
"Trusted' Employees
Can Do Damage

Privileged Accounts:

One big reason cyberintruders can easily roam far and wide, once

they crack inside a company network, is that many organizations

Cyber-Safe

Every single Yahoo account was hacked - 3
billion m aII

Grasping the Problem
with Privileged Accounts

Many in the security industry tend to focus on authenticagion strength a

Ehe New Jork Eimes

Attack Gave Chinese Hackers
Privileged Access to U.S. Systems

By DAVID E. SANCER, NICOLE PERLROTH and MICHAEL D. SHEAR  JUNE 20, 2015

= FINANCIAL TIMES

England + AddtomyFT

England’s NHS hit by large scale cyber attack

6 HOURS AGO by: Financial Times

England’s National Health Service has been hit by a large
scale cyber attack, with hospitals across the country

reporting IT systems are down.

"WannaCry" ransomware
attack losses could reach
$4 billion
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More than 4,400 customer globally

FORTUNE

Securing Privilege at more than 50% of the
Fortune 500

CYBER



TRUSTED BY CUSTOMERS WORLDWIDE

‘ e T AMERICAN®
ING i - BT@ ELECTRIC
vodaarone

nNA
UnionBank MANA& \0' M Manulife Financial (C@C’) Foggjcsj

Banking. Simplified. Food you love

‘ For your future
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Insurance

20 OF THE TOP 25

Sourced: CyberArk analysis based on the following industry rankings found in the links above
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Energy

1 7 OF THE TOP ;5


https://en.wikipedia.org/wiki/List_of_largest_manufacturing_companies_by_revenue
http://www.relbanks.com/top-insurance-companies/usa
http://brandirectory.com/league_tables/table/telecoms-500-2016
http://www.relbanks.com/worlds-top-banks/assets
http://www.servicestop100.org/it-services-companies-top-100.php
http://www.forbes.com/sites/rrapier/2016/03/30/the-worlds-largest-public-oil-and-gas-companies/
https://en.wikipedia.org/wiki/List_of_largest_manufacturing_companies_by_revenue

CYBERARK NAMED A LEADER IN GARTNER 2018 MAGIC QUADRANT FOR
PRIVILEGED ACCESS MANAGEMENT

CyberArk positioned highest for ability to execute and furthest for completeness of vision

Magic Quadrant

2 1. Magic Quadrant for Priv

CyberArk
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COMPLETENESS OF VISION As of November 2018 © Gartner, Inc

Source: Gartner (December 2018)
Gartner, Magic Quadrant for Privileged Access Management, Felix Gaehtgens, Dale Gardner, Justin Taylor, Abhyuday Data, Michael Kelley, 3 December 2018
This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner
disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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https://lp.cyberark.com/gartner-mq-pam-leader

Are the apps that run your business also
your Achilles’ heel in the age of
Industry 4.0?




AUTOMATING THE INDUSTRY INTO THE AGE 4.0
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CYBERARK PRIVILEGED ACCOUNT SECURITY SOLUTION

Core Privileged Account Security

el =

Enterprise Privileged Session Privileged Threat
Password Vault® Manager® Analytics

Credential protection, Session Isolation and Monitoring,
Privileged Analytics and Threat Detection

Least Privilege Control for *NIX and Windows Servers
and Domain Controller Protection

On-Premises

SRy

App Identity Manager
/ Conjur

Endpoint Privilege
Manager

DevOps & Apps
Secrets Management

Endpoint Least Privilege,
App Control & Credential
Theft Protection




CYBERARK PRIVILEGED ACCOUNT SECURITY SOLUTION

DevOps & Apps
Secrets Management

Core Privileged Account Security O
Y

LE\ [_L’_ _] \ App I:IeP":c‘i;c::'jquanager
[ &

Enterprise Privileged Session Privileged Threat
Password Vault® Manager® Analytics

Credential protection, Session Isolation and Monitoring, I | Endpoint Least Privilege,
Privileged Analytics and Threat Detection App Control & Credential

Theft Protection

.. . Endpoint Privilege
Least Privilege Control for *NIX and Windows Servers Manager

and Domain Controller Protection

On-Premises




DIFFERENT CREDENTIALS ON ADMIN STATION TARGET ASSETS
HN

PLATFORMS CONTAINERS

ADMIN ({())
CREDENTIALS
WWW ~
REPOSITORT: EXCEL, PASSWORD WEB / SAAS CLOUDS
KEEPASS ETC ROTATION
~ ]
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— NETWORK
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SESSION ISOLATION, MONITORING AND RECORDING

|

ENTERPRISE
RESOURCES

lE'—' ’_ FROM GETTING IN

DATABASES APPLICATIONS

John Smith | Sign out

Accounts List | Accounts | Windows server Local Y [ secure connect | = EO
NETWORK SECURITY
DEVICES APPLICANCES

ews | History & Saved
s: Windows Server Local unts: Admin e ounts: All accounts in safe: PSM
All accounts in safe: PSM e dmin in safe: Windows deskt...
SMAdminConnect Admin

s: finadmin in safe: Windows servers
Show more

10 accounts for view: Windows Server Local

. 2
I
|

(] 77 Status Username Address |- Platform name safe Dual control &
A Administrator FINWEB02.exFinance.com Windows Server Local Accounts WIN-LCLSRV-ADMIN B
* Administrator FINWEBO1 exFinance.com Windows Server Local Accounts WIN-LCL-APP-ADMIN B www =
Administrator FINTS02.exFinance.com Windows Server Local Accounts WIN-LCLSRV-ADMIN B WE BS ITES/ C LO U D
@ FinAdmin FINTSO2.exFinance.com Windows Server Local Accounts WIN-LCL-SRV-ADMIN - W E BA P PS I N F RAST U CT U RE
Administrator FINTSO1.exFinance.com Windows Server Local Accounts WIN-LCL-DSK-ADMIN B
* Ar FinAdmin FINTSO1.exFinance.com Windows Server Local Accounts WIN-LCL-APP-ADMIN [E)
S S S B SN SN N N BN SN SN BN N B S
Administrator FINAPPO4.exFinance.com Windows Server Local Accounts WIN-LCLSRV-ADMIN [
Administrator FINAPPO3.exFinance.com Windows Server Local Accounts WIN-LCL-DSK-ADMIN [E)
Administrator FINAPPO2.exFinance.com Windows Server Local Accounts WIN-LCL-DSK-ADMIN B

Confidential and Proprietary. © CyberArk Software Ltd. All rights reserved




CYBERARK PRIVILEGED ACCOUNT SECURITY SOLUTION

DevOps & Apps
Secrets Management

Core Privileged Account Security O
Y

LE\ [_L’_ _] \ App I:IeP":c‘i;c::'jquanager
[ &

Enterprise Privileged Session Privileged Threat
Password Vault® Manager® Analytics

Credential protection, Session Isolation and Monitoring, I | Endpoint Least Privilege,
Privileged Analytics and Threat Detection App Control & Credential

Theft Protection

.. . Endpoint Privilege
Least Privilege Control for *NIX and Windows Servers Manager

and Domain Controller Protection

On-Premises




CYBERARK ENDPOINT PRIVILEGE MANAGER

LEAST
PRIVILEGES
MGMT.

Enable privilege
security on the

endpoint

APPLICATION
CONTROL

CREDENTIAL THEFT
PROTECTION

CYBER



ENDPOINT PRIVILEGE MANAGER

LOCK DOWN PRIVILEGE ON THE ENDPOINT AND CONTAIN ATTACKS EARLY IN THEIR LIFECYCLE

Er%
SH -
LN

+ ==

@

Privilege management Application control Credential theft protection
= Remove local admin rights = Block malicious applications = Detect and block suspected
from business users from running credential theft attempts
= Control command line activity = Elevate privileges for = Protect OS, Browser and file

= Segregate duties on Windows authorized applications cache credential stores

Servers = Streamline application control = Contain attacker to the endpoint
policy definition using
Application Risk Analysis

CYBER



CYBERARK PRIVILEGED ACCOUNT SECURITY SOLUTION

DevOps & Apps
Secrets Management

Core Privileged Account Security O
Y

LE\ [_L’_ _] \ App I:IeP":c‘i;c::'jquanager
[ &

Enterprise Privileged Session Privileged Threat
Password Vault® Manager® Analytics

Credential protection, Session Isolation and Monitoring, I | Endpoint Least Privilege,
Privileged Analytics and Threat Detection App Control & Credential

Theft Protection

.. . Endpoint Privilege
Least Privilege Control for *NIX and Windows Servers Manager

and Domain Controller Protection

On-Premises




ARCHITECTURE: HIGH-LEVEL TOPOLOGY

=—— Apps . . .
Application Identity
Containers Management
== I
=== A
=" & cy\'/c’erf‘rk Databases Security
: ault Appliances
Unix / Windows |
NS, ol
N
>
Network Devices Servers
AWS/Azure/ Username = GetUserName()
N Password = GetPassword()
Google Cloud : Host = GetHost()
ConnectDatabase(Host, Username, Password) K‘ \ -
Hard coded in clear text Credentials
o PR i ili Websites/ Cloud
Vainframe significant security vulnerability Web Apps nfrastucture
* Very hard to rotate and manage
= Apps « No way to track or assign accountability to
the credential use




HAS YOUR ORGANISATION FACED ANY INCIDENTS OVER THE LAST 24
MONTHS THAT HAVE RESULTED IN ANY OF THE FOLLOWING OUTCOMES
TO BUSINESS CRITICAL APPS?

40,0%

35,6%
35.0% ° 34,1%
30,0%
25,0%
. 19,9%
g 200% 16,8%
©
‘GEJ 15,0%
o 9,9%
O 10,0%
5’0% 2’3% -
0.0% 7
Yes - Data loss Yes - Data integrity Yes - Service Yes — other issue: No — my organisation Don’t Know
issues disruption please write in hasn’t faced any

incidents over the last
24 months that have
affected business
critical apps

56.1 % have had an incident in the past 24 months




WHICH OF THE FOLLOWING STATEMENTS MOST CLOSELY DESCRIBES
YOUR ORGANISATION’S APPROACH TO CYBER SECURITY?

= My organisation prioritise protecting against attacks on business-critical applications

= My organisation gives equal priority to protection of all applications and infrastructure

= Don’t know




SUBMIT FOR ASSESSMENT TODAY!
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PAS Assessment

N CYBER

Privileged Access Security Assessment Tool

Andy Thompson |

Customer List > Customer:

Customer:
Evaluations Compare Customer details [ export
5 " Comparison view all
,] ,I Last score -— 1@
- - 76 W

2018

Evaluation history

3‘;",7’;"? o By Andy Thompson Continuing evaluation

31.07.18

oy © ByAndyThompson  11(@

& CYBERARK

Privileged Access Security
Assessment Tool

Executive Summary
Prepared by: Andy Thompson from CyberArk

Report date: 201

CyberArk DNA™ | Discovery and Audit Report | Windows Scan

‘SCAN SUMMARY

Total computers identified: 1,703

Computers scanned successfully: 1,567 (32 %)
Computers failed partially: 0 (0 %)

Total accounts identified: 9,788

Unique accounts identified: 4,823

Unique non-compliant accounts identified: 3,752 (77 %)
Total Senvice Accounts identified: 874

Computer Name

DB_SRV.DNA-demo.Jocal Administrator
DB_SRV.DNA-demo.Jocal Guest
DB_SRV.DNA-demo.Jocal temp_user
DB_SRV.DNA-demo.Jocal Jm
DB_SRV.DNA-demo.Jocal Domain Users
DB_SRV.DNA-demo.local Aleck

DB_SRV.DNA-demo Jocal

DE_SRV.DNA-demo Jocal Server Hark
DB_SRV.DNA-demo.Jocal Server Michzel
DB_SRV.DNA-demo.Jocal Server Justin
DB_SRV.DNA-demo Jocal Server mrichards
DB_SRV.DNA-demo Jocal Server 0A_automation1

o
Machine 1

[ — S

SCAN DETAILS
Date: Tuesday, July 23, 2013 12:05:14 Pl

LEGEND

Vulnerable to Pass-the-Hash

Created by: John Smith Non-compliant
Licensed to: GyberArk Internal Demo

LDAP path: OU=Computers,0U=DNAToo0l, DC=DNA-demo,DC=local

ype B Account Category [ Account Group
Privileged Shared Administrators.
Nen-Priileged Shared  Guests
Privileged Shared Administrators
Non-Privileged Shared

Jiminy Cricket
NIA DNA-demo Non-Privileged Personal  Us: Mo

Aeck Baldwin DNA-demo Non-Privileged Personal Remiote Desop User No
Warky Mark DNA-demo Privileged Personal Administrators
Warky Mark DNA-demo Non-Privileged Personal Remote DesKiop User Mo

Hichael Moore DNA-demo Non-Privileged Personal Remote Des kop User No
Justin Timberlake DNA-demo Non-Privileged Personal | Remote Des klop User No
Wichael Richards DNA-demo Non-Privileged Personal | Remote Deskiop User.

Mo
QA Automation bot1 Domain: DNA-demo Non-Privileged Personal QA Group Mo

File server-1 £32013 11:18:00

ompliant aooounts

n
Privieged account s

C
oo e e
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achines winerable asaresufe  [BEE o
orkstations

Most active privileged

account hashes §£.0U: DNAT 00l DC=ON
joc 3l

—
O Cousng sty ndwratle - —== 1867
47
S ForTcomputers soanned 2,004
- M
ACCOUNTS DETECTED TOTAL NON-COMPLIANT
winiem I
Windows Unia
No-privilegsd H000 1453
eged 823 o4
Tolal accounts detecied 52 229
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www.cyberark.com

Roee.Abaiov@cyberark.com
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