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Agenda

=  Short Cyber security review
=  The Art of War

= \Who are we
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2013 — Target breach

Thank you for shopping with us!




2014 - Heartbleed

Critical vulnerability from not long ago




2015 — Ashely Madison Hack

Beware of hacktivism
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Life is short. Have an affair.®
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2016 — Ukraine Energy Attack

Power off!

April 18, 2019




2016 — Democratic National Congress Leak

And down goes Hillary!




2017 — WannaCry

Ransomware with self propagation

24 Wana DecryptOr 2.0

Ooops, your files have been encrypted!

‘What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on .
y =8 Can | Recover My Files?

51572017 11:23:24 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left 'You can decrypt some of your files for free. Try now by clicking <Decryptz.

H i But if youwant to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
'We will have free events for users who are so poor that they couldn’t pay in 6 months.

m

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins=.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

SRATT L AN 3o s T3

51972017 11:23:24

Time Left

R N Send $300 worth of bitcoin to this address:
bitcoin

P Yo [12t9YDPgwuezoNyMgw519p7AABISjré SMw
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2018 - Cryptojacking

Ridding the money wave




Total Malware Yearly
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If you know the enemy and know yourself,
you need not fear the result of a hundred
battles.

Sun Tzu, Art of War
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If you know yourself but not the enemy,
for every victory gained you will also
suffer a defeat.

Sun Tzu, Art of War



If you know neither the enemy nor
yourself, you will succumb in every battle.

Sun Tzu, Art of War
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Frameworks

= Reduce risk levels and the organizations exposure to vulnerabilities.

= |s the go-to document in an emergency (for example, someone breaks into

your systems).
= There are hundreds information security framework possibilities.

= There are geographical frameworks, industry-wide frameworks, and

technology frameworks.
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NIST Framework

CYBERSECURITY
FRAMEWORK
VERSION 1.1
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WHO IS BITDEFENDER?




Trusted Partner

150+ Technology
Licensing Partners
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onsiste top-rate independent Lab
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USERS
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The single console, single agent, next-

Bitd efe n d e r G raVityZO n e generation EDR easy to use endpoint

security platform of their choice.
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THANKYOU
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