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Customer Data Plane

Customer Control Plane i

Cloud Provider
Services
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Vulnerabilities Cryptomining Compromised Insider Threat Misconfiguration

security failures will be the Credentials
customer’s fault,, Gartner
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CHALLENGES & BENEFITS

e Actually Lifting & Shifting
e The perimeter has changed

e Protecting your old workloads in
the new environment

Challenges
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e Reducing infrastructure costs

» Fit to size compute

Benefits

 Built in agility & Services
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Network & Protection :
workload security between and
blueprint within cloud

environments

aoo
aoo
ooo

Using Basic Active Security
Native Controls guardrails for the
cloud
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Allowing unauthorized users to read /
modify or delete your private data

Allowing external entities to run

- Allowing external entities to receive /
send messages to private systems

Allowing external entities full control
over your virtualized data center
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Leveraging the /_\ \  Security posture

platform native | 02 understanding
security controls

Security
intelligence

Visibility into Compliance and

O 1 your cloud | ( 03 auto remediation

assets
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EVERYTHING CHANGED

No control of the
Perimeter is gone data flow Using Open Source
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No Visibility New development Enhanced
paradigm Automation
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CLOUDGUARD IAAS

laaS network security

Private and public
cloud security

Automated Security
Blueprint

Agility & Elasticity that goes
along your cloud journey

Native Security controls
integration

North/South and
East/West Network
Security
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SaaS platform for security and compliance
automation

CHECK POINT
Visibility into cloud Consistent security ClUUdGUﬂfd

assets, networks and across multiple
configurations’ accounts, regions and
security posture cloud platforms

Baselining and Prevention
continuous of security

enforcement of configuration E_..:= X'Zlﬁrrgsoft '::_ awg BT ')

Security best practices drift ooooooooooooooooooooooooooooooooooo D O 3 *
and compliance
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. CloudGuard — The Next Generation

S3 & Blob

Container . Serverless : . Threat
Security Security '

Extraction




SUMMARY

@ Cloud Security
IS @ Journey

@ Aspire to be
Native .. -

@ CloudGuard Will
Protect You in Every
Step of the Way
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