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Digital transformation is driving change

41 0 of employees say mobile business
A) apps change how they work

8 5 o, Of enterprise organizations keep
)0 sensitive information in the cloud

80 o of employees use non-approved
)0 SaaS apps for work
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How do we enable
productivity without
compromising security?

— Productivity

The security you need integrate
with the productivity tools you want
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Secure modern worklace

salesforce
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Ensure only authorized

users are granted access
to personal data using
risk-based conditional
access
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MICROSOFT CLOUD
APP SECURITY

Gain deep visibility, strong
~ controls and enhanced
threat protection for data

“.stored in cloud apps

Q

AZU REIN FORMATION
PROTECTION

Classify, label, protect and
audit data for persistent
security throughout the
complete data lifecycle
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MICROSOFT ADVANCED
THREAT ANALYTICS

Detect breaches before they
cause damage by identifying
abnormal behavior, known
malicious attacks and security
issues




Threat evolution is accelerating

Malware-Less Attacks

‘File-less’ Malware

Tailored/Targeted Malware

Mass Distribution Malware
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Most attackers have a supply chain

ATTACKS AGAINST PCs

ATTACKS AGAINST
EMPLOYEES AND CUSTOMERS

- 1

You face ecosystems,

not just hackers and
malware

ATTACKERS

Defenses must address
current attacker methods

ATTACKER
INFRASTRUCTURE ._’

SERVICES AIDING
THE “CASH oUT”

COLLECTIVE KNOWLEDGE



Ransomware:

Yes, attack services are inexpensive o

30% of the profit (affiliate model)

ATTACKS AGAINST

THE EMPLOYEES AND CUSTOMERS
\ Spearphishing services

T
. (O
range from $100 to

l O $1,000 per successful
I account take over
~C
O .®
1 ’ Compromised accounts

As low as $150 for 400M.
‘ SERVICES AIDING Averages $0.97 per Tk.

THE “CASH OUT”
COLLECTIVE KNOWLEDGE

0days price range ATTACKS AGAINST THE PC
varies from $5,000
to $350,000

Loads (compromised device) —
average price ranges

« PC-$0.13 to $0.89

« Mobile - from $0.82 to $2.78

Denial of Service /

(DOS) average prices

day: $102.05 / ‘-

week: $327.00
month: $766.67

Proxy services (evade IP

geolocation) prices vary ATTACKER
As low as $100 per week ~ INFRASTRUCTURE
for 100,000 proxies.




Your enterprise in transformation

Requires a modern identity and access security perimeter Cloud Technology
" vGe® N _ )
SaaS adoption ! Office 365 @ EB - ‘.D
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Modern Enterprise Perimeter =======
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Infrastructure as a Service

Platform as a Service

Internet of Things
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https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/

Running Dual Perimeters

ATTACKERS USING IDENTITY TACTICS

SECURING MODERN SCENARIOS (CLOUD, MOBILE, 10T)

MODERN PERIMETER
(Identity Controls)

CLASSIC PERIMETER
(Network Controls)

FULLY ZERO TRUST



Cybersecurity Reference Architecture
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Computing
DDosS attack
Mitigation+Monitor

| % SQL Encryption &

43 Cloud App Security

Azure Information
Protection (AIP)
Discover
Classify
Protect
Monitor
Hold Your Own Key (HYOK)

AIP Scanner
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|:| Office 365

» Data Loss Protection
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» eDiscovery
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Identity & Access

Azure Active
Directory

<©&— Conditional Access - Identity Perimeter Management

L |

Azure AD Identity
Protection
Leaked cred protection

Behavioral Analytics
'

® Azure AD PIM

Multi-Factor
Authentication

4 Azure AD B2B
<P Azure AD B2C

<> Hello for Business

® MIM PAM

Azure ATP

Active Directory

ESAE Admin Forest

Data Masking

% Azure SQL Info
Protection (Preview)

Compliance Manager

S Mode
| Security Development Lifecycle (SDL) | _Trust Center Intelligent Security Graph

B® Microsoft



https://docs.microsoft.com/en-us/sccm/
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
https://support.office.com/en-us/article/Introducing-the-Office-365-Secure-Score-c9e7160f-2c34-4bd0-a548-5ddcc862eaef
https://aka.ms/SPARoadmap
https://aka.ms/O365SecRoadmap
http://aka.ms/rapidattack
https://docs.microsoft.com/en-us/azure/active-directory/
https://aka.ms/cyberpaw
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://azure.microsoft.com/en-us/services/security-center/
https://aka.ms/ESAE
http://aka.ms/cyberpaw
https://azure.microsoft.com/en-us/marketplace/
https://developer.microsoft.com/en-us/windows/iot
https://www.microsoft.com/en-us/iot-central/
https://aka.ms/MCRA
https://aka.ms/mcra-mva
https://aka.ms/cyberstrategies
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://msdn.microsoft.com/en-us/library/dn948096.aspx
https://azure.microsoft.com/en-us/blog/introducing-sql-information-protection-for-azure-sql-database-and-on-premises-sql-server/
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-monitoring
http://download.microsoft.com/download/5/0/8/50856745-C5AE-451A-80DC-47A920B9D545/AFCEA_PADS_Datasheet.pdf
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://support.office.com/en-us/article/Office-365-ATP-for-SharePoint-OneDrive-and-Microsoft-Teams-26261670-db33-4c53-b125-af0662c34607
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://aka.ms/graphsecuritydocs
https://www.microsoft.com/en-us/security/threat-protection
https://aka.ms/SIEMConnect
https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
http://aka.ms/pam
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
http://aka.ms/pam
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-security-architecture
http://www.iiconsortium.org/pdf/SMM_Description_and_Intended_Use_2018-04-09.pdf
https://azure.microsoft.com/en-us/blog/introducing-microsoft-azure-sphere-secure-and-power-the-intelligent-edge/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://blogs.technet.microsoft.com/enterprisemobility/2016/08/10/azure-information-protection-with-hyok-hold-your-own-key/
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-overview
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-antimalware
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/en-us/services/site-recovery/
https://docs.microsoft.com/en-us/azure/azure-policy/azure-policy-introduction
https://azure.microsoft.com/en-us/blog/azure-confidential-computing/
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://docs.microsoft.com/en-us/windows/deployment/windows-10-pro-in-s-mode
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/secure-score-dashboard-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/threat-analytics-dashboard-windows-defender-advanced-threat-protection
https://www.microsoft.com/en-us/cloud-platform/windows-server-security
https://azure.microsoft.com/en-us/services/expressroute/
http://www.microsoft.com/SDL
https://aka.ms/STP
https://www.microsoft.com/trustcenter
https://www.microsoft.com/security/intelligence
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://technet.microsoft.com/en-us/windows-server-docs/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://support.office.com/en-us/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09

Imperatives and Opportunities

Information security is in transformation Imperatives and opportunity to reimagine security

Monitor and manage your hybrid cloud estate:
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DRIVE STRATEGIC OUTCOMES

Security & Compliance Identity and Access Information Threat
Management Management Protection Protection

Gain end-to-end visibility Ensure only the right Protect documents, Defeat hackers and

into your organization’s people have access to your databases, and emails recover quickly if attacked
security and compliance + organizational systems against leaks, tampering,

manage policy centrally and destruction




Key Challenges and Strategic Approach

|dentity-based attacks
are up 300% this year
Information is your

most attractive target

Adopt identity-based protection

Protect information wherever it goes

Attackers constantly

. : Detect attacks faster and automate response
evolving techniques

Use tools that integrate investigation
experience and provide guidance

»¥ © © O

@ Most enterprises report using

more than 60 security solutions
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