Ransomware...
Zouv avageoa pas!

2TATIOTIKA XELPLOHOU MPAYHATIKWY,UNoBEoEwY
KaL tponot npootacias
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Mool eipaote Kat . 2
z tav yta onotodnnote

Tl KQAVOULUE; ndyo dev éxete npéofaon

ota apxeia oas,

§ekivael n doudela pas!

ANAKTHZH

AEAOMENQN D

ANO:

+ Xadaouévous YkAnpous dlokous

+ Xadaopéva USB Stick

+ Xadaouéva Raid Yuothuata

+ Kuwvntd tnA€pwva

+ Kataypa@ikd Kauepwyv

+ Aleypayuéva apxeia

+ Bdoels Asbouévwyv

+ KAsdbwpéva Excel, Access apxeia



https://tictac.gr/vlaves-sklirou-diskou/
https://tictac.gr/anaktisi-dedomenon-apo-usb-anaktisi-apo-ssd/
https://tictac.gr/anaktisi-dedomenon-raid/
https://tictac.gr/anaktisi-dedomenon-apo-kinito-tilefono/
https://tictac.gr/anaktisi-dedomenon-apo-katagrafiko-dvr/
https://tictac.gr/epanafora-diagramenon-arxeion/
https://tictac.gr/anaktisi-episkevi-vasis-dedomenon-sql/
https://tictac.gr/spasimo-kodikon-paraviasi-ilektronikon-kodikon-asfaleias/

Mool eipaote Kat PROACTIVE
Tl KAVOUYE;

Enions nptv cupBei 10 Kako:

+ Cyber Security (Penetration Testing,
Ransomware Incident Response)

+ Disaster Recovery Plan (Cloud Backup)

+ Acw@adns Kataotpopn Aedopévwyv

+ HAektpovikn'Epeuva (Computer
Forensics)

+ Awkaotkn lNMpaypatoyvwpoolvn oc
YnoB&oets HAektpovikou EykAnpatos



https://tictac.gr/penetration-test-entopismos-kenon-asfaleias-security-audit/
https://tictac.gr/diapragmateysi-me-hacker-kai-pliromi-lytron-ransomware/
https://tictac.gr/tictac-draas-to-pio-asfales-backup/
https://tictac.gr/katastrofi-dedomenon-monimi-pistopoiimeni-diagrafi-arxeion/
https://tictac.gr/computer-forensics-ereyna-dedomenon/

To 2016 oas ywAnocape yua to gyéndov

KAewouévol eéw amno ta dedboucva poc

To pénnov twv Ransomware
elval onpepQ... Kat €netat Kat
OUVEXELD

| Navaywtng Migppog
" Managing Director
TicTac Data Recovery

MuwaAng Miyyog
N Technical Director
\¢ TicTac Data Recovery @7

MNA€ov anoteei oAdkANnpn

Blopnxavia nou anodidel yia tous
eykANpaties Case Studies ano 1o epyactipto ¢ TicTac Data Recovery.

Mwc¢ avtiueTwrioaue TNV anwleLa, t dtappon Kat TNV

KpUTTTOypaipnon Kat ol AUCELG mou npoteivouue to 2016

3 {D TICTAC

LABORATORIES
] wWeew LICLac. g 7
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Tu elval to Ransomware:

Eival €va €idos 10U unonoylotwy

The Damage Caused by

Avti va oBAvel N va KataotpEpel apxeia, ta kAeldwvel ta apxeia pe tpono Ransomware
Nou POVo 0 KATAoKEUAAOTAS Tou LoU pnopet va dwaoel Alon (ouvABws)

0' 97%
Zntdel AUtpa (ouvnBws 1000S - 10.0009) yia va ndpets ta “

) . OF PHISHING EMAILS DELIVER RANSOMWARE
apxeia oou, o€ Bitcoin A

70% 42%
Aev tov evroniGouv ouvhBws ta avtiplotikd/antivirus w OF INFECTED BUSINESSES HAVE Q ONLY 42% OF RANSOMWARE VICTINS
PAID THE RANSOM RECOVERED DATA

KAelbwvel kat ta Backup! $200-$10,000 50% B 1IN 4 PAYING USERS

NEVER RECOVERED

IS THCE PRICE OF THE ’ MORE THAN 50% OF THESE THEIR DATA
RANSOM FOR CONSUMERS COMPANIES PAID BETWEEN

$10,000 TO $40,000

YTs pépes Has undpxouv Raa$S (Ransomware as a Service)




Ransomware -
Marketplace . ..
Report

Wnplaka Autpa, Ltatiotka
kKat Tpénot [Npootacias

TICTAC

LABORATORIES

~——

Copyright 2018 @ Tictac Data Recovery



Xapaktnplotikd Bacikwyv TUnwv Ransomware

Dharma (.cezar) - 63% twv neplotatikwy

TuvnBets Itoxot

Méon Awdpkela
Meplotatikou

MpopAnpata
anokpuntoypdpnons

Méago nogé AUTpwv

MoAU pkpés Kal Ylkpopeaoalies stalpies

5 npépes (MoAundoko epyaneio anokpuntoypdgnons, cuxvda AGBn
ané pnxavoypdgous, eAfeinels odnyies and tous Hackers petd tnv
nANPWHA Kat KakA entkovwvia)

To epyaneio anokpuntoypdgnaons dev doufelsl ndvta cwotd.
Anattei texvoyvwaoia. IMvovtat cuxvd AGBn and tous
pnxavoypdgous rnou pUnopsi va anotpéyouyv thy
anokpuntoypdenaon aképa kat av ninpwBoUlv Adtpa.

5065$ avd ID / neplotatiko

Gandcrab - 16% twv neplotatikwy

TuvnBets Itoxot

Méon Awdpkela
Meplotatikou

MpopAnpata
anokpuntoypdgpnons

Méoo nogé AGTpwv

MoAU pkpés etalpies Kat dlwtes. Yndpxel Avon xwpis nAnpwn
AUtpwv uné npounoBEacels.

3 npuépes (Mpoopépel autopatononpéves dladikaoies dpws o
epyaneio anokpuntoypdgnans sival Wdlaitepa apyod)

Ad&Bn neAatwy / pnxavoypd@wy oToV XELPLOHEO KPUMTOVOULOHATWY.
Apyonopia ato xelploud Kootiel dSindaalagud tns TPNS Twv

AUtpwy. Ztevd neplBwpla NANPWHNAS.

2721$ avd ID / neplotatko

P
All your files have been encrypted!

Al your files have been encrypted due to.a security problem with your PC. T you want to restore them, write us to the e-mail
eadmundcoutts@aol.com

Write this ID in the title of your message AC197B68

1n case of no answer in 24 hours write us to theese e-mals: melainmelvin@al.com

“Yous have: to pay for decrypton i Bitcons. The prioe: depends on how Fa5t you wite to s, After payment we wl s2nd you the decryption ol that
il dicrypt ol your fles.

Free decryption as guarantee
Before paying you ¢an send Ls Lp to L fe for free decrypton, The total size of fies must be less then IMb (non archived), and fles sheukd
ot contain valusble information. (databases,backups, large excel sheets, etc.)

w 1o obtain Bitcoins
The easiest way to buy bitcoins is LocalBiteons site. You have to regster, ik Buy bitcons', and select the seler by payment method and
price.

bttps:/focabitoons com/buy bitoons
Ao you can find other places to buy Bitccins and begnners guide here
Loy ondesk.

ntiont
oo reot rename encrypred fles

oo ot try to decrypt your data Usig thed party software, it may cause permanent dats loss

ecryption of your fles with the help of trd prties may cause increased price (they sdd ther fee to our) or you can become 2 vitim of = scam.

@ (€0 shimengusionee
We are sorry, but your files have been encrypted!

Files decryptor price is
Wi e U cout of docypting e il b dibled

Tinme lft 0 double price:

01 days 16h:07m:45s

GOCBDECRYPT.¢ - Notepad

The only method of recovering files is to purchase a private key. It is on our server and only
et The server with your key is in a closed network TOR. You can get there by the following ways:
I 1. Download Tor browser - https://www.torproject.org/

2. Install Tor by
43. Open Tor Brow
4. Open link in tor browser: http:
5. Follow the instructions on this page

Jyay7jcik.onion/1:

cked in your cou
ghv3yay73cik.onion. top/1
1 1

va
Jyay?.

Jyay7jclk.onion. rip/1
5. http:/ /g Jyay?. son.pl

On our page you will see instructions on payment and get the opportunity to decrypt 1 file for free.

DANGEROUS!
Do not try to modify files or use your own private key - this will result in the loss of your data forever!

try or you can not install it, open one of the following links in your

AlL your files documents, photos, databases and other important files are encrypted and have the extension: .GOCB
we can recover your files.

regular bro

Kdnota Dharma File
Extensions

.BIP .combo .gamma .arrow .betta
.vanss .audit .adobe -fire .bear
back .cccmn .tron .like .gdb .myjob
-risk .santa .bizer .btc .auf .heets
.usa .qwx xwx .agva .eth .amber
.stuf .ms13 .bk666 .com

Kdanota Gandgrab File Extensions

1st, .602, .7z, .7-zip, .abw, .act, .adoc,
.aim, .ans, .apkg, .apt, .arj, .asc, .asc,
.ascii, .ase, .aty, .awp, .awt, .aww, .cab,
.dac, .docb, .docx, .dotm, .gzip. .iso, .1zh,
.lzma, .pot, .potm, .potx, .ppam., .pps,
.ppsm, .ppsx, .ppt, .pptm, .pptx, .rar,
sldm, .sldx, .tar, .vbo, .vdi, .vmdk,
vmem, .vmx, .xla, xlam, xll, xlm, xls,
xlsb, xlsm, xlsx, xlt, xltm, xltx, xlw,

XpS, .z, .zip 7



Xapaktnplotikd Bacikwyv TUnwv Ransomware

Globeimposter - 6% twv neplotatikwy

TuvnBets Xtéxot

Méon Awdpkela
Mepiotatikou

MpoBAnpata
anokpuntoypdpnons

Méoo nogé AGtpwv

MoAU pikpEs Kal Hikpopeoaies etalpies

6 nuépes (MoAunAoko epyansio anokpuntoypdgnaons, cuxvd AdBn

ano pnxavoypdgous, edfeinels odnyies and tous Hackers petd tnv

nANPWWNA Kal Kakn entkotvwvia)

To epyaneio anokpuntoypd@nons dev doudelel névta owotd.
Anattei texvoyvwoaia. INvovtat ouxvd AGBn and tous
pnxavoypdpous rnou Unopei va anotpéyouy thy
anokpuntoypd@non akdua Kat av nAinpwBolv Autpa.

4894$ avd ID / neplotatkd

Everbe 2.0 - 3% twv neplotatikwy

MoAU pkpés etalpies Kat 1BLWTES.

TuvnBels Xtoxol

Méon Awdpkela
Meplotatikou

MpofBAnpata
anokpuntoypdgpnons

Méoo nogé AGtpwv

5 npépes

AGBn neAatwy / PnXxavoypd@wy oToV XELPLOKEO KPUMTOVOULOHATWY.

Apyonopia ato xelplopod Kootilel dSindactacpud tns TUNS Twv
AUtpwy. Ztevd neplBwpla NANPWHNAS.

4321$ avd ID / neplotauké

Kdnouwa Globeimposter File Extensions

0.402, 0.4035, 0.409,0.4091,
0.452,.aulcrypt,.BONUM, BRT92,.BUSH,.C8BO8SF,.
CHAK..clinTON,.crypt,.FIX,.fuck,.goro,.gotham,.gran
ny,.happ,.Ipcrestore,.keepcalm, LIN,.MAKB,.medal,.
mtk118,.needdecrypt,.needkeys, NIGGA,.nWcrypt,.
paycyka,.pizdec,.pscrypt,.ReaGAN,.rumblegoodboy,
.slcrypt..scorp,.sea,.skunk,. Trump,.txt,.UNLIS,.vdul
.wallet, . write_on_email,.write_us_on_email . YAY
A, .zuzya,..doc,.encencenc,.lock,.Nutella,.waiting4ke
ys,.FREEMAN,

2 YOUR FILES ARE ENCRYPTED! &%

ALL YOUR IMPORTANT DATA HAS BEEN ENCRYPTED.

ill receive 2 decryptor and

ecrypt and y r
the evidence that we have the decoder
Attention!

Everbe 2.0 File Extensions

evil

E] I=How_to_decrypt _files=!.txt - Notepad - o IEE

File Edit Format View Help

Hello ! All your files have been encrypted !

Don't worry , we can help tou to return all of your files .

If you want to know price for decryptor , write to our email - divine@cock.lu
In the subject write - id-[redacted 11 numbers]

Every 7 days price doubles.
If within 24 hours we didn't answer you , write to our backup mail - divinebackup@tuta.io .



Ynapxouv gkatovtades adda diagpopetika €idbn

N

THE RANSOMWARE TUBE MAP SECURITY
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Xe pofs 6% twv NEPLATWOEWV

ouvoAlka prnopei Kaveis va
AnoKPUNTOYPAPNOEL XWPIS

nAnpwpnN h HNOPOUlE va
AVAKTNOOUHE apxeia HEow
6iabikaoias Aoyikns avaktnons
b6ebopévwy

THESITUATION with crypto-ransomware
changed with the emergence of Cryptolocker in
2013. Cryptolocker defined the business model
and proved the opportunity. The growth in that
business model has been explosive as this graphic
clearly shows. Need we say more?
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Mnyn:https://fsecurepressglobal.files.wordpress.com/2017/02/cyber-security-report-2017.pdf
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00 TicTac Laboratories

KAabol nou €xouv xtunnBel neplocotepo

NAPOXH
YMNHPEZION

AHMOZIOI
OPIANIZMOI

Méoos opos
epyalopEvwy

8

EMIOPIKEL
ENMIXEIPHZEIZ

TOYPIZTIKEZ
ENIXEIPHZEIZ

AOrIZTIKA
FPA®EIA

TicTac Laboratories | 10



KAabol nou €xouv xtunnBel neplocotepo

Texviko Tunpa Méoos opos To backup
Workstations / AeltoUpynoe;
Servers
14%
21%
86% 79%
EIOTEPIKO  EXQTEPIKO NAl OX| m

TicTac Laboratories | 11



lNpaypatika kootn plas eniBeons Ransomware

Méoos xpdvos Méoo kKootos Méoo Kootos
Sidpkelas Enavagpopas Mpoowptlvns
. Aebopévwyv Awakonns Epyaciwy
NEPLOTATIKOU g
P Etapias

HEPES EUPW EUPpW

* 0 Méaos xpo6vos dldpkelas neplotatikou unofoyicetal eite n etalpia otnoetl and tnv apxn tnhy unodopn ts eite nAnpwoel ta Altpa
* HZXuvoAikn Aandvn neptiapBdvel €€0da Mnxavoypdpou, E€eldikeupévou Xuppounou Ransomware, AUtpwyv KAn
 Aev éxouv unodoytotei mBavd dlotkntikd npdotipa and v Apxn Mpootaoias Asdopévwy ‘R dARous @opeis

TicTac Laboratories | 12



Nws cs1oépxovtal Ransomware agtnv unodopn Has;

m SOCIAL
ENGINEERING

PHISHING / EMAIL
ATTACHMENTS

m RDP

H Baowkn nnyn €10660u eival ndvta ta
Compromised RDP

Tov tedeutaio Kalpod dlaniotwaoape , and NEPLOTATIKA
ota onoia €yive Digital Forensics Analysis ®
Penetration Testing, nws ot enttiBépevol Bpiokovral
otnv unodopn apKetd xpoviko dldotnua, pefetwvtas
TOUS NOpouUs Kal evtoniovtas Kat TS urnodopEs
Backup, waote va s Kpuntoypag@noouy yLd va €Xouv
HEYLOTO anotéNeoa oTov EKBLacO.

[Na us etapies IT Support nou €xouv nendrtes pe
Remote Support napathpnBnke oto €€wtepIKS OTL oL
enuBEpevol unoKAENTOUV Ta otoxela Npoofaons Twv
neAatwy tous Kal enttiBevral padlkd Kal o€ autous.

TicTac Laboratories | 13




Acv eipaote unép tns nAnpwpnhs AUTPWY

- e
ransomware victims
who paid
but never got
their files back

O apxés oupBouneuouv va pnv nAinpwBouv ta Autpa

Ané to epyaotiplo pas yivetat kaBe Suvatn npoondBela
yla va BpeBei Avon xwpis nAnpwpn AUTpwyY

IKkonés Has 6Hws eival o neAdtns va ndpel niow ta
apxeia tou, Pe 6noto tpono ival dlaBéoipos

MNMapéno nou n TicTac tdooetal evavtiov ths nAnpwins
Twv AUTpwy, KaBws naifoupe o nawxvidl tou ekPLaotn,
HEPLKES PopEs Hev undpxetl dAAn Adon and thv nAnpwHA
TwVv AUTPWY. L€ TETOLES NEPLNTWOELS HNOPOUUE Va
BonBhcoupe dueoca, adid uné npoinoBéosts.

TicTac Laboratories | 14



T pnopel va nastl otpaBa av nANPWOETE;

Na xdooupe tnhv Tpéxouaa Kpuntoypa@npévn Katdatach Kal va pnv
elval duvatn n enavagopd akdépa Kat he nAnpwpn!

* Anod AdBos tou pnxavoypd@ou

* Anod aotoxia diokou

* Ané 6unAh kpuntoypdgnon and adndo Hacker

* Ano AdBos ektéleon tou Decryptor

Na éxoupe néoel o€ opdda Kakonolwy nou Ba ndpouv ta
xphpata kat 8a e§agpavictouv

Na pnv yvwpilel o eykAnpatias nws yivetat h anokpuntoypd@non

TicTac Laboratories | 15



T pnopel va nastl otpaBa av nANPWOETE;

Na pnv dwoouv ot Hacker cwotés odnyies kat va yivouv ta
npaypata xelpotepa anod npLv

Na ekBldoouyv yla nepioootepa AUTPA PETA Ty NpwWth NANPWHN

Na yivel AdBos otnv nAnpwph kpuntovopiopdtwy (WORKSHOP)

Na négoupe BUpPa andtns otnv ayopd KPUNTOVOULOPATWY

Na apyhooupe kat o Hacker va e§agaviotei h va au§hoel thv Tiph

TicTac Laboratories| 16



01

02

03

04

05

06
07

Ransomware Incident Response by Tictac
Exoupe LUotnua nou pépvel anoténeopal

O Péilos tou dianpaypateuth/ouviovioth ival va kavel a§loddynon tns anwnelas

Maipvoupe deiypa Kat yivovtat ot anapaitntot €Agyxol

va doupe av undpxet StaBEapn AUoN OTo EpyacTipLo
Has n eAeuBepn oto Internet

EA€yxoupe tnv aloniotia tou eykAnpatia oto Dark Web kat and tn
Bdon dedopévwy pas

KaBobnyoupe otnv ayopd Bitcoin h BonBape othv eupeon twv Bitcoin
(kpuntovoplopdtwy) pe agléniotous nwANtés dueca

Eknaidevoupe kat kaBodnyoupe tov neAdtn, oUtws waote av B€feL va
nAnpwaoel ta AUTPA, va To KAveL owoTtd

BonBdpe otn dianpaypdteuon pe tov Hacker (6tav BAénoupe dt eival €@IKTo)

Eipaote oto nAgupd tou pnxavoypdgou tns nixeipnans (ue Remote Support)

CYBER DEFENSE LABS

To X0otnpa tns opddas Ransomware

Incident Response tns Tictac, pépvel

10 BéAtioto duvatd anotéAeopa pe 1o
eAdxioto Downtime

TicTac Laboratories | 17



I'Ipoatclatcnurlo f

Ransomwﬁl'e J
Kcl\emBeae@

W Tq kiaooké péoa dev 4
BonBouv otnv npootacia oas!




lNpotdocels npootacias ywa to 2019

O

01. Cloud Backup:

Autopatonotnpévn Auon Backup o€ Tontko xwpo
anoBnkeuons kat oto Cloud

» AoKlpaopévn npootacia and Ransomware
»  Kpatdel ts dldgopes ekdooELs Twv apxeiwyv
» [Npootatevel anod Alwaypages

Kavte KAk edw yla va deite mAnpodopiec oto Site pac

TicTac Laboratories| 19


https://tictac.gr/tictac-draas-to-pio-asfales-backup/

lNpotdocels npootacias ywa to 2019

=

02. Penetration Test /
Vulnerability Test:

AoKIpES Twv texvoAoylKkwy unodouwy oas yla
emB&oels Hacker.

H Cyber Security Team tns Tictac npoonaBei va
«€10€nBel» otls unodopEs aas, nptv €Lo€ABEL
Kanotos tpitos!

Kavte kKALK 6w yLa va deite mAnpodoplec oto Site pag

TicTac Laboratories | 20


https://tictac.gr/penetration-test-entopismos-kenon-asfaleias-security-audit/

lNpotdocels npootacias ywa to 2019

Y

03. WEB Content Filtering:

DAtpdpete 10 NepLexduEVo Tou SLKTUOU Oas,
en€y&te pe Reports T gival enikivbuvo kat BEote
ta 61kd oas @iAtpa o€ 6o to diktuo oas (n.x.
¢gpayn Social Media h ABAntikwy Site kAn)

TicTac Laboratories | 21



lNpotdocels npootacias ywa to 2019

04. Eknaibeuon MNMpoownikou yta
aopanh Siaxeipion ebopévwv R
nfonynon oto Internet:

» Anotponn Phishing
» Anotponn Social Engineering eniBéoswv

» Avayvwpion Malware

TicTac Laboratories | 22



lNpotdocels npootacias ywa to 2019

o

05. Aopdnewa Cyber Insurance

[Npootacia and TS OLKOVOULKES ENITWOELS HLAS
eniBeons Hacker/Ransomware

y  KaAduntel ta kéoth anokatdotacns tou IT

» Enions kaAUntel VOULIKES KUPWOELS Kal OTL
Aadno NPoKUWYEL

TicTac Laboratories | 23



TICTAC

LABORATORIES

DATA RECOVERY e CYBER SECURITY

KateBaote tov
0bnyo npootacias Ransomware

QnooToAdag

. Elvan olyoupd oword to
Domain Nametou

Srvem s issaie

http://tictac.gr/go/ransomware-protection

. —
B ] |

B L T T —

P o) 1517/3914

(52
9001:2008
Ce 3

Kavte
€Yypaen oto

allFy
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