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EXPERTS ON YOUR SIDE

Security is a mindset

["iavvng MNMauAidng
Presales & Tech Support Manager
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And then we get a call..

KoAAnoaue ransomware

To ransomware xtuttnoe Tov ERP Server

To Antivirus 0Ogv £KAVE TITTOTA

To Antivirus Ogv NTAV KAV €KEI

O server dgv AcIToupyei TTAEOV
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Let the search begin

 ZnTtaue logs atmmo 10 unxavnua 1ou
QEXTNKE TNV €TTIBEON

e ZEKIVAME TNV avAAUON

* H avaAuon TeAEIwvEl TTOAU
ouvTouaQ

©
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Login statistics:

IUser name

I I I I IRemnte failed Last

RmtFailCo... T

ADMIMISTRATOR. 21,01, 2019 09:50: 57 45,204
ADMIM 15.01,201% 17:04: 55 10,021
e Mdministrator 17.01,201% 15 10: 35 7.570
I  diinistr . 21.01.2019 10:30:27 7.525
ISER. 15.01.201% 17:19: 26 2,473
TEST 15.01,201% 17:01:03 2,207
administrator 13.01,201% 102730 1.634
SUPPORT 15.01.201% 121309 1.629
SERVER. 13.01.201% 171322 1.581
BACKLIP 17.01,201% 15:30: 15 1.039
TME A7 01 7018 175707 1 n7A

Security is a mindset



Findings

 RDP 3389 on WAN - Firewall: Off
« Shared "C:" with Everyone: Write

Critical MS Patches missing

Antivirus without password protection

Security is a mindset



|Isolated incidents?

— |

e, 71% of Ransomware Attacks Targeted Small Businesses in 2018

Hea\th\TSecurity,com - 27 Map 2019

Beazle researchers anal zed 3300 ransomware attacks against their .

.on RDP

FBl warms companies about hackers increasingly abusing RDP -

7DNet - 27 semr 2018
RDP stands for the Remote Desktop Protocol, @ proprietary -- on attackers either

guessing login credentials (viaa prute-force attack) or by -

FBl: RDP attacks are <till on the rise
csO Australia - 27 em 2018

smware 10 Delete Duplicate Files

ploits Of prute-force tactics. In 2018, gamSam was
ies in remote desktop protoco\s &

—

Ciie -

Experience an RDP attack? It's your fault, not Microsoft's

cSO Online - 7 Noe 2018
You don't need to puta VPN around RDP t0 protect it ... like CrySis, that attempt

prute-force guessing attacks against accessible RDP services.

Increase.--

_lto prute force

-
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But, nobody is going to target us!

= Cyberamms Intrusion Detection - Version 2.2.0 ? - 0O X
START CURREMNT LOCKS SECURITY LOWG AGENTS SETTINGS Service is running n
Locks & login attempts Installed agents
current hard locks current soft locks = TLS/55L Security Agent “
failed logins 236149  softlocks 14245 hard locks 2626
- Fi!eMakgr Security Agent A
6 failed logins O soft locks O hard locks 0
- FI'.F‘ SECL!rih_.rAgent A
failed logins 0 softlocks 0 hard locks: 0
= Sh_dTP Se.curit_v Agent A
failed logine 0 soft locks O hard locks 0
B S[?!L Serugr Security Agent A
failed logins O soft locks O hard locks 0
s AD Credential Validation Security Agent A
failed logine: O soft locks O hard locks 0
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Think Security!

« Server has a “key”

Attackers have millions of keys

Attackers will find our key

« Key is only onelayer of security, what's next?

Security is a mindset



Find the balance, ask yourself

| need RDP just for me, should | enable Firewall?
« Can | use a VPN connection?
| have a Terminal Server, should | use MFA?
Can | protect my Antivirus with a password?
* Does my Backup work?
Should | pay ransom?

..but not only for RDP!

Security is a mindset



Adaptive Security Architecture

PREDICT POLICY

Risk-prioritized exposure assesment
Anticipate threats / attacks

Baseline systems and security posture

CONTINUOUS
MONITORING

& ANALYSIS

Remediate
Design / Model policy change

Investigate incidents / retrospective analysis

RESPOND

COMPLIANCE

PREVENT

Harden Systems

Isolate Systems

Prevent Attacks

Detect Incidents
Confirm and prioritize risk

Contain Incidents

DETECT



How ESET fits in Adaptive Security Architecture

PREDICT POLICY PREVENT
ESET Endpoint Security
ESET Threat Intelligence ESET Virtualization Security
ESET Virus Radar ESET Security Management Center

Welive Security ESET Secure Authentication

ESET Endpoint Encryption
CLOSING

THE LOOP

ESET Security Management Center ESET Endpoint Security

CED ESET Enterprise Inspector ESET Security Management Center
ESET Enterprise Inspector (&M

LM ESET Dynamic Threat Defense
ESET Dynamic Threat Defense 31

RESPOND COMPLIANCE DETECT
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