"There are only two types of companies:
those that have beer hacked,
and those that will be.”

Robert Mueller
FBI Director, 2012
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Cromar Insurance Brokers - Coverholder at Lloyd's

e 22 £1n apovaiag otnv EAANVIK Ayopa

¢ Q¢ peoiTEG ACPOAICEWV KOl QVTOO@OAICEWV He OlEBVN TIOPOULCIa €XOUMPE QUECN
mpocfaon otnv ayopd tTwv Lloyd's Tou Aovdivou n omoia sival n peyaAutepn
g€eldlkevpevn ayopa Tou koopou, Tnv TOKIO MARINE HCC kot tnv CFC
Underwriting diaBstovtag mAnpegovola avtimpoowTtevong toug (binding authorities)
N oVUPACELG SLAVOUNG TWV TIPOIOVTWYV TOUG.

« E&elblkeuon otnv TOopoxn oao@oaAloTikwy Avcswv Cyber Insurance kot otnv
AOPOALOTIKN KAALWYN €TOLPLWV TEXVOAOYLOG

¢ AuvaTOTNTA ETIAOYNG MECO OTIO TIG KOAUTEPEG AOPAALOTIKEG AVoelg Cyber Insurance
TIAYKOOMLWC,.

« Bpafeio Kawvotopiag amo tnv ayopa twv Lloyd's
« 2uppeTOXN oto Eupwmaiko Mpoypapua Secondo
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BpaBeia - Best Coverholder Innovation Award 2016

www.CyberlnsuranceQuote.gr &€ival  KOWOTOPO  €KTIALOEVTIK)  MNXQVH Yyl TNV  eKmaidevon
MIKPOUECQIWY ETIXEPNOEWY & SlapecoAafnTwy ylo Bepata SlaxEipLonNg TEPLOTATIKWY Ttapafiaong
QOPAAELOG KAL TNV XPNON TNG a0@AALoNG cyber insurance oav epyaleio dlaxeiplong Kivduvou.

Lloyd's Market
Innovation Awards
2016

| Lovos | Lﬁlnyd =
LLOYIYS E
@LloydsofLondon

The Best Innovation Award by a coverholder goes to
Cromar for its cyber risk education engine
@LloydsofLondon #MarketinnovationAwards
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Koawotopia - Eupwnaiko Mpoypappa Secondo
SECONDO f)

a Security ECONomics service platform for smart security investments and cyber insurance pricing in the beyonD 2020 networking era

/| THEPROJECT ©~  NEWS&EVENTS ~ DOCUMENTS v CONTACT US aQ 3
Consortium
== Cyprus === UBITECH
UNIVERSITY OF ][ ?;éﬁiﬁg;;j

INSURANCE BROKERS LTD

Coverholder at [RRRN RN

Project reference: 823997

Funded under: H2020-EU.1.3.3. - Stimulating innovation by means of cross-fertilisation of knowledge
From: 1 January 2019 to 31 December 2022, (ongoing project)

Funding Scheme

MSCA-RISE - Marie Sktodowska-Curie Research and Innovation Staff Exchange (RISE)

More details: https://cordis.europa.eu/project/rcn/218323/factsheet/en
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Tu eival n ac@aAwon Cyber Insurance

H ao@aAion Cyber Insurance KaAUTITEL TIG OIKOVOIKEG ZUVETIELEG TIOU UTIOPOUV
VO QTEIANGOUV TNV PLWOLHOTNTA ULOG ETALPLOG N OTIOIX TTEPTEL BV EVOG
TIEPLOTATIKOU TAPAPIacng ao@AAELOG KOL TIPOTPEPEL UTINPETIEC Slaxelplong
oLUPAVTWY K&vovTag To MNMAGvo AvTiueTwTiiong MNepLOTATIKWY AELITOUPYLKO.
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Cyber Insurance Market

« H ayopd cyber insurance onueiwaoe Taxela avATITUEN TA TIPONYOUUEVT X POVIX

« Etnowa ao@oAotpa xwpilg HEYOAEC METOPOAEC KOl TPOXN ULTINPECLWV
TIPOANYNG TIEPLOTATIKWY TIapafiaong ao@AAELXG.

« TéAog Tou 2019 n ayopa &pxloe va TieCeTal AOyw
* av&nong ocuxvoTNTAG KXl goBapoTNTAG TIEPLOTATIKWY ransomware

* MeETAAAGEN TNG Propnxaviag ransomware (Data Exfiltration). Ou puogc
TIEPITITWOEL] EPELVAC TIEPLOTOTIKWY Ransomware oxetiovtal e
aTEA dnpoatotoinong 6edopevwy .

¢ aVENONC TWV TTOOWV TWV AVTPWV (Garmin $10M)
* NopoBeaia (GDPR)
« TnAepyaoia (COVID)
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Data Breach vs Ransomware Attacks, 2018-2020

=== [ata Breach/Privacy === Ransomware
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Source: Risk Based Security, analysis by Aon. Data as of 01/05/2021; Ransomware payment per Coveware Ransomware Report as of 11/14/2020
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Ransomware

The total cost of ransomware payments

Q1-Q2 Q1-Q2

2019 2020

a US-bazed companies with BER ar Info Sec stand-alana po

Mnyn : https://www.beazley.com/news/2020/beazley_breach_insights_g3.html
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Ransomware

Extortion demands paid

L]

2020

Year end estimate

Sourca: US-based companias with BBR or Info Sec stand-alona policias
Mnyn ; https://www.beazley.com/news/2020/beazley_breach_insights_g3.html
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2020 - TOP 20 INTERNATIONAL VICTIM COUNTRIES

Excluding the United States®

1. United Kingdom 216,633 6. South Africa

1. Canada 5,399 7. France
3. India 2,930 B. Germany
4. Greece 2,314 9. Mexico
5. Australia 1,807 10. Belgium
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Cyber Insurance Market
To 2020 &skivnos

* Mg xpnon mpoypappatwyv Vulnerability Assessment
«  BitSight, Security Scorecard, KYND, Gamasec, CyRisk

* ME HMEYXAVTEPO EAgyXO QMO TOUC OOPOALOTEG TWV TEXVIKWVY Kol
OPYOVWTIKWY METPWVY TIOU  AUPAVEL pa €TIXELPNON Y TNV OloXEiplon
TWV TIEPLOTATIKWY ransomware

* E MELWON OPLWV ACPAALOTIKNG KGAVLYNG

¢ HE AVENOELG TWV ETNOLWV 00POAICTPWY &Avw Tou 20%

¢ UEnon TTOoWV ATTOAAYNG
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Cyber Insurance Market & Cyber Security

Ol aoOALOTEG ELOIKA YL TO ransomware eEgtaouv TNy vTapén

«  Sadkaocuwv & mMoAtTikng Staxeipltong Tovu eTalpkov email

(rt.x. emails pre-screening, email quarantine services, email attachments evaluation,
SPF, Phishing training, MFA, Office 365 Advanced Threat Protection, users access email
through web app or on corporate device, DKIM, DMARK, PTR, Disclaimer for Incoming
Emails)

¢ SLadkaoLWV dlaxeiplong Kot TTOALTIKWY ACPARAELXG

(r.x. Endpoint Protection, EDR, MFA, Vulnerability Scans, patch management, end of
support software, network firewalls, protective DNS service, local admin rights,
password manager software, privileged accounts management, Security Operation
Center use)
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Cyber Insurance Market & Cyber Security

Ol oQOALOTEG ELOIKA YL TO ransomware eEetadouv Tnv vTapén

«  Swdikaocwwv backup

(r.x. encryption, offline or cloud backup, Cloud syncing services, restoration &
recovery of key server configurations and data backups in the last 6 months, integrity
of backups testing)

e  ETUTMAEOV METPA
TIOL £X0UV AABEL ylar TNV SLXEPLON AU TWYV TWV TIEPLOTATIKWV.
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Avtipetwriion Ransomware - 2uvepyaoio

H emopevn nUEPO ATIAULTEL CLUVEPYOOLQ,
¢ ETOLPLWV

¢ ETALPLWV TIOPOXWV AVoswvV Information Security
¢  OOQOALOTIKWY ETALPLWV
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LinkedIn - ETaipikn oeAida

==

The Best Innovation Award by a coverholder goes to
Cromar for its cyber risk education engine

ydsofLondon #MarketinnovationAwards

=
CROMAR

Feel Secure

Cromar - Lloyd's Best Coverholder Innovation
CROMAR provides corporate and specialist insurance solutions within the Lloyd's, European and Greek

markets.
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ETtikolvwvia

Nikog NswpyomouvAog MBA, cyRM, CDPO
Cyber Privacy Risks Insurance Advisor
Email: nikos.georgopoulos@cromar.gr

T 210 8028946 (120) , M 6948 365033 LinkedIn Profile

www.cyberinsurancegreece.com , www.privacyrisksadvisors.com. www.cyberinaurancequote.gr . www.dpoacademy.gr

LinkedIn Groups. Cyber Privacy Risks Advisors , The DPO Academy

Cyber Secure Solution

. THEWORLD'S SPECIALIST
LLOYDS |NSURANCE MARKET
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