CYBER

IDENTITY PROTECTION
AS THE KEY OF SECURITY

Marcin Paciorkowski
Senior Solutions Engineer, CISSP
marcin.paciorkowski@cyberark.com



ENTERPRISES TODAY

Hybrid Cloud

Database Network Devices

App Server

SaaS laaS / PaaS

) && Windows Azure E

. Google Cloud g i aws E

Cloud Native

Containers
Storage

DevOps Apps / Robots 3rd Party Vendors Workforce

1 IDENTITIES 1

Yl
I“w" "f'-ﬁ »
Office Work from home Temporary Location Mac PC Mobile
WORKPLACES WORKSPACES




2020 — ANOTHER YEAR OF IDENTITY COMPROMISE

% of Data Breaches
involved Stolen
Credentials*

% of [those] Cloud
Breaches also involved
breached credentials*

Source https://enterprise.verizon.com/resources/reports/2020-data-breach-investigations-report. pdf
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IDENTITY WITHIN THE ATTACK CHAIN

Credential Theft, Lateral Movement and Privilege Escalation
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ATTACK TRENDS - MITRE ATT&CK FRAMEWORK
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WHAT IS IDENTITY SECURITY
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CYBERARK BLEUPRINT WORKSHOP
FRIDAY, 16.00 — 16.45
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