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Managed Backu
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. Managed Cyber Security
Services (MSSP)
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KAabdol nou €xouv xtunnBeil neplaootepo to 2020

TictacLabs Ransomware Incidents 2020

Concrete Industry

IT Service Provider

0,7%
Student 11,1%
1,4%
Agricultural
1.4% Accounting / Financial Services
Legal / Law Services / Notary... 7,6%
21%
Commercial LOQiStif}’S
5,6% 2,1%
Education
Consulting 4.2%
21% _
Distributor Construction
21% 2,8%
Big Retailer Individual
1,4% 1,4%
Small Retailer Freelancer
5,6% 5,6%
Shipping Food Industry
1 ,40/0 4 2%,
Photo / Video Services Healthcare
4,20/0 ) 3,50/6
Commercial Company Metal Constructions
1,40/0 ) ) 0,70/6
Professional Services Individual (I do belong to a com...
2,8%

11,8%
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Texvikn Ynobopn twv nAnyéviwy 2019

Texviko Tunpa Méoos opos To backup
Workstations AeltoUpynoe;
S5 10%
68% 9 o i
90%
EXOTEPIKO ~ EIQTEPIKO = NAl  OXl m
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lNpaypatika kootn plas eniBeons Ransomware

Méoos xpdvos Mé£oo kKootos Méoo Kootos
Sidpkelas Enavagpopas Mpoowptlvns
. Aebopévwyv Awakonns Epyaciwy
NEPLOTATIKOU g
P Etapias

HEPES EUPpW EUPpW

* 0 Méaos xpo6vos dldpkelas neplotatikou unofoyicetal eite n etalpia otnoetl and tnv apxn tnhy unodopn ts eite nAnpwoel ta Altpa
* HZXuvoAikn Aandvn neptiapBdvel €€0da Mnxavoypdpou, E€eldikeupévou Xuppounou Ransomware, AUtpwyv KAn
 Aev éxouv unodoytotei mBavd dlotkntikd npdotipa and v Apxn Mpootaoias Asdopévwy ‘R dARous @opeis
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By the time victims see the ransom note, it’s already too late —ransomware
has already encrypted files before they know it’s there.
Here’s what happens between infection and the ransom demand.

) — BEF) — B

ARRIVAL CONTACT SEARCH

RANSOM ENCRYPTION



Ta Trends twv neplotatikwy acaneias to 2021

Av&non ota Ransomware Kat Kupiwg ota mooa:

. 18wWTec: 5005 - 3000$

* Emuelpnoelc 2-3 vmoAoylotwy: 3000S - 8.000S

e Emuelpnoelc €éwcg 20-30 umoloytotwv: 20.000S - 50.0005
* Meyalot Opyaviopol: 100.000S - 50.000.000S

Eibape va akoAouBetl 2" emiBeon Ransomware va
akoAouBel apeowg peta tnv npwtn. Credentials @ Risk

Elyope mavw amo 15 neplotatikd pe SutAr kpumtoypddnaon

Elxope meplotatika omou n anokpurmtoypagdnon dev
AELTOUPYNOE OCWOTA KAl XPELAOTNKE TIOAU ELOKOC XELPLOUOG
yLaL Va. QITOKPUTTTOYpOPr)COUE T PEYAAa apxeia.

Méow Twv dadikaowwv Computer Forensics SLamioTwoape:

- [eploTatika Omou 0 ETUTIOEUEVOC NTAV LECA OTNV
UTIOOOUN YLa TIAVW ATIO 2 LNVEC XWPLS va yivel
QVTIANTTTOC

- 0 erutiBepevoc ekave Corrupt ta Offline backups kat
LLETA EKOVE TNV KpuTtToypAdpnon

- 0 erutiBepevoc eixe Domain Admin Access ko
LLOPOUCE VA ATIEYKATAOTNOEL TA EpYAAEla TpooTaciac
omnote emBupovoe

Ekatovtadeg unoBeoelg Business Email Compromise SCAM
(BEC SCAM)

MoAAEC uT0BETELG e OLKOVOULKEG amaTeg, Forex Scams

YnoBeoeLg KAomrg kpurttovopLlopdtwy (New)
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Tl yivetal otav éxoupe Ransomware o€ €vav Opyaviopo;
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Ta dedopéva bev eival SLabeoipa
Awakorr) AeLToupyLog TOU OpyaVIOHOU

OLKOVOULKEG QTIWAELEG EEKLVAVE QO TNV TPWTN NUEPQA
kal 6ev yvwpiloupe note Oa TEAELWOEL

NOULKEG ZUVETELEG yLa SLappoEC Sedopevwy

‘Eva kakoBouAo tpito atopo ixe mpooPaon oto Siktuo
JUVEMELEG TIPOG TPiTa HEPN

MBavn Stappon dedopevwv

Emikpartr) cUyXuon Kol VKOG TOGO OTO TEXVLIKO TN
000 kat otn dtevBuvaon

Aev OKEPTOUAOTE |LE AOYLKN

Aev yvwpiloupe tinota yla tov adpato ex0pod
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MoU pnopoupe va BonBhooupe o€ Hua eniBeon Ransomware;

TICTAC

KaBe xpovo Slaxepl{Opaote EKATOVIAOEG MEPLOTATIKA OE
OO TOV KOO0 HE OTOXO:

* [pryopn enavadopa Twv apxeiwv

* [priyopn enavadopad Asttovpyiag tov Opyaviopou pe
acpalela

* Meiwon twv AuTtpwv
* JuVTOVIOMOG AlevBuvong kat IT TUARpatog
* Evnuepwon mepil VoKWY INTNUATWV Kot Stadikactwv

* Alepeuvnon tou nwg npogkuPe N LOAuvaon (moco Atav o
Hacker péoa, T uniékAeye, amo nou Eekivnoe, Bploketal
akopa peca otnv urntodoun)

* YrnioBonBnon oe dladikaoieg Kpumtovoulopdtwy

* JUMPoUAegUTIKA OTNV LEANOVTLKN LODAAELD TOU
OpYOVLOUOU
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From your hacker with Love...

1. buy paid antivirus
2. don’t use user account "administrator" on other hosts than controller domain.

3. set all users "users" privileges

... find out the rest at www.tictac.gr/love-hacker

http ://WWW.tiCtaC.gr/IOVE‘haCker ...this text is just copy paste from a real incident.



http://www.tictac.gr/love-hacker
http://www.tictac.gr/love-hacker
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"0 ueyadutepo Aadoc rrov ekava elval, Ot
EVW N ETTLYELPNON UOU UEYOAWOTE 3 POPEC OE
tlipo ta teAevtaia xpovia, bev avénoa
avtiotolya to budget oto IT Department /
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CEO yvwotn¢ EAAnvikncg Etaupiac mou ensoe Suua Ransomware




3 Workshops Tictac:

AUoets lNpootacias ané Ransomware

000
Nws neplopidoupe pLa Napaokeun 23/4/2021
eni@eon Ransomware 11:30-12:15

Napaokeun: 23/4/2021 Anti Ransomware
13:00 - 13:45 Backup @ Recovery

SecurityScorecard )
«Tu payénu évas Napaokeun 23/4/2021

Hacker yua gpas;» 15:15-16:00

Eyvpadéc: www.tictac.gr/infocom2021



http://www.tictac.gr/infocom2021

® cybercheck

Awpedv Teot Cyber Security: WwWw.cybercheck.gr

To Cybercheck.gr eivat o mpwtog totéTOMO( TTOU
TapéyeL Apeon Kat dSwpeav mAnpogopia yia to
eninedo kuBepvoaodalerag | aopaleiacg
unmodopwv kat Gedopévwyv Tng eMLEipNOTC oag.

Méow Tne peyaAnc epneLpiac Tne opadag tne Tictac Data
Recovery & Cyber security, mapéyoupe tnv duvatotnra oe OAe
TLe eMuyeipnoeLg evataptitwe peyéBouc va £xouv éva mputo
gupTEpaoua yLa TNV kataotaon kuBepvoaodalelac Toug, HETA
angd 3-5 AeTmTa anaviwvtag o8 EPWINOELL.

Méoa and to cybercheck.gr, Ba kavete éva mplwito éAeyyo otnv
emyeipnon oac kat Ba AaBete éva mpoowmnonoLnpévo Advo
6paaonc xaw apuvac (cyber plan).



http://www.cybercheck.gr/

We take your data seriously!
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Data Recovery since 1999
www.tictac.gr

Managed Cyber Security & Disaster Recovery
www.tictaclabs.com



http://www.tictac.gr/
http://www.tictaclabs.com/

