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x The cybersecurity landscape has changed

Traditional: Stack Landscape

Polymorphic

 Application (Layer 7)

[ Presentation (Layer 6) J
[ Session (Layer 5) ]

[ Transport (Layer 4) ]

[ Network (Layer 3) ]
[ Data Link (Layer 2) ]
[ Physical (Layer 1) ]




X The cybersecurity landscape has changed

New: Risk Transformation




X

A Unified cybersecurity strategy

To the Data Center & Hybrid Cloud Transformation

* Employees % Partners

* Contractors * Privileged Users




Companies move to the cloud as the
ecosystem evolves
(users/partners/customers)




Multi-cloud the new norma
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Shared responsibility model

Responsibility

Information and data

Devices (Mohile and PCs)

Accounts and identities

Identity and directory infrastructure
Applications

Network controls

Operating system

Physical hosts

Physical network

Physical datacenter

Microsoft . Customer

Paas

laas

On-

prem

A

RESPONSIBILITY ALWAYS RETAINED BY CUSTOMER
RESPONSIBILITY VARIES BY SERVICE TYPE

RESPONSIBILITY TRANSFERS TO CLOUD PROVIDER

Content

Access policies

Usage

Deployment

Web application security
Identity

Operations

Access and authentication
Network security

Guest OS, data & content
Audit logging

Network

Storage + encryption
Hardened Kernel + IPC
Boot

Hardware

B Google’s responsibility

CUSTOMER

RESPONSIBILITY FOR
SECURITY "IN’ THE CLOUD

B User's responsibility

1
ENCRYPTION & DATA INTEGRITY
AUTHENTICATION

5

Google Cloud

SERVER-SIDE ENCRYPTION
(FILE SYSTEM AND/OR DATA)




ldentity Access Data Application Network Edge
Security Security Security Security Visibility
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MULTI-
CLOUD?
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CLOUD Cybersecurity Journey

Cloud Providers INSTRUCT PYLONES DELIVER
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Facilities Storage Network SSL Visibility Analytics WAF Anti-Bot
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Avallability DDoS Segmentation Firewall Access Campaigns Credential

Management Protection
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" Pylones Cybersecurity Services

|IDentity Governance

Managed Services

Design Services
Consulting & Architecture

Technology Deployment
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€ & T

Turnover: >9.5m Euros Focuses 95% in Private >50 Full Time Employees
(steadily increasing for Sector (Corporate & (25% more than 10 years
the past 8 years) Enterprise ICT Market) with the company)
@
A v/
SO 9001:2008 CYBERSECURITY >11 International
1ISO 27001:2013 Projects
@ \@ || M ‘ M
50+ vendor certifications ~ Long term partnership 13+ International
(F5, HPE, IBM, AWS, Okta,  with leading companies Vendor partnerships

Palo Alto, Microsoft etc. ) in the private sector




Company staff increased the last

5 years

Best
Workplaces™

Great

Gender balance is non-negotiable for

us - of the staff are

new IT Certifications

Great
Place
To

Work.

Certified

OCT 2021-OCT 2022
GREECE




IT Our customers reflect our W success W
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The State of

Cybersecu th
pylones 2022

210 TTAdiola Tou Infocom Security, Ka0e pépa 5 tuyepoi Oa
KEPOIOOUV ATTO MIO AIWPA META ATTO KANPWON OTO TEAOG TOU event!
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“The blggest cybersecurlty
wssues compames faces today”
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“Simplifying Digital Challenges”
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