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The General Directorate of Cyber Security
belongs to the General Secretariat of
Telecommunications & Posts
of the Ministry of Digital Governance
and is the National Cyber Security Authority.
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National Cybersecurity Strategy 2020-2025
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Cybersecurity Handbook (June 2021)
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Ministry of Digital Governance

National Cyber Security Authority

Cybersecurity Self-Assessment Tool (March 2022)

Epyalsio autoa§LloAdoy

(Cybersecurity self asses

Fevikd

To napdv epyadeio anotelet éva pnxaviopd pe tov onoio ot Opyavu
Sitvou kat mMnpodopuwv touc. To epyadeio mepiéxet ouvolikd 234 o

1) Awiknon kuBepvoaoddletag kaw Staxeipon emkwduvotntag

2) Kataypadri uAikos kat Aoylopikos

3) Aodalri¢ napapetponoinon e§orAlopol kat edpappoyiv

4) EAeyxo( EKTEAEONC TPOYPAUUATWV KAt UTINPETLOV

5) Awxxeipion hoyapracpwy kat éAeyxoc npéoBacng

6) AuBevtikomoinon xpnotwv

7) Aoddhera Siktvwv

8) Npootaocia ané kakéBoulo Aoylopikod

9) Tripnon kat avdAuon apxsiwv kataypadric oupBavtwy (event logs

10) Aopdhera Srabiktvakv spappoywy

B

0O Opyaviopoc Swabéter Sakpurry opyavikr povada appdda ya v acdddela twv
TANPOdOPLAKWY CUGTNUATWY.

O Opyaviopog éxet opioet otéhexo¢ Tou w¢ umevBuvo aocddhewac TAnpodoplakwy
ovotnudrwy (chief information security officer - CISO), pe Baocikég appodiotnteg TV mapoyrn
otpatnykoy emutédov  odnywbv ywa Bépata  kuPepvoacdidewag, v emiBhedn ko
napakolotBnon tou cuotipatoc Swayeipone aodddeac TMnpodopuyv, t Saoddhon tng
ouppopdwonc tou Opyaviopol He TG aVTIOTOKEC VOHOOETIKEC KAl KAVOVIOTIKEG puBpioelg
KOL TO GUVTOVIOMO TWV OTOXWV TNG KUPBEpvoachEAELaC e TOUC ETUXELPNOLAKOUE OTOXOUG TOU
Opyaviopov.

0 Opyaviopoc napéxet otov CISO 6Aou¢ Toug anmapaitnToug UAKOTEXVIKOUC, OLKOVOMLKOUC KoL
avBpwruvoug mOpoUC yLa TNV AoKnon Twv KaBnKOVIwy Tou, KaBw( Kat TOPoUC amapaitnTtoug
yla T Slatripnon ¢ EUNEPoyvwoiag tou.

0O Opyaviopog £xet opioet mpéowno w¢ unevBuvo mpootaciag dedopévwy (data protection
officer), pe okoné tnv efaoddhion enapkol¢ TMpootaciag TG WOwTKdTNTAC KAl TN
ouppopdwon tou Opyaviopol pe tn vopoBeoia mepl npootaciag Sedopévwy mpoowukov

) | Xapaktripa.

0O Opyaviopoc €xet eykabibpuoet pe ekdBapo tpomo pdloug kaw euBlveg 6oov adopd otnv
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EpwtnuatoAdylo autoasloAoynong

Awoiknon kuBepvoa o

ZuvoAwkr BaBpoloyia

1. Awoiknon
KuBepvoaoddAsiag kat
Suayelpion emkwvduvotnrag

BaBpoloyia:
Erukwvuvotnra:
Katdotaon:

BaBpoloyia:
Erukwduvétnra:
Karéotaon:

2. Kataypadn vAkoU kat
Aoyiopikot

83%

BaBpoloyia: 83%
Emukwbuvémra: 17%
Katdotaon: LOW RISK

ZUYKEVIPWTIKG amoteAéopara

AnoteAéoparta ava Bepatikn evotnta

3. Aodarig
Tapapetpornoinon
e§omAlopol Kat epappoywv

25%

BaBpoloyia: 25%
Erukwéuvomra: 75%
Katdotaon: CRITICAL RISK

™ <
R ic “9“3

4. EAeyxog ektéAeong
TPOYPApPAETWY Kat
UTNPECLOV

BaBpoloyia:
Erukwéuvotnra:
Katdotaon:

BaBuog wppdtnrag noMtikiv achaleiag kat Stadikactodv

5. Awayeipion Aoyaptacpiv
kat €éAeyxog npéoPaong

79%

BaBpoloyia: 79%
Emuwduvomra: 21%
Katdotaon: LOW RISK
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Cybersecurity Audits

* Audit framework

Procedures /[ Tools

Auditors

Results

f/

| Recommendations for
( Bremmize Improvement

Yhers, /

\ g eCurity
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Protection Service for Governmental Websites

WAF Attack Traffic Summary WAF Attack Groups Detected Actions Applied to WAF Attacks

Edge Hits
388.2M total

44 .6K Edge Page Requests

64.3M total

4 . 56 GB Edge Bandwidth

28.3 TB total

WAF Attack Traffic Trends
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rotection Service for Governmental Websit

Alert Details . .
Statistics Samples Multi-dimension
Global DoS Alert - dDoS Attack
Global DoS Alert - dDoS Attack. Follow link to see more details in | curity Analytics.
ATTACK TYPE
Requests
AND ACTION APPLIED

Requests » 30000, During 3 Minutes, After 1 Occurrences
Advanced

Customer

High

No 2 Q Requests by

#Reque... Distribution Action Applied #Requests Distribution

Alert

Requests : 336,076

=

IP Address Country/... Company Domain Distribution Hostrname #Reque... Distribution

Avg Req / Sec

IIIIIIIIIII IIIIIIIIIII.II..IIIIIII---- ¢ TR-SUPERD. [empty value]
14:00 ) )
CHINANET, [empty value]

Results:3 ¢ C CHINANET _... [empty value]

) Type Cl CHINANET_j. cuslightin.

WAF s C Nind_broad..  163d

~
.
a

4

.
4

U
() Custom Rule 220,079 ! ) m247 c
U

Dos 110,130

lational Cyber Security Authority




Ministry of Digital Governance
National Cyber Security Authority

Protection Service for Governmental Websites

Hostnames Targeted by DoS Attacks

Humber of Requests

46,191
43,001

33,432

109,979
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Website Availability Monitoring System

State History for Service

Sun Jan 09 00:00:
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Sun Jan 09 15:17:36 202

Sun Jan 09 18:35:38 20227
Sun Jan 09 22:30:44 2022 '
Sun Jan 09 23:12:08 2022}
Mon Jan 10 01:35:06 20221

Sun Jan 09 14:13:11
Sun Jan 09 16:56:34
Sun Jan 09 17:40:4
Sun Jan 09 21:28:2
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Website Availability Monitoring System

Service

oK
OK
OK
OK
OK
OK
OK
OK

State History for

Sun Mowv 21 00:00:00 2021 to Sun Nov 28 00:00:00

Critical : 28s

Indeterminate : (0.0 0d Oh Om Os
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30 Days

Median Rating

—> 20

INTERMEDIATE

Go To Portfolio

Featured Report

Portfolio
Collaboration

Get an overview of
collaboration across
your portfolio,
highlight touch-
points, and track
your collaboration
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Getting Started

Progress

SUBSCRIBE

CREATE
ALERTS

INVITE
COMPANIES

v’

CREATE
FOLDERS

CONFIGURE
REPORTS

Portfolio Risk Matrix

Criticality

ar *)
Hier &

1 company
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Cybersecurity Rating Platform

Low Risk

900

High Risk
250

D o
“Ueye e

Acthon Flan

Escalate
Contact
vendors about
unacceptable
findings

Review
Investigate 10
determine if
any action is

necessary

Monitor
No immediate
action is

needed




B3 All Companies

Folder

Subscription Type

Security Rating

industry

Country

Rating Type

isk Vector Grade

infections

Vulnerabilities

Open Ports

Public Disclosures

Software

Service Provider

Product

Product Type

Ministry of Digital Governance
National Cyber Security Authority
Cybersecurity Rating Platform

Reports @ Actions v

Company curity Rating T Subscription

[ 740 ] e Risk Monito

Category
[ Informational Risk Vectars
O nis
Risk Maonitor ] [ Publi
[ Breach Security Inci

Risk Monitor

[ General Security

[] Other Disclosure

Risk Ma
Vulnerabilities and Infections
Risk Monit
Severity

Risk Moy : [] @ Increase
] @ Decraase

Risk Monitorit : [ @ critical Decrease
Risk Manito, Date Range +
ciek Monitors : Tiers, Folders, & Subscriptions +

Company +
Risk Monitor

Risk Ma

Risk Monitor

Q
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+

Risk Monitor

Risk Monit;
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EU Coordinated Response
to Large Scale Cyber Incidents

Blueprint

Political Level
Blueprint for coordinated response
to major cyber-attacks

o KuBepy,
,K'\V.Q*“ 22 (.

Operational Level
Cyber Crisis Liaison Organisation Network

(CyCLONe)

Technical Level
CSIRTs Network

_tioWecurity Authority
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Cyber Security , .,
Governance in Greece

National Competent
Authority and SPOC
under EU NIS Directive

National Cybersecurity
Certification Authority
(\[de.y)

under the CSA regulation

National Coordination
Center (NCQ)
under the ECCC Regulation

Protection

Cyber Crime
of Personal Data




NIS

Operators of Essential Services (OES) and

NIS2 Directive

A high common level of cybersecurity in the EU

Digital Service Providers (DSP)

ENERGY

WATER SUPPLY

DIGITAL
INFRASTRUCTURE

®vikn A?.,Kuﬁspvoaod)d)\stag

o0lo

S

Y - .

> DIGITAL SERVICE
—9— PROVIDERS

BANKING AND
FINANCIAL MARKET
INFRASTRUCTURE

TRANSPORT

HEALTHCARE

NIS 2

Expanded scope to include more sectors and services as either

essential orimportant entities.
? DIGITAL SERVICES SUCH AS
L& ] SOCIAL NETWORKING
o SERVICES PLATFORMS AND

= PROVIDERS OF PUBLIC
DATA CENTRE SERVICES
%’ SPACE @

<__§ ELECTRONIC

Y|  COMMUNICATIONS
NETWORKS OR
SERVICES

WASTE WATER
AND WASTE
MANAGEMENT

MANUFACTURING OF
- CERTAIN CRITICAL
PRODUCTS (SUCH AS FOOD
@ PHARMACEUTICALS,
MEDICAL DEVICES,

CHEMICALS)
R =~
— [m) POSTAL AND COURIER L UL PUBLIC ADMINISTRATION
® SERVICES —_
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e-mail: t.dompridis@mindigital.gr

URL: https://mindigital.gr




