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Figure 1.1 How many ransomware
attacks has your organization suffered
in the last 12 months? (n=998)

Ransomware
IS Inevitable

1%

Six or more

According to a another independent research project, the 2022 Data Protection
Trends report, 76% of the 3,393 surveyed organizations suffered at least one
ransomware attack, while 24% either avoided attacks or were unaware that
an attack occurred.

Organizations responding to this independent survey must have experienced at
least one ransomware attack in 2021, revealing at least two important truths:

* Only about one in four (27 %) organizations suffered just one attack, presumably
with bad actors attempting to return for more ransom.

* Organizations of all sizes appear relatively equal in the persistence of attacks
from small-to-medium-sized businesses (SMBs) (100—249 employees) to
large enterprises (>5,000 employees). Said another way, just like any other
disaster (fire/flood), ransomware attacks are universally pervasive.

5000+ employees | 2,79
While not charted, respondents to this survey reported an average of 47% of their

data being encrypted by ransomware.

1,000-4,999 employees — 2,11

500-999 employees ] 2,31

EE 250-499 employees I 2,58

This should scare 100-249 employees Y 2,23

every IT leader!



The most common entry point for a cyber attack is still phishing emails, malicious
links, or a website that has dubious underpinnings. In considering the old mantra,
“‘go with what works® it is unfortunate that even in 2022 with all the global awareness
of ransomware and corporate training available, this is still the leading cause.

That said, there is plenty that IT professionals can do through increased diligence in
patch-testing, credential management, role-based controls, etc. As a positive, only
1% of respondents stated that they were not able to identify the entry-point; inferring
that there have been improvements in monitoring and investigation tools across
the security stack, as well as overall ransomware prevention strategies.

g e e e I 4 4%

website, etc.

Infected patch, software

package, etc. = 41%
Credential Compromise/Spraying
(g, Extemally facing ROP/VPN/ | 35%
Management interfaces)
Insider Threat

(eq. disgruntied employee) I 327

Zero-Day or “critical” Vuinerabiiity [ 26%

We did not identify the entry point 1%
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Figure 1.2 How did ransomware
enter your organization's IT
environment? (n=1,000)



Ransomware prints out the note
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| Bow it can be avoided? |

........ PAF AR -

In order to avoid this iasue,
you are to COME IN TOUCH WITH US no later than within 3 DAYS and conclude the da

| What if I do not contact you in 3 daye? |

If you do Not contact us in the next 3 DAYS we will begin DATA publication.

.............................

It ig your RIGHT, but in thie case all your data will be publiched for public US

| I do not fear your threats! | d
That is not the threat, but the llrrlth- of our actionn,

=
If you have hundreds of millionn of UNWANTED dollars, thore in muhtné 10 PEAR |
That is the EXACT AMOUNT of money you will spend for recovery and payouts bacaus

‘hen you need to CONTACT U8, there is few ways to DO that,

. Recommended (the most secure method)

a) Download a special TOR browser: https://www.torproject,org/
b) Install the TOR browser : e,
c) Open our website with LIVE CHAT in the TOR browsex: http: ;
d) Follow the instructions on this page. .

. If the first method is not suitable for you

a) Open our website with LIVE CHAT: https://egregor-&
b) Follow the instructions on this page.

LIVE SUPPORT is ready to ASSIST YOU onm this
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< energy_hashminer
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Posts

Leon Ellis

Bitcoin Mining Rig

« Follow To Learn Trade Profit
\ Foreign Exchange Trader

¥= Financial Education Mentor.

fws apsaes - ~~a Wl A .COM

Followers

12.7K

.. TNOre

Mess:

rayparisi @

1,640 [ 4,704

Posts Followers

Ray Parisi

Storyteller, tequila drinker, luxe hunter, NYU
Executive Producer/Writer @CNBC & &g @(
link in bio & i know you want to tap that @
Ink.bio/Rays_Stories

Edit Profile P




Tlylvetal otav exyoupe KuBepvoemniBeon og evav Opyaviouo;

* Ta debopéva bev eival Stabéoipa
* Alakorn AsLtoupyilag Tou opyaviopol

*  OLKOVOULKEG amMWAELEG Eekvave amo TNV Mpwtn NHéEpa
Kal dev yvwpilouvpe néte Ba TEAELWOEL

* NOMWKEC ZUVETELEC YL SLappoEC Sedopévwv

* ‘Eva kakoBouAo tpito atouo eixe npdopfaon oto diktuo
» JUVEMELEG TIPOG TPLTa HEPN

* MBavn diappor dbedopevwv

* Emwkpatel ouyxvon Kat mavikog 1000 GTO TEXVIKO TR
0co Kat otn dtevBuvon

* Agev OKEPTONAOTE HE AOYLKN

» Aev yvwpiloue timota yLa tov a.0pato £x0po

TICTAC
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DATA RECOVERY e CYBER SECURITY
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[Mou pmopoupe va BonBnooupe og pot KuBepvoemniBeon;

KaBe xpovo dLaxelpl{OpaoTe EKATOVIASEG MEPLOTATIKA OE
OAO TOV KOGUO LLE OTOXO:

* [priyopn snavadopd twv apxeiwv (0tav eivat epLKTo)

* [privopn snavadopd Aettoupyiag tou Opyaviopou LE
acdalela (0tav ival epiktod)

* Melwon Twv AUTpwv pECW dlampaypateloswy
* JUVTOVLOMOG AlevBuvong kat IT TUAMaTOG
* EvnuEpwaon mepl voukwy InTnUatwy Kat dtadkactwy

* Alepelvnon tou nwc tpoékuPe n noAuvon (noéco ftav
o Hacker péoa, tL umtékAe g, amod nou Eekivnos,
Bploketal akopa péca otnV UtoSopn)

* YrnoBoriOnon oe diadikaoieg Kpumtovoulopdtwy

e JUpPouleuTikny otnv HeEAAOVTIK dodAAELD, TOU
OpYyQVLOpOU

TICTAC
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DATA RECOVERY e CYBER SECURITY
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T eivar evac MSSP ?

MSSP onpaivelr Managed Security Services Provider

0 PoAog Tov MSSP eival va gppovtiZel petagd aAAwv:

v

Tnv 1IdwwTtikoTNTa, TNV AKEPaLoTNTA & TNV AlaBECLPOTNTA TWV
KPLolWY apXeiwy TnG vmodoung

> YupBovAeuTikn YrootnptEn oto IT Support Tunpa yia 8epata
ac@aleiag Katl mpotdcelg BeAtiwong

> 24/7/365 enomnteia Tov opyaviopou yia Bepata acpaAeiag
> Ekmnaidevon Tou mpoowrikoL yia Bepata ac@aleiag
> Alaxeipion oroodnnote cvuyBavtog Acpaleiag

> YroBonenon yla tnv Evapuovion ToL opyaviopov Pe ta debvn
npotuna (NIST, HIPAA, GDPR kArm)
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OL BaclkEG TapoxeC evog MSSP

Mpootacia twv teppatikwy ( Endpoint protection)
Antivirus Databases, Unknown file protection, Sandbox for Unknown files

Mpooctacia Twv dedopévwyv
Ransomware proof Automated Backup & Disaster Recovery with Cloud

Mpootacia Tov diktoL
24/7/365 Firewall monitoring

Kévtpo daxeipiong cuppavtwv acpaleiag ( SOC)
24/7/365 security monitoring amné avepwrivo duvapiko pe edika epyaieia

Ailepeivnon NAEKTPOVLKWY MELoTNPiwv Live
Digital Forensics og miepintwon evrtomniopoL avwpaAiag oto diktuo

_ Awaxelpt{OPacTe TNV AcPAAeLa TOV
Cyber Security Insurance SLKTUOL Kat TNG VTTodopNC oag, WOTE

Enedn n kuBepvoacypalela eivat d0okoAo va eyyunbei 100% Va E0TLACETE otnV € pyuoia oag
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Cyber Security Awareness kat eknaidevon
Ekmaidevoupe TO TPOoWTILKO Pag yia va yvwpiZel TL va TEPLUEVEL
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3 Workshops Tictac:
AVoeLc MNpootaotiac ano KuBepvoemniBeoelc

000
O~ How to setup your Disaster Tetaptn 6/7/2022
REEE © ° 2 Recovery in a box with Acronis 14:30 - 15:00
Tetaptn 6/7/2022 Say bye bye to physical Servers and
15:00 — 15:30 simplify your life with Infrastructure
as a Service
( CHER Zero Trust with an EDR that grants IT Tswf’m 6/ 7/_ 2022
\ VESeF Superpowers 15:30 — 16:00

rpadrteite edw: https://tictac.gr/recommends/infocom2022/



® cybercheck

Awpedv Teot Cyber Security: www.cybercheck.gr

To Cybercheck.gr eivat o mpwtog totétOMO( TTIOU
TapéyeL Apeon Kal dSwpeav mAnpogopia yia to
eninedo kuBepvoaogaleiac fj acalelag
untodopwv kat Gedopévwyv Tng eMLeipnorg oag.

Méow Tne peyaAnc epneLpiac tne opadac tne Tictac Data
Recovery & Cyber security, mapéyoupe tnv duvatotnra ge OAe
TLe eMLyeipnoeLg evataptitwe peyéBouc va £xouv éva mpwto
gupTEpacpa yLa TNy kataotaon kuBepvoaodalsiac Toug, HETA

amngd 3-5 Aenta anaviwvtac s EPWINOELL.

Méoa and to cybercheck.gr, Ba kavete éva mputo éAeyyo otnv
emeipnon oac kat Ba AaBete éva mpoowmnomnoLnpévo TAdvo
dpaonc kat apuvac (cyber plan).



http://www.cybercheck.gr/

=< English (AyyAlkd) #= EAANnviKa

Mpoowmnikn Kat
Home OlKoyevELAKN
Mpootacia

Mpootaocia

: Emikolvwvia
Emuxelpnoswy

i

I'BOCRI{)’;% @igimune

1

~“Tipoctacia tng Ynplaknig TavtoéTnTag
& Twyv Social Media

MpooTatéYTe TOV £AUTO 0AG, TNV OLKOYEVELA 0AG KAl TNV ETILXELPNON 0ag

www.Digimune.gr TicTac Laboratories |
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B TICTAC CYBER SECURITY www.tictaclabs.com

o0 http://www.tictaclabs.com

Illsgnl;g\n& oMEAGE  CYBERSECURITY  conTaCr 2 Distributors for Greece & Cyprus for the
'@l BORATORIES following products:

COMODO ‘é‘. SecurityScorecard

CYBERSECURITY

THE EXPERTS IN CYBER SECURITY dsepinstinct  [D)igimune
& RANSOMWARE DECRYPTION

ATARINN

Have you been hacked oryour files are encrypted by Ransomware?
Is your network safe from hackers?

Resellers & Integrators for the following

products:

laminadesperate need of :

Acronis |Platinum Partner E FIR
C C y

moceselt  fgsense



https://www.tictac.gr/
https://www.tictaclabs.com/

