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About us

Cyber Noesis was established in 2015 by a group of
cyber security specialists with more than 100 years
combined experience.

Specialization in:

Enterprise Security & Industrial Security
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Ouvur. Solutions

By developing this unique skill set in our resources, we can provide a suite of
cyber security assessment services that can comprehensively evaluate all
potential attack paths info mission critical infrastructures.

Cybersecurity Privacy Frameworks Cybersecurity Capacity Arci};Zi:zfglggZign

Consulting Compliance Building & Assessment

Data Privacy Impact Executive Training
Assessments

Architecture Design

IT/OT Risk Assessments

Compliance Preparation Vulnerability Assessments

(ISO27001, PCI-DSS, IEC62443 etc)

Compliance Preparation
(1ISO27701, GDPR etc) Specialized Training
Cyber Exercises
Threat Intelligence
Phishing Campaigns
Management
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Compliance Audits &
Gap Analysis

IT Security Audits

Compliance Audits &
Gap Analysis Technology Capability &

Incident Management &
Maturity Assessment
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Response

Solutions Selection &

DPO as a Service
Evaluation

CISO as a Service
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Our Competitive Advantage

Qur firm retains experienced cyber security professionals that have a blend
of experfise in Risk Assessments, Architecture Review & Design, Compliance
with Regulatory Frameworks, Cybersecurity Capacity Building as well as OT
systems security backgrounds.

Over 100 .\ /. Team of 15+ 100 years

collective
Cybersecurity
experience

International

Exposure Cybersecurity

Projects

Cybersecurity
Experts

Custom
Cybersecurity
Awadreness
Material &
Platform

Advanced
LMS content
development
Tools

Recognized More than 50

Project
Management
methodologies

Professional
Certifications
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iISAWARE Platform (Information Security AWARENness)
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Management System Management System [l oigitar Library
®_0 Assessment
o%a ! Methods
. Participation
Cyber Noesis — Management
Group of Experts S — Gamified
Learning
Vast Pool of Customized Content Grades
@ Set Phishing Templates Development Certification of
Objec’rives Achievement
‘{\ UdeTe Customized PhiShiI’]g Securify Troining Communication Methods
S : Templates Courses s
Material B Diay
) A r- Forums
Comprehensive Phishing Security Training Games & Chat




Contents

About Cyber Noesis

CyberSecurity Awareness Mistakes

Putting all Pieces Together

# Cyber Noesis @2022



Indicative Real Attacks

Toyota Boshoku Corporation, an auto In March 2019, the CEO of a UK
parts supplier, was the victim of a social energy provider received a phone ca.ll
engineering attack in 2019. The money from someone who sounded exactly like

lost amounts to USD 37 million. Using ﬁ p his boss. The call was so convincing that
persuasion, attackers persuaded a the CEO ended up transferring $243,000

finance executive to change recipient’s

bank account information in a wire
transfer.

# Cyber Noesis

to a “Hungarian supplier” — a bank
account that actually belonged to a
scammer.

r S
$75 Million Belgian Bank Whaling Attack
Perhaps the most successful social engineering
attack of all time was conducted against Belgian
bank, Crelan. While Crelan discovered its CEO
had been “whaled” after conducting a routine
internal audit, the perpetrators got away with $75
million and have never been brought to justice.




There is NO specific victim profile!

« qd Board PN
a '
an CEO Executive -COO

« @ Accounting
@ CFO @ Manager
‘ ® R
. FETIEL 'l @ Director

Director

Regardless of age, gender, academic background, professional
experience, job position, and IQ,
everyone is likely to become a victim of cyberattacks...
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Why Security Awareness
Programs Fail?

X End-users simply not knowing what the right course of action
X staff not emotionally involved.

X Objectives not aligned with the strategic goals.

X Bland and generic content fails to help the audience.

% Settling for one-time, compliance-driven approach.

X Content not aligned with local culture, paradigms and ... language!

# Cyber Noesis



VYWIIAT AO IMNINnK
about fast
/canned food?

v Tasty...e
‘/Nu’rri’rious ... ¢
4 Somehow Healthy ...¢

For how long can you
be fed only with this?
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Imagine a Security
Awareness Video ...

‘/S’rrong Plot
‘/S’rory’relling
v’ Well-Made
v’ Film

v Hollywood Like Production
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What a funny video and

a great production!

;



"Strong Password as
defined in our Corporate
Policy”?

Which policy?

——



Where can | find the policy?

| remember a document
about 80 pages long...

Maybe our CISO will inform
me later ...



Be careful Paul, the

“Fisherman” has sent 1

Us a new email for

submitting credentials.
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Really? This is the 2nd
within this month... Is
this again regarding

= MS 365 or Netflix?
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Its about PayPal Thank you, Maria! | will

Service ... | never used also inform John and

this service, so it was == = Kathy...

easy to identify...
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What should
we make
differently ¢

« Custom material
« Based on organization
needs...

« Adapted to user’'s daily
routine...

« Adapted to local culture
& user experience.

# Cyber Noesis


https://www.thespruceeats.com/gourmet-defined-1665527

We have to start thinking differently...

How would you educate

your children about the
negative effects of drug
addictione

Would you do so by
asking them fo watch
just a, maybe well-made,
Impersonal video?
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What should
we make
differently ¢

Deploy various educational
techniques.

Reinforce the security message.

Be P.o’rier)’r and ready to explain
multiple fimes.

Treat communication like a
game.

Aim the effective understanding
of an average user.

VAN
VAN
i/



Who are these guys?

Is their paradigm related with our culture?

# Cyber Noesis @2022


https://charlierose.com/videos/12141
https://dicasdeinfra.com.br/en/voce-sabe-quem-e-kevin-mitnick/

What should
we make
differently ¢

« Use common
language to align
bbusiness objectives.

 Use elements of

novelty.
.+ Use local language.
/s <) > e Use eqsily understood
-";I I Who wants to beg Z 5 \5:- *********** pqrqdlgms OII ned
| y %y T with users’ cugfure.
v Let's find out how mu :.: . / \
, Sy - VA 1
» !
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Behavior change is an ambitious
(and necessary) goal!

2 Learning in the correct context.
< Repeating actions to embed knowledge.
< Confinuous evaluation to adopt strategy.

2 Rewarding staff to encourage new habits.
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Putting all pieces together...

—————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————
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Tabletops Exercises Cyber Security
pv . Executive Training

Exercises « Case studies

GDPR Compliance
Awareness

Phishing Attacks
Simulation

Specialized Cyber
Security Training

o o o
- =~q

Additional Internal Communication Channels

\ Trinkets ,Posters, Alerts, Wallpapers, Screensavers, Newsletters etfc.

# Cyber Noesis e2022

Classroom e-learning

®

Classroom Methods — elearning Methods
: : E i i LG CIELREDINE < Text-based material
Sielar Presentation material
A Awareness « Story-based material
Req . INalysi +  Game-based material

Business units walk-
through

Appointment of
security awareness
mentors

Corporate intranet
(post security
reminders, cyber-
security column etc.)

-
i o o o o o o 5



Our Courses’ Customization Methodology

g Feedback

Material Update

Current & On-going
{ Status : support
P Analysis

01

Classroo
Step Training

03 (executives &
personnel)

pv

”

User
Computer
Step Based

04 Training

step Customize

0 2 Material
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¢
Our Phishing Campaign Customization Methodology -

P
Q
Y

Improvement
Actions

via email

O 3 and/or SMS

Ob#'ec’rives
Definition &
Step strategy

©)

Difficulty Scale & User Risk
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Cyber Noesis’ Training Services & isSAWARE Platform Awards

© Cyber Security Awards 2022: Gold Award in Education CYBER

SECURITY

and Training Services Category AWARDS

GOLD ©,
© Cyber Security Awards 2022: Silver Award in Cyber CYBER oy
Awareness Category AWARDS
SILVER
© Education Leaders Awards 2022: Bronze Award in EEK.@TE%
Remote & Hybrid Training Services BRONZE
S IMPACT.
© BITE Awards 2021: Silver Award in IT Security for

ISAWARE Platform

% Cyber Noesis 29



Cyber Security Awareness Program
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Should be designed to change behavior and reinforce good security
practices.

Should frain individuals to recognize Information Security concerns and
respond accordingly.

Should be focused on the organization's entire employee population.

Should aim all levels of the organization including senior and executive
managers.

Should inform employees about their roles, and expectations surrounding
their roles.

Should be designed in a way that can be deployed in various ways,
methods and techniques.



Il"
CgberNoeﬁs
k of knowledge is not the
users’ fault!
Thank you!

www.cybernoesis.com



We position...
CYBER SECURITY FIRST!




