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About us

Cyber Noesis was established in 2015 by a group of

cyber security specialists with more than 100 years
combined experience .

Specialization In:

Enterprise Security & Industrial Security
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Our Solutions

By developing this unique skillset in our resources, we can provide a suite of
cyber security assessment services that can comprehensively evaluate all
potential attack paths into mission critical infrastructures .

Cybersecurity
Architecture Design
& Assessment

Cybersecurity Privacy Frameworks Cybersecurity Capacity
Consulting Compliance Building

Executive Training
User Awareness

Data Privacy Impact
Assessments

IT/OT Risk Assessments Architecture Design

Compliance Preparation

(1IS027001, PCHDSS,|EC62443 etc) Vulnerability Assessments

Compliance Preparation
(1SO27701, GDPRetc)
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Specialized Training
Cyber Exercises
Threat Intelligence
Phishing Campaigns
Management

Compliance Audits & IT Security Audits

Gap Analysis

Compliance Audits &
Incident Management & Gap Analysis

Response

Technology Capability &
Maturity Assessment
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Solutions Selection &
Evaluation

CISO as a Service DPO as a Service
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Our Competitive Advantage

Our firm retains experienced cyber security professionals that have a blend
of expertise in Risk Assessments, Architecture Review & Design, Compliance
with Regulatory Frameworks , Cybersecurity Capacity Building as well as OT
systems security backgrounds

Over 100 .\ / Py Team of 15+ 100 years

: : collective
Cybersecurity Cybersecurity

: Cybersecurity
Projects Experts experience

International
Exposure

C bCel::te%Trit Advanced
. / LMS content

Awareness
: development
Material &
Tools

Platform

Recognized More than 50

Project
Management
methodologies

Professional
Certifications
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ISAWARE Platform (Information Security AWAREhess)
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ﬁE%% ISAWARE

EgberNoe&s e N\ 4 | S
Phishing Campaign Learning [ Learning Booster
Management System Management System [l oigita Library
e_O0 B Assessment
So%a ! 0 &8  Methods
. Participation
Cyber Noesis e Management
“E—
Group of Experts — =  Gamified
Bl Learning
Vast Pool of Customized Content K3 Grades
@ Set Phishing Templates Development I§I Certification of
Objectives Achievement
<) Update Customized Phishing Security Training Communication Methods
S : Templates Courses s
Material Eg Diary
. A Forums
{o+ Customized Comprehensive Phishing Security Training Games ™ & Chat
Blatiorm \ Campaign Dashboard / \ & Assessments A Notifications
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Indicative Real Attacks ¥
e 3
Toyota Boshoku Corporation, an auto In March 2019the CEO of a UK
parts supplier, was the victim of a social energy provider received a phone call
engineering attack in 2019. The money from someone who sounded exaCtIy like

his boss. The call was so convincing that

the CEO ended up transferrig43,000

to a AHungad abank suppl | e
account that actually belonged to a

scammer.

lost amounts t&JSD 37 million. Using
persuasionattackers persuaded a
finance executivee o0 c hange
bank account information in a wire
transfer.

r S5
$75 Million Belgian Bank Whaling Attack
Perhaps the most successful social engineering
attack of all time was conducted against Belgian
bank,Crelan While Crelandiscovered its CEO
had been afiewdoradlicend aroutine
internal audit, the perpetrators got away with $75
million and have never been brought to justice.
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There Is NO specific victim profile!

® Board
« S Boa «
- CEO Executive

q« @ Accounting
@ CFO @ Manager
‘ ® R
. Procurment 'l @ Director

Director

Regardless of age, gender, academic background, professional
experience, job position, and 1Q,
everyone is likely to become a victim of cyberattacks é
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Why Security Awareness
Programs Fail?

J End-users simply not knowing what the right course of action

JStaff not emotionally involved.

_J Objectives not aligned with the strategic goals.

_J Bland and generic content fails to help the audience.

J Settling for one -time , compliance -driven approach.

_J Content not aligned with local culture, paradigms a n d Ilanguage !
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vviilal JoO UK
about fast
/[canned food?

VTastyé?
VNutritious é ?

V Somehow Heal t

For how long can you
be fed only with this? Ty
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Imagine a Security
Awar eness

V Strong Plot
V Storytelling
\/ well-Made

V' Film

V Hollywood Like Production
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What a funny video and

a great production!



0Strong Password as
defined in our Corporate
Policyd?

Which policy?

——



Where can | find the policy?

| remember a document
about 80 pagesp«

Maybe our CISO will inform
me | ater &




Really? This is the 2nd
within this
this again regarding

= MS 365 or Netflix?

Be careful Paul, the
oFi
us a new email for

sher manoé NS S

submitting credentials.
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Its about PayPal Thank you, Maria! | will

Pe v e r EERE d _ also inform John and

== & Kat hye

Service é& |

this service, so It was

easy to identify...
.
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What should
we make
differently ?

A Custom material

A Based on organization
needseée

AAdapted to user
routi nee

A Adapted to local culture
& user experience.
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https://www.thespruceeats.com/gourmet-defined-1665527

We have to

How would you educate

your children about the
negative effects of drug
addiction?

Would you do so by
asking them to watch
just a, maybe well-made,
Impersonal video?
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. What should
we make
differently ?

A DeRIo_y various educational
niques.

f tec
/ A Reinforce the security message.

’/ A Be patient and ready to explain
multiple times.

/ +
‘ A Treat communication like a

K

game.

A Aim the effective understanding
~ v of an average user.

VAN
VAN
i/
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Who are these guys?
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https://charlierose.com/videos/12141
https://dicasdeinfra.com.br/en/voce-sabe-quem-e-kevin-mitnick/

