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Cybersecurity

* Information is power

* Sensitive information
should be protected

* Losingyour “keys” can
cost you a war

* Strategy is built upon
planning ahead
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W hich Cyber Security

M easure do we need?
 we needa (new)
NGFW
« weneedanEDR
* weneedaSIEM
* andthelist goeson..
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Drivers usually are
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* |tisfaster/ lighter

* |t costs less

« Moreaccurate/
has less FP

* Easier to manage
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But, let’s go back to asking questions

* The “what”
* E.g.”What kind of service to use to protect ourselves?”

* The "“which”
* E.g.”Which brand/edition do we choose?”

* The “"how”
« “How do we implement this?”
 “How do we replace the existing?”

These are all the easy part!
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Just an example

Let’s say we get extreme spam/phishing.

Possible answers are:

JEmail Gateway protection
_1Sandboxing

Al detection

AT hreat Intelligence
JdDeception accounts
JEndpoint Security controls
JUser training —

Pick any 3!
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Let’s go further back to asking questions

Go back to “why”
* Why do we need xxxx Security measure?

Or, let’s go deeper:
* Why do we need to protect ourselves from extreme
phishing?
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W hat is behind the “why"?

Toanswer why, we need to know
JLeadership’s vision, stakeholders
JBusiness as usual

JBusiness processes and owners
JCulture and staff

M andates

JRisks, appetite, tolerance

Then, design a Cyber Security Program about all the above
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The great “enigma”
Then, solve the “enigma” of the modern Security
program.

Is your Security program aligned with your
Risk and Compliance program?
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* Quantify
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Protect Test

* Proactive measures * Infrastructure
* Incident Response * Applications

* DR, BCP * Vulnerabilities
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» CyberSecexperts

etect Consult
* Detective technology * Ingest
» Staff Awareness * Correct

* Design strategy
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The great enigma, solved

Now you know.

Your Security program is in total harmony
with your Risk and Compliance program
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Take-aways

* Informationis a powerful ally

* Go back to askingabout your needs

* Evaluate and understand your risks

* Decide based on your organization

* Endorse Cyber Security as a process,
Always on.
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Cybersecurity

We must improve our
Cyber Security posture

Get a new firewall
Install an XDR Conduct an assessment
and understand our risks
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Get a new firewall
Install an XDR Conduct an assessment
and understand our risks
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Thank you!



https://www.linkedin.com/company/unisystems
https://twitter.com/uniSystems_GR
https://www.facebook.com/UniSystemsOfficial
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https://www.unisystems.com/
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