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Some Facts
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Yes, increased Yes, slightly No change No, it actually
significantly increased decreased

Increase in the Level of Digital and Cyber Risks (Past 3 Years)

Total Sample

Total respondents Energy & Utilities Water treatment Oil & Gas
m A significant increase m Somewhat of an increase It remained the same
Changes in the Number of Regulations and Standards (Past 12 Months) Space Hellas
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| More Facts

@

Lack of skills to operate mprove my organization's visibility

and asset inventory capabilities

Mitigation actions are not feasible

Creates huge alert fatigue Improve my organization’s

detection capabilities

t

Too complicated to use

Improve my organization’s

Effective only for post-breach detection =
response efficiency

Alerts have no business context

Too expensive Proactive risk reduction

Hard to prioritize alerts
) Increase awareness to OT 596
Not effective enough cybersecurity

Not automated

EE"!!
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s ' mprove my team's efficiency [
No mitigation options

Lack of holistic view

.
I

Top OT Cybersecurity Focus

We have no cl

llenges
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companies are
a target




| The modern industry is even more connected

TODAY
Industrial Control Systems (ICS)

Energy, Manufacturing,
Transportation, Process Industries

TOMORROW
Industrial Internet of Things (lloT)

E

SMART GRIDS

INDUSTRY 4.0 SMART CITIES

DISTRIBUTED DEVICES

INTELLIGENT BUILDINGS

Industry digitizationincreases the attack surface
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|Understanding OT

loT has become a generic name
for everything that is not legacy IT, BUT:

- loT is a technology to easily connect
devices and increase datapoints at relative
low cost

OT = IOT = IIOT = ICS - lloT is loT technologies designed for

industrial use cases
- OT devices control the physical world

- ICS (industrial control systems) orchestrate
industrial processes through OT and lloT
devices

Space Hellas
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| OT & IT Have Different Requirements

70

e
Security = Cybersecurity Security = Safety
IT teams manage data and care most about OT teams manage processes and care most about
Confidentiality, Integrity and Availability throughput and uptime
IT equipment are known, modern and controlled OT devices can be 10-20+years old and are often

managed by third parties

IT networks are segmented OT networks are flat
IT attacks can be well identified (virus, worms, DoS, OT attacks look like legitimate instructions to
etc.) industrial control systems

Extending IT security to OT requires specific skills and features

Space Hellas
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|Understanding “OT behaviors”

o
{’.\ OT devices accessing the Internetis abnormal
\

Il Placing OT devices in quarantine can cause serious harm

/ Unconnected network segments are common

Unsupported OS, unpatched systems and outdated AV
signaturesare common

Machines and processes run 24/7/365
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Cisco Cyber Vision

Visibility & Security Platform for the Industrial 10T

Visibility Security Posture Operational Insights
Asset inventory Device vulnerabilities Track process/device modifications
Communication patterns Risk scoring Record control system events

Context and insights that are foundational to securing OT networks
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Building secure industrial operations is a journey

o Zero Trust
9 Segmentation

0) visibility

1. People skills and training
2. Organizational processes
3. Network architecture & Security technologies

Cyber Vision provides visibility & insights that are foundational to securing OT networks
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| Benefits for IT: Visibility drives OT security

Segment OT Networks
Know your OT assets to implement access
policies without disrupting production

Converge Security Operations
Get OT context and events in the SOC to build and
enforce the right security policies

Reduce the Attack Surface
Identify risks to take corrective actions and
implement best practices

Drive IT/OT Collaboration
Share a common understanding of the situation
to build security policies together

Leverage your existing Cisco network to gain visibility over your OT and secure the whole enterprise

Space Hellas
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| Benefits for OT: Visibility drives efficiency

Reduce Downtime
Spot device problems and configuration issues
before they disrupt production

Improve Network Performance
Identify network configuration issues, unnecessary
traffic and old devices

Monitor Contractor Activities
Track remote access sessions and all changes
done by vendors to your ICS

Troubleshoot Issues Faster
Record all OT events for root cause analysis when
ICS components have issues

Your Cisco industrial network gives you comprehensive visibility so you can improve operational efficiency

Space Hellas
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| Asset Visibility

Asset Inventary

1769-L16ER/BLOGIXS _ [ i3 2
avorston 316ER 11:45:12 AM
@ Paint_Line 24 - fows 10
192.168.249.50 = 16,2021
AC: 4:54:33:9 Lichiee = 11:00:01AM Sop CPU
& Edit J Manage group Diagnostics ,
Readvar
Waite Var
Asset Inventory ok
. asics @ Security Ar Activity & Automation
Comprehensive up to date e
) ) Properties Tags  Sensor — Communication Map
inventory of all assets in your inimap
environment Properties
ne-Rockwell Automation ' i
jon: 31011 | Important Manuf I0  Manuf - Scada & HMI
f.1769-L16ER/B LOGIX5316ER ysxembeha =
iﬁ SIEMENS _
60771949 ! — ot analys
*: 1769-L16ER/B LOGIX5316ER d = Qthe ST'\'D’TW'NCC M151-3PN SENTRYO-XP-1
192.168.249.50 1l |

ip: no ' ‘ SIEMENS| SIEMENS

f4:54:33:91:cb: el
cb:ee Siemens 192168010

Communication Patterns

mf

Dynamic communication map s.uf-,ﬂ“w\"‘m.‘_‘_
with detailed application flow m -
level information 3 O

SENTRYO-SIMATI®Profinet DCP Multicast 0:0:0 10.45.1.255

Space Hellas
All Rights Reserved

Classification: Public



| Security Posture

Vulnerability Detection G @

192.168.1 subnet 3 © 73Vulnerabilities

Vulnerability Detection

h

a0 15

Identify known asset

vulnerabilities so you can patch ~ - me B T
them before they are exploited P ——
"""" Owerview Details

Risk Scoring

Path Traversal Vislnerability in
Vokogams CENTUM

Asset risk scoring based on
impact and likelihood to help
you improve compliance
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| Operational Insights

< Activity X
PLC_3
| A veryhigh
o E = 192.168.105.130
Control System Activities L 28:63:36:82:28:96 i
Track process modifications ‘ @% Dell192168105221
Identify configuration changes > 192.168.105.241
Record control system events eI sRaLaN
- o PLANT
E Apr6,2017 10:59:13 E Jun 20,2019 12:22:27 CELL-2 CELL-1
PM AM — Q@
Teg ., W oload Start CP SecDamo_LinePLC |
5 gla [ ad ] - Rockwell 192,168 249,40 :,TOBGQI';E::‘IESREJE
Read Var Write Va ARP
. hide |
Variable Access
See which variables, objects,
setpoints are being accessed or i B s
. SYNC_NEW1 fip Endpoint B sechemo_LinePLC | 1769-L16E

modified

Space Hellas
All Rights Reserved
Classification: Public




I Foundational Security Architecture in Manufacturing

Enterprise
Purdue Level 4-5

=

g GlobalCenter_ _ _ _ _ _______ -

.
! .
‘O B2 security
C O 1
N = |, Operations
]
FMC  CyberVision  SecureX SEM Center
/

I-DMZ Cisco Secure Firewall ‘ ) |
Operations and sensor
Control
Purdue Level 3 Industrial Core
Process ‘= Cisco Secure
Purdue Level 0-2 @.m 572000

Sensor
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avi |E Switch

PLC/RTU/IED
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Sensor Cyher
Vision
N Center

Historian MES

= Cisco Secure
B mm 523000

SPAN

H 3000
Switch

HMI

SIS E

PLC/RTU/IED

00000 6000

Isolate IT and OT by installing an
industrial DMZ with Cisco Secure FW

Install Cyber Vision Sensors and Center to
gain visibility on OT

Cyber Vision Sensors embedded on
IE3400 and Catalyst 9300 switches

Cyber Vision hardware-sensors deployed
via one-hop SPAN to gain visibility on
non-Cisco switches

Deploy Cisco Secure ISA3000 to isolate
production zones

Cyber Vision shares details on OT devices
and events with SOC to build informed
security policies and investigate threats
across domains
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I Foundational Security Architecture in Electric Utilities

Data Center / Control Center

SCADA App Server um um
-
= bim
Private
WAN
Transmission Grid @
Substation Substation
SA3000 ‘= 0T
HMI Firewall
- £
o
Switch 1C3000
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RTU Relay IED MU RTU
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Security Operations Center

SP Cellular
Backhaul

IsA3000 /IR
Firewall ‘J=

- .
'—_, Cisco
— IE Switch

E Bay controllers E

Relay IED MU

Cyber Vision Center deployed at Control center

Cyber Vision Sensor emhedded in IE3400 switches or deployed via
one-hop SPAN on IC3000 in transmission substations

Cyber Vision Sensor embedded in IR1101 gateways in the distribution
grid

Application-flow streamed from sensors to center over utility private

WAN connecting transmission substations and over cellular backhaul
from the distribution grid

Distribution Grid

Sensor @
A
IR1101 IR1101 R IR1101 ¢ R
S CB VR
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|Why Space for Partner ],
CISCO
Partner

Gold Integrator

35+ years in the market

Cisco Gold Partner

Financially healthy (‘longevity’)
Customer loyalty

Integrated Security (holistic approach)

Experience, know-how
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‘We can only see a
short distance ahead, but
we can see plenty there

that needs to be done.”

- Alan Turing




Empowering

Your Digital Transformation Journey

Thank you for your attention
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