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Security Challenges in the Cloud

CloudGuard Security solutions for Cloud

Agenda
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67% OF ENTERPRISES ARE IN 
HYBRID CLOUD. 

84% OF ENTERPRISES HAVE 
A MULTI CLOUD 

81% OF ENTERPRISES RATE 
CLOUD SECURITY AS A 
SIGNIFICANT CHALLENGE

66% OF ENTERPRISES ALREADY 
HAVE A CENTRAL CLOUD TEAM OR 
CLOUD CENTER OF EXCELLENCE

Source: RightScale (Flexera) 

Cloud is Taking Over The World
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Threat Landscape: Public Cloud

Attack Surface

Assets

Network

Control 
Plane 

Identity

Data

Servers and 
Services

EXTERNAL THREATS
• Malware
• Zero-day Threats
• Account Takeovers
• Gen V Attacks

INTERNAL THREATS
• Misconfigurations
• Insider Threats
• Compliance & 

Regulations 

• Protecting 

your data IN 

the cloud is up 

to you

• Multi-services

• Multi-users
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Companies
Responsible for 
security “IN” 
the cloud

Cloud Vendor
Responsible for 
security “OF” 
the cloud

Customer data

Platform, applications, identity and access management

Operating system, network & firewall configuration

Client-side data 
encryption and data 

integrity authentication

Server-side encryption 
(file system and/or data) Network traffic protection

Compute Storage Database Networking

Cloud vendor global 
infrastructure

Available zones

Regions

Edge locations

The Public Cloud “Shared Responsibility Model”

Gartner 
Predictions:

Through 2025, 99% of 
cloud security failures will 
be the customer’s fault

Through 2025, 90% of the 
organizations that fail to 
control public cloud use will 
inappropriately share 
sensitive data.

Through 2024, the majority of 
enterprises will continue to 
struggle with appropriately 
measuring cloud security 
risks
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Unified Cloud - Native Security
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ONE CloudGuard – Multi Cloud Security

Cloud Workload Protection
(Containers & Serverless) 

Cloud Network Security & 
Threat Prevention

Cloud Intelligence 
& Threat Hunting

Cloud Application Security
(Web AppSec & API 
Protection)

Cloud Security 
Posture Management

Workload Self 
Protection
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For all of these Clouds:

ACI

CloudGuard Network Security 

1 Unified management of cross 
environment policies

2 Threat Prevention for N/S and E/W 
security

3 DevSecOps and Automation

4 Simple deployment with templates

Tag Based 
Policy
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Check Point Management: 
One Policy to Manage Everything

Public Cloud Private CloudGatewaysApplications DataUsers Cloud Assets
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1 Multi-Cloud Visibility 
and Customized Dashboards

5 Detailed Compliance Reports

Posture 
Visualization2

Continuous Compliance with 
pre-built rulesets3

Customized Rules4

Automatic Remediation6

Tamper Protection7

Privilege Escalation Protection8

Alerts, Notifications, and Integrations9
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Workload Protection starts with the workload

Workload – App & API Self Protection

Protect web applications & API 
based on machine learning 

1

Fully automated, 
low administration AppSec

2

Cloud Native Deployment Options3
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Workload Protection – Containers

Continuously scan containers for
vulnerabilities and potential threats 

2

Security and Compliance rulesets –
Out-of-the-box support for NIST 800-190 
and CIS Benchmarks for K8S

1
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Cloud Threat Intelligence and Response

Network TrafficAccount Activity

Real Time Alerts about ongoing incidents 
based on MITRE ATT&CK framework

1

Visualize Traffic and Activity – clickable 
and intuitive investigation experience

2

Historical Enriched Data 
(for as long as you need it)

3

The Only Solution to Visualize User, Access 
Key and Console access to your environment 

4
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Cloud Journey Shift Left Security

Cloud Network 
Threat 

Prevention 
Cloud 

Security 
Posture  

Management

Cloud 
Compute 
Protection Cloud 

Intelligence and 
Threat Hunting 

Cloud 
Application

Security 

Case 
Study

Fundamenta ls

Unified tool for ‘everything’ 
DevSecOps
Single CI/CD CLI tool, unified API

Unified shift-left security
IaC scanning, workload scanning, code scanning

Unified security automation
Deployment as code, workload protection 
instrumentation

DevSecOps and Automation

1

2

3
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THANK YOU
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