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Before COVID-19 After COVID-19



University of Piraeus, September 30, 2019 

Cyber Security Threats in the Health Sector 



• Since COVID-19, the US FBI reported an increase of 300% in 
reported cybercrimes.

• Cybercrime damage may cost the world $6 trillion annually by 
2021.

• 67% increase in security breaches in the last five years.

• Cost of ransomware to businesses will top $20 billion in 2021.

• A ransomware attack every 11 seconds in 2021.

• 10% of all breaches involve ransomware.

Cyber incidents in the COVI D-19 

https://bit.ly/3Df3q99

https://bit.ly/3Df3q99
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 Η έξυπνη ηλεκτρική σκούπα της LG

 Διαφημίζεται ως σκούπα και συσκευή επιτήρησης χώρου

 Ανακαλύφθηκε μια σειρά από αδυναμίες τόσο στην 
εφαρμογή ελέγχου όσο και στην ίδια την σκούπα, οι οποίες 
επέτρεψαν στους Χάκερς

Να δίνουν οδηγίες στην σκούπα 

Να παρακολουθούν την κάμερα

 Ενημερώθηκε η εταιρεία και προέβη σε διορθώσεις 

Περιστατικά στο χώρο του σπιτιού   
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Impact of cyber attacks in 2021

 For the 11th year in a row, healthcare
organizations had the highest costs 
associated with data breaches.

 $9.23M per breach for healthcare
 29.5% increase from $7.13 in 2020.

 $1.93M per breach for the public sector 
 78.7% increase from $1.08M in 2020.
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Impact of cyber attacks in 2021

 If a breach occurred on January 1st and it took 
287 days to identify and contain, the breach 
would not be contained until October 14th.

A week longer that in 2020.
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Cost of a Data Breach Report 2021, IBM Security
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Impact of cyber attacks in 2021

 The cost of a breach was higher than 
average at organizations that had not 
undergone a digital transformation due 
to COVID-19.

 When organizations made no effort at 
digital transformation the average cost 
of a breach was $5.01 million.
 $0.77 million more than the global overall 

average of $4.24 million.
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Cost of a Data Breach Report 2021, IBM Security
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What do we 
need to 

protect our 
world ? 



Global Cybersecurity Workforce: 3.12M 
Positions Unfilled in 2020

University of Piraeus, September 30, 2019 



What ECSC is about 

• Goals
• Promote national CTF competitions

• Raise awareness and promote cyber security

• Identify cyber security talents 

• Develop human networks 

• Promote ethics and values in cyber security

• Target audiences 
• Young students: career opportunities 

• European industries: scouting and mentorships 

• General public: placing cyber security on the public agenda

Hellenic Cyber Security Team 2018 11
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Ιστορική αναδρομή

ECSC 2017

Διοργάνωση: 1η

Τόπος: Ελβετία-Λουκέρνη
Ομάδες: 6
Διαγωνιζόμενοι/ομάδα: 10
Νικήτρια ομάδα: Αυστρία

Διοργάνωση: 2η

Τόπος: Γερμανία
Ομάδες: 10
Διαγωνιζόμενοι/ομάδα: 10
Νικήτρια ομάδα: Ισπανία

Διοργάνωση: 3η

Τόπος: Ισπανία
Ομάδες: 15
Διαγωνιζόμενοι/ομάδα: 10
Νικήτρια ομάδα: Ισπανία

ECSC 2016

ECSC 2015



2018 took place in London, United Kingdom

2019 edition in Bucharest, Romania  
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Competition   

• It will be based on the educational exercise Capture-The-
Flag  (CTF), which gives the participants experience in: 

• Securing a machine or an application

• Conducting and reacting to attacks found in the real 
world

• Challenges will include: 

• Reverse engineering, network sniffing, protocol 
analysis 

• System administration, programming, cryptoanalysis 

• Web security, forensics, mobile security   

• In both styles: (a) attack/defense and (b) Jeopardy  



Competition  
- Required 

skills 
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The Hellenic Team 2022 

Κωνσταντόπουλος Αθανάσιος 
– Αναστάσιος 

Forensics,Reversing,Stego

Αθανάσιος Μητράγκας
Pwn, Web, Rev

Φίλιππος Φλώρος
rev, mobile , stego

Μιχαήλ Τσαπαρλής
Pwn Reverse Misc

Παναγιώτης Παπακωνσταντίνου
Forensics, web, stego

Junior Team < 21 



The Hellenic Team 2022 

Αλεξία Κωνσταντινίδη 
Forensics, OSINT, 

Steganography, Attack & Defense

Γεώργιος Δημοσχάκης
Pwn, Rev, Mobile

Αριστομένης Τρέσσος
Crypto, Forensics, 
Reversing (+ Mobile)

Ιάσονας Κωνσταντίνος 
Μάνθος 

Reverse - Hardware - Pwn

Γιώργος Μαμιδάκης
Crypto, Reversing, 

Blockchain

Senior Team > 20 



The Hellenic Team 2022 

Ηλίας Φιωτάκης
crypto, hardware, misc

Μελέτης Μιχαήλ
Forensics, 

Attack/Defense, 
Machine Learning

Κωνσταντίνος Σπυρίδων 
Μόκος

Hardware, ML, Mobile

Νικόλαος Μουρούσιας
web, mobile, pentest, 

rev

Senior Team > 20 

Μιχάηλ Τακαρώνης
Project Manager / Coach / 
Συντονιστής προπονήσεων



Η ομάδα υποστηρίζεται ενεργά 



Private sponsorships  

Air Carrier Sponsor



Private sponsorships  
Diamond Sponsors



Platinum Sponsors

Private sponsorships  



Gold Sponsors

Private sponsorships  

Silver Sponsors



Σας ευχαριστώ 

www.ecsc.gr

@ECSC2017HellenicTeam

European Cyber Security Challenge - Hellenic Team

@ECSCGR

xenakis@unipi.gr stet@ssl-unipi.gr ecsc@unipi.gr

http://www.ecsc.gr/
mailto:xenakis@unipi.gr
mailto:stet@ssl-unipi.gr
mailto:ecsc@unipi.gr
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