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Before COVID-19

IS YEARS AWAY. I DON'T
SEE OUR COMPANY
HAVING TO CHANGE
ANY TIME SOON.

DIGITAL TRANSFORMATION

® marketoonist.com

After COVID-19

“We've seen two yvears worth of digital
transformation in two months. From remote
teamwork and learning, to sales and customer
service, to critical cloud infrastructure and
security - we are working alongside customers
every day to help them adapt and stay open for
business in a world of remate everything.”

Satya Nadella
Microsoft CEQ
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Cyber Security Threats in the Health Sector

Fri, Apr 3, 2020
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Healthcare Cyberattacks

Increasing During covip-19  1he COVID-19 Coronavirus and the Healthcare Sector

@ o v vattheusonviay 21,2029 — A Targeted Sector in Crisis Mode

The healthcare sector has long been a preferred industry for hackers COV' D_ 19 pondem iC Spurs Cyber_ottqcks on
to target. Now that many healthcare systems are under extra strain
healthcare sector, says report

By Victoria Rees (European

due to the COVID-19 pandemic, these cyberattacks could prove

especially devastating. . )
According to new research, as the healthcare and pharma sector relies on

IT thronahant the COVIN-19 nandemic cvher-attacks will he inevitahle

Why Do Hackers Focus on the
Medical Sector?

on Healthcare Spike during Pandemic

JUNDO4  MORE ON MEDICAL DEVICES L P
Liviu Arsene on May 13, 2020

N u m ber of Cybe rsecu ri-ty a-t-tacks COVID-19-themed cyber INTERNET OF THINGS MAY 26, 2020 / 8:46 AM / 2 MONTHS AGO

increases during COVID-19 crisis attacks hit healthcare

odies
Hackers are taking advantage of provider distraction to breach
health systems.

Cyberattacks against
medical, healthcare
professionals persist, says
Google

Laura Dyrda (Twitter) - Friday, May 29th, 2020 Print

April 15, 2020

3JUNE 2020 ENARNEH
Why are healthcare cyberattacks surging
amid Covid-19

By Chloe Kent

A game of 'cat and mouse":
Hacking attacks on hospitals
for patient data increase

Cybercrime targeting healthcare organisations is soaring as a result of the
global pandemic. What are the reasons behind this worrying surge, and what

can businesses do to protect themselves?

Pharmaceutical Review)

B MNo comments yet

Cyberattack on Czech hospital
forces tech shutdown during
coronavirus outbreak

The hospital has one of the largest COVID-19 testing facilities
in the Czech Republic.

21 April 2020

Cyber-attacks on healthcare

@ Global Ransomware and Cyberattacksfacilities ‘growing threat' during

coronavirus pandemic
o o Temporary hospitals are rife
Acronis believes it is likely cyber with cybersecurity

government agenc[es, hea,“hca“vulnerabilities
professionals treating patients d

Ad hoc COVID-19 medical centers have a
unique set of vulnerabilities: They're

Red Cross urges halt to cyberattacks on S e o e o mare
healthcare sector amid COVID-19

of their purpose - care in a time of crisis
- means security is a lower priority.

Foreign nation-state hackers are zeroing in on healthcare institutions, pharmaceutical
companies and research facilities working on treatments for COVID-19, Ugoretz said.
"We have also seen other actors, including nation states, scanning for vulnerabilities,
conducting reconnaissance, conducting intrusions, and attempting to steal data from
those U.S. universities and research institutions that are really focused on trying to
deliver that research in response to the pandemic,” she said.

during coronavirus pandemic Cyberattacks in healthcare

up to steal COVID-19
treatment, vaccine

research
Laura Dyrda (Twitter) - Thursday, June 18th, 2020 Print




Cyber incidents in the COVID-19

Since COVID-19, the US FBI reported an increase of 300% in
reported cybercrimes.

Cybercrime damage may cost the world $6 trillion annually by
2021.

67% increase in security breaches in the last five years.
Cost of ransomware to businesses will top $20 billion in 2021.

A ransomware attack every 11 seconds in 2021.

https://bit.ly/3Df3q99

10% of all breaches involve ransomware.


https://bit.ly/3Df3q99

MepLoTATIKA OTO XWPO TOU CTILTLOU

= H £§uttvn nAeKTpIKA okoUTiax TG LG
= Ala@nuIeTOL WG OKOUTIA KOl CUOKEUN ETILTHPNONG XWPOU

= AVOKOAUQONKE Lo OELP& ATTO AOUVVANLEG TOCGO TNV
EQAPHOYN EAEYXOUL OCO KOl TNV (Sl TNV GKOUTIA, OL OTIOLEC
emeTpePaV 0TOUC XAKEPG

» Na divouv 0dnyieg otnv okouTx
» Na tapakoAovBouv tnv Kauepa

= EvnuepwBnKe n eTalpeia kot poefn o dSLopOwaelg
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Impact of cyber attacks in 2021

= For the 11t year in a row, healthcare
organizations had the highest costs
associated with data breaches.

= $9.23M per breach for healthcare
> 29.5% increase from $7.13 in 2020.

= $1.93M per breach for the public sector
> 78.7% increase from $1.08M in 2020.

Cost of a Data Breach Report 2021, IBM Security
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https://www.ibm.com/security/data-breach

Days to identify and contain a data

Impact of cyber attacks in 2021 breach by industry sector

2021 212
212 days
to

identify 2020 207

287 days

. 2019
in total _

2018 197

contain
2017 191
= |f a breach occurred on January 1st and it took e .
287 days to identify and contain, the breach

would not be contained until October 14th. oIS -
> A week longer that in 2020.

0 50 100 150 200 250 300 350

Days to identify  m Days to contain
Cost of a Data Breach Report 2021, IBM Security
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https://www.ibm.com/security/data-breach

Average cost of a data breach based on

Impact of CYber attacks in 2021 level of digital transformation due to

COVID-19
= The cost of a breach was higher than
average at organizations that had not Very significant transformation E— 4,26
undergone a digital transformation due
to COVID-19. — .
Significant transformation E— 3,97
= When organizations made no effort at Moderate transformation 3,78
digital transformation the average cost
of a breach was $5.01 million.
- Minimal transformation 4,13
> $0.77 million more than the global overall S
average of $4.24 million.
No transformation EEEEE— 5,01
0 1 2 3 4 5 6

M in USS millions
Cost of a Data Breach Report 2021, IBM Security

= Systems Security Laboratory (SSL)
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What do we
need to

protect our
world ?

| | personneL

A
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“Do you have any references besides Batman?”



Global Cybersecurity Workforce: 3.12M
Positions Unfilled in 2020
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University of Piraeus, September 30, 2019



What ECSC is about

B European Union Member State
Signatories to the EEA
EU Candidate Member State

e Goals

* Promote national CTF competitions

1]

ﬁ * Raise awareness and promote cyber security

i e e |dentify cyber security talents

2 Develop human networks

L
FESTOMIA
&

f AR e * Promote ethics and values in cyber security
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omoma * Young students: career opportunities
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* European industries: scouting and mentorships

‘ _— * General public: placing cyber security on the public agenda
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ECSC 2015

Awopyavwon: 1N

Tomnog: EABetia-AouKEpvN
Ouadec: 6
Awaywvilopevot/opada: 10
NwkntpLa opada: Avotpia

ECSC 2017

Awopyavwon: 3"

Tonoc: lonavia

Ouadec: 15
Awaywvilopevot/opada: 10
NwkntpLa opada: lomavia

ECSC 2016

Awopyavwon: 2"

Tonog: MNeppavia

Ouadec: 10
Awaywvilopevot/opada: 10
NwkntpLa opada: lomavia

Hellenic Cyber Security 12
Team 2019




2018 took place in London, United Kingdom
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LIVE ECSC 2022

EU ROPEAN CYB ER 2022 Leaderboard
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International
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TEAM SCORE
: Europe 12961
Asia 10724
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EUROPEAN
CYBERSECURITY

M 13016 September 2022

CHALLENGE | 4

Q Vienna, Austria
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CONTEST STARTSIN

MINUTES

Hellenic Cyber Security Team 2018



Competition

* It will be based on the educational exercise Capture-The-
Flag (CTF), which gives the participants experience in:

* Securing a machine or an application

* Conducting and reacting to attacks found in the real
world

e Challenges will include:

* Reverse engineering, network sniffing, protocol
analysis

e System administration, programming, cryptoanalysis
* Web security, forensics, mobile security

* In both styles: (a) attack/defense and (b) Jeopardy




Competition

- Required
skills

Operating Systems

c

Malware Analysis

Esteganography

@

Secure Programming

(Q

Forensic Analysis

(&

Reverse Engineering

3

Database Security

\m

Penetration Testing

&,

Web Hacking

DDO
g

Social Engineering

1
.

Code Analysis

J

Network Security

Q
(®

Crypto Puzzles

s

Mobile Security

CA:@

Cryptography

i

Miscellaneous



Compete in

3 Rounds

First training round:
March 19th

— FINALS

September
I 15th
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Kovotaviénouvdog ABavacLog
— AvOaoTdoLOQ
Forensics,Reversing, Stego

®iAinnog ®Adpog
rev, mobile , stego

The Hellenic Team 2022

Junior Team < 21

ABavaocLog¢ Mntpdyxrag
Pwn, Web, Rev

MixafA TooanapAfg
Pwn Reverse Misc

HDoavayt@dtng loanakevotavtivou
Forensics, web, stego



The Hellenic Team 2022

Senior Team > 20

Adefia Kovotavtividn
Forensics, OSINT,
Steganography, Attack & Defense

I&docovag Kevotavtivog
Maveog
Reverse - Hardware - Pwn

T'iopyog MapLdarng
Crypto, Reversing,
Blockchain

TedpyLo¢ AnpooxX&xng

) , Pwn, Rev, Mobile
ApLotopevng Tpeooog

Crypto, Forensics,
Reversing (+ Mobile)



The Hellenic Team 2022

Senior Team > 20

HAlag ®L0T&KRNC
crypto, hardware, misc

MuixanA Toaxap@vng
Project Manager / Coach /
ZUVTIOVLOTAG HPONOVHOEWV

Kovotavtivog Znupidwv MeAgtng @‘X“"h NikSAaog MoupoUoLag
Méko¢ Forensics, web, mobile, pentest,
Attack/Defense,

Hardware, ML, Mobile . . rev
Machine Learning
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Private sponsorships

Air Carrier Sponsor

AEGEAN »

A
A STAR ALLIANCE MEMBER '1';.5




Private sponsorships

Diamond Sponsors

UBITECH

ubiquitous solutions

ALGOSYSTEMS

THE PATH FORWARD

uni systems



Private sponsorships

Platinum Sponsors

5. ADACOM s |5

CYBER SECURITY IT PROVIDES SOLUTIONS

HACKTHEBOX B -
m Microsoft



Private sponsorships

Gold Sponsors

Q5" pylones' Neug»[o

Silver Sponsors

CROMAR SIMA

INSURANCE BROKERS SA




20C EVYOPLOTW

HELLENIC
CYBER SECURITY
TEAM

hioie WWW.ECSC.8I

n@ ECSC2017HellenicTeam

m European Cyber Security Challenge - Hellenic Team
L) @ECSCGR

@xenakis@unipi.gr stet@ssl-unipi.gr ecsc@unipi.gr
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