O poloc tou Firewall oto Penetration Test.

Ewonynon:
Avtwvnc KaAoxplotiavakng, AtsvBuving NwAnoswv | Digital SIMA
Flavvne AaockadomtouvAoc, Security Services Supervisor | Digital SIMA
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Brijpoata evioxvonc tnc KuBepvoaodpaletlag

=  Evowpatwon pnXaviopwv Kot Stadikootwyv
aodAaAelac Touv SLKTUOoUL.

= EAeyyol aodpaleloc (Pen-Test, Audit K.A.).
= Anokataotoon sumabesLlwv.

=  User Awareness.

ErtaveAeyyol.



[Molol kavouv Security Services

" Etalpeiec mou mpaypotikd OEAovv vae = Etoupeieg mouv BEAouv va GUMLETAOXOUV

Bwpakicouv To SLKTUO KalL va o€ €pya (dlaywviopol K.A.1t.) Ttou
aviyveloouv Kvduvouc. aralLteitol we mpolnobeon
OUMMETOXNC.

" ETOLPELEC TOU UTTOXPEWVOVTOL OTTO T
KOVOVLOTLKA TTAalioLa tou KAadou toug. = Etalpeiec mou BEAouv va peyaAwoouv
NV aéla Touc Kal va BeATiwoouy To

= ETalpelec MOV TOUC amaltteital amno ,
npo@lA touc.

AAAEC eTapiec we mpolmoBeon
ouvepyooiac.
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Penetration Test

‘EAEYXOC KPLOLLLWV OTOLYXELWV
(Firewall, Active Directory, Email Server, SQL Server kat Web Server)

RISK

v' AUTOHLOTOTIOLNHEVO EPYAAELQ.

v" MNpoondBsia rtapeioduonc amnod eEEOKEVUEVN OULAOA TEXVLIKWV.

v 'EAEYXOC YLl YVWOTEC AAAA KOl AYVWOTEC EUTAOELEC OTIWC AAON,
napaAeielc ) mpoPAnua oto oxedlacpo.

AnotéAsopa:
= Kataypodn kat aéloAoynon Twv KWoUvwv.
= [IpOTEWVOUEVEC EVEPYELEC Yia TNV SLOpOBwon Touc.
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Penetration Test )

Av kavw Internal yiati va Kavw
Kot External Penetration;
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Internal servers

DMZ - Exchange
Home Office

Branch Office




Penetration Test

Mowa mpoPBAnpata tou NG
Firewall avadeilkvuovtal;
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Injection

Internal servers

DMZ - Exchange

Branch Office




Penetration Test

TL EuprMOTA ATTOKPUTITOVTOLL
arto to NG Firewall;




SQL
Injection

Internal servers

INTRUSION
ALERT

DMZ - Exchange

Home Office

IPS
Branch Office
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Penetration Test )

Yrtapxouv dLadpopoTtOLNOELC OE
sva Internal Penetration Test:;
(oevapla, dikatwpoto)




Internal servers

DMZ - Exchange

Home Office

Branch Office
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Penetration Test )

Yrtapxouv dLadpopoTtOLNOELC OE
gva External Penetration Test:
(oevapla, dikatwpotoa)




Home Office

Branch Office

INTRUSION
ALERT

IPS

Internal servers

DMZ - Exchange




IT Security Audit / Extended

ATtoTEAEOHOTIKO epyaAelo yia TNV odatplki

npootacia TwV SLKTUWV.

CYBERSECURITY
FRAMEWORK
VERSION 1.1

= EA€yxovtal OAa ta otolxeia tou Sktuou.

o
)
= Alamotwvetol o Babuocg cuppopdwonc oe 2
TPOTUTIA, KOVOVEC KOLL TIPOLKTLKEG. %
= Kataypadovtal tpoBAnuata.

To Extended Baoiletat oto NIST kat emutA€ov ler

National Institute of
Standards and Technology

eAEyxel dadlkaoiec mou pmopel va yivouv
OVTIKELEVO EKPETANAELONG. U.S. Department of Commerce




IT Security Audit / Extended

= Emionpoivetol o kivbuvocg mou
TIPOKUTITEL ATtO KAOE TPOBANUQL.

" EKTLUATOL TO KOOTOG KOl OL TtTOPOL TTOU
arattouvtal ya tn S1opwon twv
npoBANUATWV.

= [poteivovtal tpomol BeAtiwonc.




1.1

Tunua Report

1.2

1.3

1.4

1.5

IT Security Audit / Extended

Anaitioel; Aodalerag

Servers mou £xouv
UTINPEeCia TtpoaPaoin
amno to Internet, mpemneL va
guvbeovtal otn DMZ.
Anayopeuon Port Forward
OTO E0WTEPLKO DiKTULO.

Xpnan
Kpumtoypadnuevuy
MpwToKOA WY YL
management.
Evepyomoinaon kavovwv
Proxy otic HTTP/HTTPs
ouvbeoeLc.

Evepyomoinon unnpsouwwy
Content Filtering.

level

Status
YES

NO

YES

YES

YES

ZxoAia
Mail & Web App
oe DMZ

Port Forward os
DVR oto LAN

Watchguard
System Manager
& HTTPs

Exktoc ano
workstation
Slolknancg

Eregiynon

Eav kdmoloc amno touc Internet
Server mpooBAnBei, va
meploplotel n emiBeon kal va pnv
peTadoBel oto unoAoumo diktuo.
Mot vl amoTparted n
ekUeTAMAELON TLYOV aduvapiac
TOU MpWwToKOAOU TIOU YiveTal
NAT

Mot va v vTmokAamouy T
Credentials tou Admin

O kavovec Proxy sival
amapaitnTol yLa amoTeASOUUTIKO
eAeyyo virus kaL smBeoswy.
Otav neplopiletal n mpoofaon
oe apduporov gripnc Sites
meplopilovtal Kol oL mBavoTnTEC
poAuvong twv H/Y.



Security Audit

Mowa mpoBAnpoata tov NG
Firewall avadelkvuovtal oto
Audit kat 6&ev ta Bplokel To
Penetration Test.
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IPS DMZ - Exchange

Internal servers
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EVUYXPLOTOVE!

Simasecurity.gr Digitalsima.gr
info@simasecurity.gr sales@digitalsima.gr
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