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(IS C )2 = International Information S ystems S ecurity C ertification C onsortium, 
established in 1989

Non-profit consortium of information security industry leaders 

S upports security professionals throughout their careers 

Global S tandard for information security: (IS C )2 C B K®

Over 300,000 members, associates, candidates; over 170 countries 

300 members in G reece, established in 2015
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May you live in interesting times*

*C hinese curse

Ahoy C aptain, C hallenges ahead!
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1. People

2. Processes

—R is k; not just a fun board game anymore

3. Technology

—C loud: Welcome to

B ig C hallenges (some of them...)
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C hallenge #1

People
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•Attack surface ↑ - meanwhile:

• We became more vulnerable to social engineering

• 82% of breaches took advantage of the human factor

•Humans: the chain link that will become stronger

People, Part 1/3

https://www.accenture.com/_acnmedia/PDF-123/Accenture-10-Ways-COVID-19-Impacting-Payments.pdf
https://isc2hellenic.sharepoint.com/sites/BoD2019/Shared%20Documents/Marketing/Events/2023/Prosper%20in%20the%20global%20economy%20-%20IBM%20-%2016-3-23/Verizon%20Data%20Breach%20Investigations%20Report,%202022
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• Workforce gap of 3.4 million CyberSecurity professionals

• (ISC)2 migration pathway: CC - Certified in CyberSecurity.
free until Sep. 2023 or until coupon stock runs out

People, Part 2/3

https://www.isc2.org/Research/Workforce-Study
https://www.isc2.org/Certifications/CC
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• More professionals; is it better?
— Not quite; we need more diversity!

— Diverse groups mitigate groupthink, but...

— ...have less confidence wrt their decisions achieving the objective

• Managers beware!
— Consider reduced confidence levels of diverse groups

— Discuss ways to harness diverse groups' benefits

People, Part 3/3

https://sloanreview.mit.edu/article/the-trouble-with-homogeneous-teams/
https://sloanreview.mit.edu/article/the-trouble-with-homogeneous-teams/
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C hallenge #2

R isk



R isk, the issues

» "C reative" R isk Management; common practice?
• Unclear ways to estimate asset value, impact

• Deliberate underestimation

» C ase S tudy: C yber R isks in C anadian B anking S ector
• “Known unknowns”; caution in relying on past data to predict future

• Requires shift to resilience-centricity, continuous adaptation

https://doi.org/10.1007/978-3-030-88907-4_20
https://doi.org/10.1007/978-3-030-88907-4_20
https://doi.org/10.1093/jfr/fjac006
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• "...security risk assessments of specific critical IC T ...supply chains“ 
(NIS 2)

• IC T Third-Party R isk Management, DOR A

• Guidance on Third-Party Relationships, US  Federal Reserve S ystem

• Outsourcing and third-party risk management, B ank of England

R isk: regulating it

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM%3A2020%3A823%3AFIN
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0595
https://www.federalregister.gov/documents/2021/07/19/2021-15308/proposed-interagency-guidance-on-third-party-relationships-risk-management
https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/supervisory-statement/2021/ss221-march-21.pdf?la=en&hash=5A029BBC764BCC2C4A5F337D8E177A14574E3343
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• C yber-aware decision makers at the top
• C all for C yber-aware B oD members: C onsulting companies and the S E C !

— Minister for C yber S ecurity! (Australia)

• Is Cyber Resilience integrated into enterprise risk* ?
— Business executives: 92%

— InfoSec-focused leaders: 55%
— *Global Cybersecurity Outlook, World Economic Forum 2022

R isk: directing it

https://www2.deloitte.com/content/dam/Deloitte/in/Documents/risk/in-ra-changing-role-of-the-board-on-cybersecurity-noexp.pdf
https://www.sec.gov/rules/proposed/2022/33-11038.pdf
https://theconversation.com/australia-finally-has-a-dedicated-minister-for-cyber-security-heres-why-her-job-is-so-important-184322
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• Interoperable Risk Management Framework (ENISA)
• Unified risk assessment scale; results’ comparison

• Baseline security controls

• Guidelines for evaluating and comparing risk appetites

• Using BIA to guide Risk Prioritisation/Response (NIST)
• Identify assets enabling mission objectives

• Leaders deciding on risk appetite/tolerance

• System owners applying BIA to develop asset protection requirements

• BIA becoming an input to Enterprise Risk Management

R isk: harmonising it

https://www.enisa.europa.eu/publications/interoperable-eu-risk-management-framework
https://www.nist.gov/news-events/news/2022/06/using-business-impact-analysis-inform-risk-prioritization-and-response-nist
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C hallenge #3

C loud



B usinesses consume a lot of C loud
C loud spending surpasses on-premise since 2020

or

C loud consumes a lot of businesses?
Predictable OpEx costs?

C loud impact on profit margins?

C loud: who consumes whom?

https://www.srgresearch.com/articles/2020-the-year-that-cloud-service-revenues-finally-dwarfed-enterprise-spending-on-data-centers
https://doi.org/10.1186/s13677-019-0149-4
https://a16z.com/2021/05/27/cost-of-cloud-paradox-market-cap-cloud-lifecycle-scale-growth-repatriation-optimization/


Source: Cloud Security Report 2022, (ISC)2

Biggest threat in Cloud



Source: Cloud Security Report 2022, (ISC)2

Cloud's missing ingredient
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• Many emerging cyber battlefields
• supply chain, ransomware, cloud, regulations, professionals' gap, etc...

• Starting point? Security Culture; the road to maturity...
• Culture eats strategy for breakfast

• Security awareness on all levels

• Security pros: hone communication skills, adapt per audience

• Security maturity; where does it lead?
• 66% of C-suite view cybersecurity as a revenue-enabler

• Only 34% of C-suite view cybersecurity as a cost-center

Where to?

https://www.ibm.com/thought-leadership/institute-business-value/en-us/report/security-cyber-economy
https://www.ibm.com/thought-leadership/institute-business-value/en-us/report/security-cyber-economy
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Thank you !
j. iliadis {at} isc2-chapter. gr
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