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Cyber Security in the 
Age of Artificial Intelligence (AI)

How AI will make our world more vulnerable or secure
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01 What is AI

02 AI in Cyber Security

03 AI Challenges

Agenda
Introduction to History of Artificial 
Intelligence and Definitions

What are the Contributions of AI to 
Cyber Security Market

What Challenges does AI bring to 
the Cybersecurity World

04 AI Benefits & Key Takeaways
What Benefits does AI bring to 
Cybersecurity



Artificial Intelligence: 
Do anything a human would do
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Securology. Cybersecurity
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AI is Statistics

Careful of the Hype

• Cloud, Blockchain, and now AI ?

• “Cool” products have to have AI 

“Everyone calls their stuff ‘machine learning’ or 

even better ‘artificial intelligence’

- It’s not cool to use statistics!”
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AI & ML leads to Industry 4.0

Industry 4.0 enabled by IoT, Big Data and AI

• IoT is the intelligent sensor

• Big Data will enable processing huge volumes of data

• AI will make sense of the data in decision making

AI helps transform raw data into power - AI will transform 

businesses for sure

Primarily Machine Learning and then the deeper aspects with 

Deep Learning

AI is the bedrock on which Industry 4.0 relies on



Artificial 
Intelligence
is not new
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Evolution of AI – The AI Umbrella
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Evolution towards intelligent defenses



Cyber Security has not
Changed since 1999

Cyber Defence/Monitoring/Analytics is 
still in the 1999

• Firewalls – policy management, auditing a challenge
• IDS/IPS – false positives
• Threat Intelligence – realy the same as IDS signatures
• DLP – just an IDS engine
• Vulnerability Scanners – old user interfaces, cluttered 

results
• SIEM – still same issues (parsing, context 

prioritizatiion)
• Security Analytics – what additional can they offer to 

SIEM



Artificial Intelligence in Cyber Security Tools

Orchestrate and Automate tasks
that humans can perform without a 
problem to a much larger volume we 
could ever handle 

Process and structure huge volumes of 
data including analysis of the complex 
relationships within it 

Cybersecurity use case 
sifting through events, correlating them with other events, and 
presenting analytics for a human analyst to determine the next 
actions 
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Machine Learning Process & Types
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Applying ML to Security 
Domains



Today’s Attacks 
based on AI

Malware creation
• Speed
• Enhance evasive 

capability

Smart Botnets
• Self learning
• Smarter Zombies

Advanced Phishing
• Smart Social Enginnering
• More Convincing Spams

Adversarial AI
• Discover and poise ML
• Poise datasets

Conditional Attacks
• Cyberattacks using 

blockchain based smart 
contracts

Classify Victims
• Optimise ROI of attacks

Fighting CAPTCHA

Advanced Fuzzing

Adversarial unputs
• Artifacts designed to 

fool Defensive AI

Data Poisoning
• Poisoning training data 

to CS Tools

Model Stealing
• Enhance abilities of 

Adversarial inputs

Feedback Weaponization
• Poison ML to DoS ML Users
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What makes Algorithms
Dangerous
Algorithms makes assumption about data
• Assume ‘clean’ data (src/dst confusion, user feedback, etc.)
• Assume a certain type of data and its distribution 
• Generally, don’t deal with outliers
• Need contextual features (e.g., not just IP addresses) 
• Assume all input features are ‘normalized’ the same way

Algorithms are too easy to use these days
• The process is more important than the algorithm (e.g., feature 

engineering, supervision, drop outs, parameter choices, etc.)

Algorithms do not include domain knowledge
• Defining meaningful and representative distance functions, for 

example
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Algorithmic Biases



Regulatory 
Implications

GDPR: When laws clash with machine learning 
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Tomorrow attacks may be AI driven





Benefits on Tools based on AI

AI has begun to touch all aspects of cybersecurity 
Areas influenced:

• Malware Detection

• Intrusion Detection / Prevention

• Antispam

• Vulnerability Management

• Social engineering

• Data Classification

• Threat Intelligence

• Penetration testing

• Data security
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New tools are arising 
Generative AI & LLM



Plenty of New Cyber 
Security Jobs
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Key Takeaways
AI is pervasive and disruptive

AI has the capacity for good and evil
Effective use requires a paradigm swift to escape the cat/mouse game

• Reactive -> Proactive

• Detection -> Prevention and Automation

• Threat Intelligence -> Behavior Analysis of Human and Machines

• Event based -> Risk based

• Algorithms are getting smarter, but experts are more important

• The way algorithms are used is often dangerous. We need to hire experts

• The new world is here to stay, we need to embrace it



Thanks For Watching
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