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Managing Data Loss
Is an exercise in Risk Management
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DLP Awareness (users and admins) o
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Classify and evaluate the risk ?—)
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Control

Respond
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What is the purpose GUARDBYTE

of a DLP

v Another Tool or Governance approach
v Mandate, IP, Regulatory, Compliance

v Immediately vs Planned
v Across the business, by geography

v By policy, Training, Top-Down, Inter-organizational
G gtbtechnologies.eu



GIBTechnologies G

Data Security that Worksm G U A R D BY T E
The obvious .....

.... And not so obvious...

* Business Goals e Secondary IP concertns

* Company Primary IP * Business unit Practises & Repositories
* Industry & Legal Requirements * Varying adherence to Corporate Policy
* Corporate Security Policies  Exposed IP

* New Projects rollout history * Extranet/Sharing Issues
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Biggest Data Breaches

yvahoo/  arrioft EQUIFAX

INTERNATIONAL

3 billion records 500 million records 143 million customers

@O TARGET. Capifa/'One,

116 million customers

110 million customers
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Which of the following occurred in your CUARDEYTE

organization in the last 12 months?

Data was lost by employees: 32%

Company data was taken from a mobile device 27%
CEOs confidential data has been breached 20%

Customer confidential data was lost 20%

Data was stolen by employess 18%
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We need to Classify and Evaluate GUARDBYTE
the Risk

* I|dentify tpes of data you store

» |dentify where you store it (cloud, mobile, etc)

RISK SCORE

* How is it used (listen to your users)

* Identify the level of risk of each (impact * likelihood) MODERATE

* Risk to customer
* Risk to organization

* Review compliance requirements

* Document the matrix and decisions
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GIBTechnologies
Data Security that Works™

DATA PROTECTION OFFICER

Regulatory / Intellectual Mobile Cloud Social
Compliance Property (IP) Access Delivery Behavior

DATA SECURITY
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Data Security that Works G U A R D BY T E

Where do threats come from?
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Data Security that Works G U A R D BY _I_ E

Finding & securing Common Business Problems
data everywhere

Simplifying regulatory
liance

Protecting data based
on user risk
Moving business apps
into the cloud
Securing data on
remote endpoints
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Data Secu ”ty that WorkSTM Enter a vendor, product, or market name Q = ®

Write a Review  Categories Log In For Vendors

©

All Categories > Data Loss Prevention > GTB Technologies > GTB Technologies DLP

GTB Technologies DLP

L]
Reviews
; by GTB Technologies in Data Loss Prevention . .
i U SA Ba SEd CO m pa ny (.’:"Il'BTesﬁp‘n!?g‘ms 4.9 Yk kKK 69 Ratings Compare Write A Review &, Download PDF

QOverview Reviews Alternatives Likes and Dislikes

e Founded in 2003

GTB Technologies DLP Ratings Overview

* DLP Leader according to Gartner. Review weighting (D U] Reviewed in Last 12 Months & Email Page
4.9 69 Ratings (All Time) O 94% Would Recommend
Rating Distribution Customer Experience
5 Star I— 87% Evaluation & Contracting 4.9 I NN Iy .
4 Star I 10% Integration & Deployment 4.8 I NN N -
3Star B 3% Service & Support 4.9 NN -
2 Star 0%
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Data Security that Works G U A R D BY _I_ E

Accurate detection of Fingerprinted data (structured,

GTB Technologies .
semi & unstructured) on all modules.

Data Loss Prevention

01 Network DLP

Integrated content-aware classification system, many

)9 Endpoint DLP
02 tndp targets, including cloud storage.

03 Discover & Classify

OCR Capability for both Data in Motion & Data at
Rest.

GTB Technologies Data Protection for more than 75 cloud
platforms.

GTB’s Data Protection Platforms keep data safe on premises,
off-premises including Windows, Mac & Linux and the cloud

See how at www.gttb.com

Unique File Share Auditing that focused on the End
User / File Share.
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Data Security that Works™

Where is my data?

Desktops,
Laptops,

Network
shares,
Databases

How do | protect my Data?

Cut/Copy
Paste
Print, Print

Screen
Access File
Removable

Who is sending my data?

Trusted
users,
Intruders,
Spyware,
Viruses

G

GUARDBYTE

What data is sent? Who received my data?

PII IP Address
PHI Email
Source Code destination
Intellectual Geographic
Property location

GTB Console can provide complete
visibility to DPO and IT.
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Finger
printing

Enterprise DLP

Machine Learning
Scripts

Regular Expressions

Standard DLP

Keywords, Phrases, Dictionaries
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Data Security that Works™ G U A R D B Y _I_ E

Q@

Pre-architected policy library

Advanced Data Detection: Fingerprinting, OCR
Machine Learning

[ Drip DLP J
[ Cloud APP Security J

Monitor Discover [

Prevent

Easy to deploy, Friendly Ul
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Data Security that Works G U A R D BY _I_ E

Determini
confidentiality
levels

Adaptable to work on any /7 g 1
enviroment: 4

e SMB * On—Premises

Key steps of a DLP |
Classifying system's workflow
new data

e SME * Cloud as a SaaS

Developing
security rules

e Enterprise Accounts

Monitoring
and investigating
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Data Security that Works™ G U A R D BY _I_ E

Contact us for more information:

E-mail: info@gtbtechnologies.eu

Telephone: 211 234 6396

Website: https://gtbtechnologies.eu
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THANK YOU

Lampros Katsonis

|.katsonis@gtbtechnologies.eu

211 234 6396
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