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IBM Security QRadar

T 2
Summary view ot g < & O
Open offenses :  Critical magnitude i High magnitude Bl Medium magnitude | Low magnitude Parameters n x
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World source and destination Average event rate (EPS)
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IBM Security QRadar
Overview Alusen v
Monitored usen:
676
Monitored users
Username Recent risk
Pauline 160
Luciana 85
kitchen_sink_2 25
user2 25
kitchen_sink_1 30
kitchen_sink_3 86
kitchen_sink_4 55
004750 15
qradarl 30
kitchen_sink_5 40

High risk usars

e o o o o

o

Q. Search for users

(1) Nextrefresh:4:05 3 Reset |

Users discovered from events Users imported from directory Active analytics

174 502

# Rules: 86 of 192
» Machine learning: 1€

26% of monitored users ‘7456 of monitored users
Status of machine learning models 8 System score
Lateral movement: Internal asset usage —— 28K
a
§ 2
Agdregated activity EEEE—— - 2
Biex
Lateral movement: Internal destination port activity S g 1K
- 2 500
Lateral movement: Network zone activity EEEE——
o
Process usage ee—— (- #4 g #”q e &
Recent offenses Risk category breakdown (Last hour)
e “ e @ Resource Risk [} UBA Machine Leaming Anomaly User F

User: sharedID-16
Description: Multiple Login Failures for the Same User containing Login attempt - failed

Event count: 12 Flow count= 0 Magnitude: 2/10
Offenze #114 updated 2 hours ago

User: sharedID-16
Description: Mulfiple Login Failures for the Same User containing Login attempt - failed

@ Uscr Privilege ([ User Access ([} User Login Failure ([l R

Suspicious Pattern Detected [ Misc Exploit

Misc Exploit 3 -
Suspicious Pattorn Dotocted

Rernote Access Login Faded
User Login Failure
User ADCoss



p g
O:
O:
:
o:
<:




ADACOM  Endpoint Detection and Response

B Fortinet - Fortinet TMG

“i= Q@ D | B https:ff

iedr.conzale fortidemo.com# event-viewar

EVENT VIEWER FORENSICS COMMU TRoL v (D) SECURITY SETTH Pratection ~ admin ~

Showing 177 T -
EVENTS | N Search Event Q CLASSIFICATION DETAILS
S Achve  bad MarkAs. » [ Expat +  PHandleEvent g Deele & Forensks B2 Exception Manager

- All I8 DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED ~ LAST UPDATED

¥ pre-axecution.exe (1 event) F malicious ERELEIE Sl i S # Malicious remnner
s a0 5
[ 23808 @ DESKTOP-C200S3B  pre-exscution.exe #F Malicious File Read Atlampt  05-Aug-2020, 09:30:56 05-Aug-2020, 09:3056 @ st Wiz Torn
(v} :: Certificate: Unsigned Procass path: Collsersisinghs\Downio tion.exe Haw data items: 1 Threat tamily: Aechu

Threat type: Trajan
dilhost.exe {3 events) % Malicious 31-Jul-2020, 23:16:57
RemateFXvGPUDIsablement.exe (1 event) i Inconclusie 16-Jul-2020, 12:25:47 History
WaAppService.exe (1 evant) 5 Inconclusive 16-Jul-2020, 12:24:50 F Malicious, by FortinetCloudServices , on 05-Aug-2020, 09:31:.03
setup.exe (1 event) T inconclusive 15-Jul-2020, 11:02:47
powershell.axa (1 avent) ¥ wmaicious 25-Jun-2020, 12:19:30
WINWORD.EXE (1 event) ",_ Inconclusive 25-Jun-2020, 12:16:18

Triggered Rules

+ @ Execut .

& @ Malicious File Detected
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Network Detection and Response

FortiNDR 3500F

[J Dashboard
NDR Overview
Malware Overview

System Status

o
%

< Security Fabric
Attack Scenario

Host Story

Virtual Security Analyst
Metwork

System

User & Device

Pl & & @0

Log & Report

Network Overview
431 21.71M 105.18K (+100%) 47.38M 3.4M(+100%)
Device Active Session Analysed Anomalies in 38563 Sessions File Analysed (Sniffer) 7.17 % Files Detected
Anomaly Overview Malware Attack Scenario Overview
215 29085 11124 1243 o] 202893 4132576 386752
Critical Risk High Risk Medium Risk Low Risk Critical Risk High Risk Medium Risk Low Risk
8 Anomaly Risk level 585858 = Attack Scenario Type
M Critical I B Cryptojacking
M Rootkit
1,639 [ Medium 1,237,467 EDos
M iow [ Backdoor
W Application
B Worm Activity
1229 928,101 I Exploit
' W Generic Trojan
W Data Leak
M Fhishing
819 618,734 I Web Shell
M Ransomware
[l Banking Trojan
; [ Botnet
iy 20238 [ Scenario Heuristic
M Fileless
0 o N .
Thus 0MD¢ 007 0LD8 009 O0LI0 0Ll 012 0113
Add / Remove Widget
Botnet Connections =~ Attack Scenarios X =- 10C Campaigns =~

0 Botnet Connections

5.06M Malware Attack Scenarios

14 1oc Campaigns

Network Attacks

12.02K Network Attacks

BlackMNurse ICMP Type 3 Code 3 Flood DoS
DNS Amplification Detection

v

Phishing ~ Fileless ~ Ransomware  Worm Activity

Dataleak  Exploit  Banking Trojan

~

x

- Weak Ciphers/ Vulnerable Protocols

26.93K Weak Ciphers/ Vulnerable
Protocols

GenericKD | MalwareCnC | Tofsee | Glupteba

Malicious Websites

Encrypted Attacks

53 Encrypted Attacks

malware  poshc2 | pup spyware

Latest Notification

Time | Anomaly
Whours | o
ago

Whours | o
ago

hours | o
g0

Whowrs | o
ago

hours |
ago

Whowrs | o
ago

Wheurs |
ago

Whewrs |
ago

Wheurs |
ago

Whows | oo
ago

Whows | oo
ago

0Rours | itical
ago

Whows | oo
ago

Ohours | o
ago

Whours | o
ago

Whows | oo
ago

Whours |
ago

Detail

Weak Cipher/ Vulnerable Protocal usage detected (sre:172.19.235.117,
dst:17219.235.223)

Weak Cipher/ Vulnerable Protocol usage detected (src172.19.235 63,
dst:172.19.236.241)

Weak Cipher/ Vulnerable Protocol usage detected (src:172.19.235.65,
dst:172.19.236.243)

Weak Cipher/ Vulnerable Protocol usage detected (src:172.19.235.50,
dst:172.19.235.65)

Weak Cipher/ Vulnerable Protocol usage detected (src:172.19.235.61,
dst:172.19.236.243)

Weak Cipher/ Vulnerable Protocol usage detected (src:172.19.235.50,
dst:172.19.243.54)

Network Attack detected (src:172.19 236128, dst172.19.235.71)

Wetwork Attack detected (src:172.15.236.128, dst:8.8.8.8)

Network Attack detected (src:172.19 236128, dst172.19.235.71)
Woeak Cipher/ Vulnerable Protocal usage detected [src:172.19.235.50,
dst:172.19.235.58)

Weak Cipher/ Vulnerable Protocal usage detected [src:172.19.235.69,
dst:172.19.236.243)

Network Attack detected (src:10.244 50,239, dst-10.244.45.0)

Weak Cipher/ Viulnerable Protocal usage detected (src:172.19.235.50,
dst:172.19.235.56)

Weak Cipher/ Vulnerable Protorol usage detected (srex172.19.235.150,
dst:172.19.235.158)

Weak Cipher/ Vulnerable Protorol usage detected (srcr172.19.235.65,
dst:172.19.236.243)

Weak Cipher/ Viulnerable Protocal usage detected (src:172.19.235.46,
dst:172.19.236.240)

Weak Cipher/ Vulnerable Protorol usage detected (srcr172.19.235.50,
dst:172.19.243.51)
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» » Azure Sentinel
+  Azure Sentinel - Overview %
*
(D Last week (1/21/2018-1/27/2018) ~
= s
2 INCIDENTS BY STATUS
=¥ s A 8.2M 7g78.4x ¥ 3976 te 18 714
EVENTS ALERTS INCIDENTS
e 0 Brawm 0 eeprocmiss i [ CLOMID MESOAVEDS 4] CLOSED OIS MO 1)
- @ logs i
® ol Events and alerts over time S
- THRLAT ALE N ACININT E'gm Recent incidents
ﬁ T Incidents . e I User legged in to cntical assets 9 mies
R e 1315 SRR R i
[e] l; User anabyties G Ialiilnlc" R Computers with cleaned event logs B aletn
& © Humting L Iela‘lha‘lép I Remaote procedure call (RPC) attempts 8 atens
= Natebooks
N — 1566
Most anomalous data sources
ConROURATION
Y Azure AD
5 Bi  Getting stasted : Y %
Potential malicious events
b 4 B Datacollection Offics
. @ Anadytics Q MLALIC RO PS5 EVENTS SecurityEvents
@ Playbooks H .
& ® s L u ouTEIUND 2
- & Comemunity ' g ' i 4K & Democratize ML for your SecOps
7] 2
P Wodspace Q %WB ¥ Undock the power of Al for security professionals
-
. 53 y £ by leveraging M5 cutting edge research and best
L practees in ML, regardiess of your curnent
L 3 [l
. mvestment leved in ML
= Leam more >
.
b
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= 1BM Security QRadar @

Watson Investigations / 1D: Offense 2117

Key findings for
Source IP 10.103.22.32

Last investigation 5 . on October 3, 2020, 5:51 AM
Default | Investigated vestigat days ago, on Oclober

x
Key Observables Provide your 10 Imp the of Watson
Critical Threat Actors Malware Families High Value Assets High Value Users €Y Evaluation (@)
7 0 5 0 0 Watson determined this offense is a high priority. Do you agree?
Yes, | agree Mo, | don't I'm not sure
Compare with investigation from 5 days ago Adding your evaluation will not close the offense.

» Filter Observables Table

Concern | Type Description Found Locally @  Trend MITRE ATT&CK Tactics & Techniques
Critical ’L}] ad02452104d1d1eb2c91053e38332755 Yas —
Critical @ JS/TrojanDownloader. Nemucod Yos = Tactic/Technique Name (Show Rules) Evidence  Confidence
Initial Access [} Hi
Critical @A ea18e36bf1c132fac9ee006931a7a912 Yes = ol
Critical @ JS.Downloader Yos - Executlon 2 High
Critical [ Obebl124cbed2edel d3f743b5d711e51 Yes - Persistence 1] High
Critical @ Trojan.Gen Yes = Defense Evasion 2 High
Critical o 83.217.8.127 Yes ] T
Credential Access B High
High 0 1040fd1eb2cI 10 755 Yes =
Exfiltration (] (7
High i} eel8e36bl1cl32fac9ee006931a7a912 Yes -
= m filtration i
High |j Obeb1124cbed2edel d31743b5d7 11851 Yes == Autopiated Exitatc 55 Low
High £ nemucod No =
High *® locKy No - Offense Disposition Analysis
High [j Be876816e04489850102e97b8CIBd922 No N

There are not enough recent similar offenses to provide a disposition analysis.
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— 1BM Security QRadar @
Watson Investigations / 1D: Offense 2110 / Relationship Graph View Offense Export I
Relationships
Local - in offense (15) =
8 Watson Enriched (9) —

B Local - outside offense (29) —

Scenarios

Concern

O Critical (8}
O High i5)
O Medium (5)

DOlLow 24

Observables

Important

Other
1P Address (5 L7
[ asset (4) -
O rerson (1) ]
[Fie @&

O Hasn 3

O Filename (3)

=

=

O Av signature (4)

] Domain (2)

) O &
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THANK YOU

GREECE UNITED KINGDOM CYPRUS
25 Kreontos Str., 8950 Fitness Lane, 10 Katsoni Str.,
104 42, Athens Suite 100 Fishers, IN 46037 1082, Nicosia
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+302105193740 +44(0) 317 588 3131 +357 22 444071 f L in|


https://www.facebook.com/adacomcyber
https://www.adacom.com/
https://www.adacom.com/
https://www.facebook.com/adacomcyber
https://twitter.com/AdacomCyber
https://www.linkedin.com/company/adacom-cyber-security/
https://www.youtube.com/@adacomcybersecurity
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