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Shift in IT Landscape
Users, devices & apps are everywhere

Remote
Users, Cloud
Contractors & 20 D Applications
Third-Parties Evo|ving
Perimeter
Personal & B Hybrid
I\D/Iob_lle ® E 'r—_ E= |nfrastructure
evices - E E g
oT L Cloud
Devices % Infrastructure
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Business Challenges

Increased access, attack surface & gaps in visibility

How do we know
users are who

they
say they are?

i

Are their devices [ ']
secure & up to —_—
date?
What's on the I
network? Q=

How does it connect? -

R

Who/what accesses it?

SEE How can we view &

JE&E secure all
connections?

i W hat exists in the

.@ cloud?

How does it connect?
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Threats Today, As a Result
A new approach to security is needed — zero frust — to address
identity, app & network threats

®

Targeting Apps

Targeting Identity Targeting Devices

54% of web app vulnerabilities
have a public exploit available

81% of breaches involved 300% increase in loT malware
compromised credentials variants
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What's Different in a Zero-Trust Approach

The Traditional Approach

TI'USil s based on the network ~ _ Enables attackers to move Doesn’t extend security
location that an access laterally within a network to to the new perimeter.
request is coming from. get to the crown jewels.

The Zero Trust Approach: Never implicitly trust, always verify

Trust is established for Secures access across Extends trust to support
every access request, e your applications and network. a modern enterprise with
regardless of where the Ensures only right users & BYQOD, cloud apps, hybrid
request is coming from. devices have access. environments & more.
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What it takes to get Zero Trust right

v :

Establish Enforce Trust- Continuously
Trust BasedAccess Verify Trust

Respondto
Change in Trust
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How to deliver Trust

Verify users’ identities

™

WITH

Multi-factor
authentication (MFA)

Gain device visibility
& establish trust

b

L
L

WITH

Endpoint health &
management status

Enforce policies for
every access attempt

-4

WITH

Adaptive & role-based
access controls
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Stronger MFA Methods means Stronger Trust
Choose Strong MFA methods
for User Authentication & Device Enrollment

MFA Methods
Phone
Call

H|gh
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Strengthen Device Trust by increasing level of Management
Prevent Attackers
from using their device 1o access your applications

User Devices -

Unknown

Low lewlofTust
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Assess Security Posture Endpoint Use Case

Keeping compromised devices from accessing resources

. % b—@ — % A 6D =
° _* ==
Users use their devices to Endpoint Security solution Endpoint Security solution MFA solution blocks that device
access application running on the device detects  notifies MFA solution about the from accessing apps

malware infected device
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‘Cisco’s Zero Trust capabilities

_ Z

Establish Enforce Trust- Continuously Respondto
Trust Based Access Verify Trust Change in Trust
- User / device / service » Micro-segmentation . Re-assessment of trust « Prioritized incident
identity - Unified access control - Indicators of compromise response
- Posture + context - Least privilege + explicit . Shared signals « Orchestrated remediation
- Risk-based authentication trust . Behavior monitoring — threatand « Integrated + open
non-threat activity workflows

. Vulnerability management - Visibility and observability
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‘Securex Trust Monitor Dashboard Tile

vifnan]u »

CI5CO

Applications & INegrations

~ Applications
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SecureX Orchestration

¥ B Casabook

¢ ]
Cisco Defense Orchastrater

Cdo

Orb

Dashboard
—_—

SecOps

MITRE ATTRCK Tactics detected | AMP for Endp

Security Services Exchange

Integrations

Orchestration

== New Dashboard

Arirministration

l Customize

£ 5 | Intrusion Top Signatures | Firepower

Traffic Over Time Chart | Steaithwatch Cilo

Security Blocks by Command and Control

Duo Trust Monitor

New Security Events

C Last refreshed [user's local time/date)]
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aLUn
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@
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»{ Welcome to SecureX

Maximize your experience by
rerviewing these iy topics

. Cisco Security

A3 Organizations adopt remote

working, how should they

rvaluate thelr security postune?
And what are the 10p threats they

may [ace?

Talos Intelligence

Today. Talos is publishing a
l.i'lf“U:p'.' R0 the Mos! prevalent

threats we vé 0bSerwd Deétwoen
May 1 and May 8. As with
previous roundups, this post isn’

Talos intalligence

|
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‘SecureX seamlessly integrates into your SOC

/— Your environment

network | users and endpoints
cloud edge | applications

Cisco Secure portfolio
Third-party security
Cisco infrastructure

Third-party infrastructure

General infrastructure

Provide

enrichment

and
response

L ]
L
L]
L]
L ]
L]
L ]
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Your SOC

analysts | threat hunters
Incident responders

Cisco SecureX

dashboard | ribbon
threat response | orchestration

Playbooks (SOAR)

Security feeds

\% SIEM

V|
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Space Hellas Cybersecurity Services

» 24x7 monitoring of the infrastructure (via SoC)

«  Certified Security Experts

« Threat Intelligence

- Automated Response

* Vulnerability Management

- Hands on attack mitigation

* Incident Response

* Peneftration Tests

Vulnerability Assessment as a Service
Digital Forensics / Malware Analysis
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Why Space for Partner v,
CISCO
Partner

Gold Integrator

35+ years in the market

Cisco Gold Integrator partner

Financially healthy (‘longevity’)

« Customer loyalty

* Integrated Security (holistic approach)
» Experience, know-how
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Empowering

Your Digital Transformation Journey

Thank you for your attention

I
CISCO
Partner

Gold Integrator
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Classification ISO 27001: Public
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