From chaotic to controlled

Using all-in-one cloud-native platform

Michailidou Sofia, Technology Consultant

Infocom Security Conference 2023
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Complexity of the current status quo

» Security around resources is fragmented:

cloud vs on-prem

» Access for users is fragmented:
local users vs remote users

> Sensitive data visibility is fragmented:
separate visibility and patterns for cloud
VS ONn-prem resources

» Threat visibility is piecemeal and
inconsistent
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Cloud-native, modern architecture for a modern world
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Forcepoint ONE Gateways

WEB CLOUD PRIVATE APPS

Zero Trust
Network
Architecture
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ONE service for securing data over SWG, CASB and ZTNA channels
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Secure Web Gateway (SWG)

Use Cases

« Give employees fast, safe
access to the web

« Enforce acceptable use policy

* Block uploading of sensitive
data to unsanctioned websites

« Stop malware from getting
onto user devices without
compromising usability

« Detect and control shadow IT

* Prevent corporate exposure to
users’ private data
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Query to check browsing policy of a newly seen URL. Files needing to be
scanned for malware or sensitive data.

Responses to browsing policy queries. Responses to allow or deny file
uploaded or downloaded.

All unsanctioned application trac sent directly between the user and the
unsanctioned application

All unsanctioned application trac sent through competitor’s cloud
infrastructure
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Zero Trust Network Architecture (ZTNA)

Use Cases
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Replace VPNs for accessing
private apps in data centers
and private clouds.

Provide safe, agentless access
to private web apps from BYOD
and unmanaged devices.

Control uploading and
downloading sensitive data in
any private web app.

Stop malware hidden in
business data files to and from
private web apps.

Safeguard access to private
non-webservers from managed
Windows and macOS devices.
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Cloud Access Security Broker (CASB)

Use Cases

» Safeguard and control access to
managed apps from BYOD

* Control sensitive data uploading
and downloading in any managed
SaaS app

e Stop malware hidden in business
data files

e Detect and control shadow IT
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Security Services

THREAT PROTECTION

Remote Browser Isolation

DATA SECURITY

Content Disarm &
Reconstruction

Sandbox

Data Loss Prevention

ONE service for Threat Protection & Data Security
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Remote Browser Isolation (RBI)

Use cases .ﬁ\r
« Expand Web Access @% ‘TE%
}{J-
Without Additional Risk SAFE SITE: ALLOW BAD SITE: BLOCK
* Protect C-Level and Other  UNKNOWN OR
High-Risk Users .m-h— _ /\_
* Block Phishing Attacks s B scouery —
END-USER PLATFORM

FORCEPOINT REI
 Prevent Data Loss
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Content Disarm and Reconstruction (CDR)

UNSAFE DIGITAL CONTENT SAFE DIGITAL CONTENT
EXTRACT VERIFY BUILD
content from original data, discard that the information is safe and deliver safe information and data

unwanted content

Use cases: Web Downloads | File Uploads | Email | File Transfers | Applications | APl Protection
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Advance Malware Detection (Sandbox)

« Zero-day threat detection

Advanced » Collective shared intelligence
Malware Detection :

« Comprehensive file support
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Data Loss Prevention (DLP)

Protect what matters most

Secure regulated data, protect IP, and prevent
loss in the office, in the cloud, or at home.

Secure

Understand your people and

your data yo u r
Use visibility and context to get a better

understanding of how your people use data— D ata
apply dynamic enforcement where it makes

sense.

Without slowing

_ down your business
Stop the breach before it

happens
Shift from event-centric to risk-centric
approach with real-time enforcement.
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The advantage of Forcepoint One

20+ 2.7TK 150 11K+ 300+

YEARS IN BUSINESS EMPLOYEES COUNTRIES CUSTOMERS PATENTS
* Unified - all-in-one console & policies for
securing remote, office, hybrid workers

 Modern - secures data with Zero Trust delivered
with a cloud-native SASE architecture

* Global - available everywhere, 300+ PoPs for
managed devices & agentless BYOD

Reliable - 99.99% uptime since 2015

Fast - eliminates choke points so apps run faster
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Helping you reach full potential

» Deployments in Greece and Cyprus

Maximizing
> Experienced & Certified Engineers Security
with
» Customized onboarding, training and Forcepoint
ONE

support services
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Thank you for
your time!

SysteCom Technology Department

Contact us at:

technology@systecom.gr
+30 211 1809000
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