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Greece

Top 3 Type of Attacks

55%%4
Malware Activity 46% 4
Ransomware - o A
. . 25%
Data Exfiltration
October November December January February March

Source: Odyssey Security Operation Center for the period [4/22 vs (/23
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“The Global Cybercrime Damage
Predicted To Hit $10.5 Trillion
Annually By 202b.”

Source: Cybersecurity Ventures
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Market value of stolen
Personally Identifiable [nformation (PIl)

= hulu NETFLIX PayPal D
é Spotify Account Hulu Account Netflix Account PayPal Credentials Social Security Number
L $2.75 $2.75 $1.00 - $3.00 $1.50 $1.00
2= = &
= Driver’s License Credit Card Email Address & Password Medical Record from Complete Medical Record
$20.00 $8.00 - $22.00 $0.70 - $2.30 Large Scale Attack Up to $1000.00
$1.50 - $10.00

20 IBM | Cost of a Data Breach Report 2022
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ODYSSEY

Build an
Hfective & Applicable
Lyher security strategy

Constantinos Mourikis
Senior Cybersecurity Consultant
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Oriving Factors
New Reality

BUILD AN EFFECTIVE & APPLICABLE CYBER SECURITY STRATEGY

Cloud adoption Hybrid working Digital Transformation
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The
Result ? _

Internal, Cloud and External parties

are practically INDISTINGUISHRBLE.

The importance of PERIVMETER
SECURITY, as we know it, is GONE...
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bonsequences

More than 3,600 interviews contacted from 550 organizations impacted by data
breaches that occurred between March 2021 and March 2022.

19% 83% 457

19% of breaches occurred 83% of organizations have 79% of critical infrastructure ~ 45% of the breaches were
because of a compromise had more than one data organizations didn't deploy a cloud-based.
at a business partner. breach. Zero-Trust architecture.

Source IBM: Cost of a Data Breach report 2022
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Compliance
IS not enough

N Achieving Gompliance alone does not mean
organizations have put together what is needed
to minimize the Impact of a Data Breach.

9 Legal and regulatory Gonsequences Have Grown
In Severity To ensure that organizations are
consistent with data protection and privacy.

GDPR Article (83(5)) states that the fine can
be UP T0 20 MILLION EUROS, or up to &4 % of
their total global turnover of the preceding
fiscal year

The Hellenic Data Protection Authority (HDPA)
imposed a FINE OF €6 MILLION on Greece's largest
mobile operator. After the company experienced a
cyberattack in 2020, the personal data of millions
of their customers was stolen.
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It's a matter of time before your organisation suffers
from a Breach, which might result in data loss,
systems outages and reputational damage.
Cybersecurity is no longer a technology issue;

it's a business issue

Eleftherios Antoniades, Founder & CT0, Odyssey
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ohift from Cyber Defense posture to Cyber
Resilient position to he ahle to Anticipate,
Withstand, Adapt to adverse conditions and
quickly Recover from disruptive attacks.
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Cybersecurity
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To effectively minimize

your
from t
set of

PERATIONAL RISK

NS new diverse

JIGITAL RISKS.
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The first step towards defining your
Gybersecurity Strategy is being aware
of your organization's Threat Landscape
and Cybersecurity Maturity Level (CML).




=== Cyrrent State Average Score Future State

Governance & Organization o .
Cross Layer Visibility (Metrics &

Third Party Management " Host Security

Awareness 5.00 .
| Reportin
Incident R 40 P F &sg} dard
t t
E ncident Response \ 4.00 olicy andards
= \ ’
= \ 3.50
% BCP/DR _ \3.00 . Information Security Strategy
= Tl 250 ./
=)
o Security Monitoring & Event /. . Network & Systems Architecture
2 rDm a‘mareness e
>
(&)
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= Threat
= ) Asset Management
= Intelligence
o
<T
o3
= Vul bilit
= nerabili . .
o Y v "~ Data Auditing & Protection
= Management
L
(NE}
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o

Software Security ' . Identity & Access Management
Pri\.facyl 'Network Secu rity
Operations
Maturity Level Variable Level 1 Level 2 Level 3 Level 4 Level 5

Range 1-149 1.60 - 2.49 2.60-3.49 3.50-4.49 4.50-5
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{0 action

- Assess the level of maturity in your
Cybersecurity program

- Identify areas of improvement

- Prioritize course of action

Assess the current maturity level based
on business goals and objectives.

Define the desired future state for each
domain.

Prioritize and classify actions based on
the deviation between current and desired
future state.

Document required actions to achieve the
desired state.

Contributes in building a
Cybersecurity Strategy.
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ODYSSEY CORPORATE PRESENTATION

We are Odyssey

Il

yhe

Ir ONE St

bl

ategic Partner

»

S PR beto e B & & Salote B @ B detele B b Bate wipd
B RS W W N e SR B
D e RS W Wt e BN s A e

o
*
*
2
B
"

150°

Highly skilled professionals

Intelligence Security
Operations Centers
Worldwide

Offices
Cyprus (HO), Greece, MENA, UK

32

Countries with trusted
customers

2477

Managed Detection &
Response
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/7 cybersecurity
Workine together

to make the World
a Cyber Safer Place™"
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