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Agenda

• Power Grids Under Attack!

• The “POWER” game … Cybersecurity meets Resilience 

• (re)Introducing a friend: R2D2
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A large-scale blackout would have socioeconomic ramifications for 
households, businesses and vital institutions. 

For example, a six-hour winter black-out in mainland France could result
in damages totalling over €1.5 billion 



Power Grids Under Attack!
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Power Grids Under Attack!

56% of utility companies worldwide have lost valuable data, time and 
money to cyberattacks, just in 2019

The European Network of Transmission System Operators for Electricity 
(ENTSO-E), which represents 42 European transmission system 

operators in 35 countries, was hacked in 2020.
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REAL INCIDENTS in Energy Sector

`

Ukrainian industries impacted by known or 
suspected Russia-aligned network 

intrusions during the Russian invasion 
(source: Microsoft)

Power Grids Under Attack!

Energy
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Heightened risk for OT networks
• ICS-capable malwares :

1. Stuxnet 
2. Dragonfly/Havex
3. BlackEnergy2
4. CrashOverride or Industroyer
5. Trisis or Triton
6. NEW: Industroyer2 
7. NEW: INCONTROLLER (or PIPEDREAM)

• Three  (3) new activity groups (Kostovite, Petrovite, and Erythrite ) with intent or capability to target OT 
networks have been identified (out of 18 in total)

• Currently, most adversaries in this space prioritise pre-positioning and information gathering over disruption 
as strategic objectives 

• State-backed actors targeting OT networks will continue dedicating resources and developing extensible ICS 
malware 

Power Grids Under Attack!
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I ndus t r oy er Ma l wa r e  At t a c k
Reconnaissance

- Identify the Targets

Weaponization
- Prepare the Operation

Delivery
- Launch the Operation

Exploitation
- Gain Access to Victim

Installation
- Establish Beachhead at the Victim

Command & Control
- Remotely Control the Implants

Actions on Objectives
- Remotely Control the Implants

Malicious 
Actor Potential target: 

SCADA Operator

Malicious File

INTERNET
Corporate/ Control 

Network Control System 
Network

Command & 
Control (C&C) 

Servers

SCADA Control 
Operator & 
Workstation

SCADA Devices

External Firewall

Malicious Spear-
Phishing Email

1

Compromised Control 
Point

2

Operator Controls 
Power Grid Devices 

from SCADA 
Workstation

3

Malware performs 
discovery from the 

SCADA 
Workstation 

4

Attacker gain remote 
control capabilities of 
SCADA Workstation

5

Malware connect to C&C 
Servers and receives 

commands 

6

Malware successfully 
causes a power loss event

8

Malware sends valid 
SCADA control 

commands

7

Internal Firewall



The “POWER” game … 
Cybersecurity meets Resilience



Cybersecurity meets Resilience
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Electricity ecosystem complexity

WEF: Cyber Resilience in the Electricity Ecosystem: Principles and Guidance for Boards 
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Cyber Security Prime threats

AI-enabled disinformation and 
deepfakes flooding government 
agencies with fake contents, can easily 
disrupt the rulemaking process and the 
community interaction.

Zero-day exploits are the new
resource used by cunning
threat actors.

DDoS attacks are getting larger 
and more complex and used in 
cyberwarfare (moving towards 
mobile networks and IoT).

Threat groups have increased 
interest and capability in 
supply chain attacks and 
attacks against MSPs 
(Managed Services Providers).

A new wave of hacktivism 
has been observed since the 
Russia-Ukraine war.

Cybersecurity meets Resilience

Are we missing one perspective?

Ransomware: 60% of affected 
organisations may have paid 
ransom demands
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Energy Systems Resilience Threats 

EPES vulnerabilities due to 
technical factors (faults, voltage 
and frequency fluctuations, 
intermittent generation, etc.)

Cascading failure effects in 
power grids when one of 
the elements fails.

EPES vulnerabilities due to
human factors 
(operational errors, accidental 
events, or malicious 
behaviours) 

Extreme weather events are 
becoming progressively more 
frequent, even in areas where in the 
past they used to occur very rarely. 

Climate emergency is stressing 
power grids 

Terrorism

Cybersecurity meets Resilience
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The Bigger Picture

RELIABILITY RESILIENCE

Cybersecurity meets Resilience



(re)Introducing a friend:



R2D2 ID card

(re)Introducing a friend: R2D2

Total Budget:   € 9.747.375,00

Total EU Grant: € 7.335.337,50

18 Partners – 4 Demos

Start date: 01/10/2022

End date: 30/09/2025

Duration: 36 months

2 reporting periods

R2D2: Reliability, Resilience and 
Defence technologies for the 
grid

Call: HORIZON-CL5-2021-D3-02-07 - Reliability and 
resilience of the grid: Measures for vulnerabilities, 

failures, risks and privacy – (IA)



R2D2 Consortium
(re)Introducing a friend: R2D2



R2D2 OBJECTIVES

1. Contribute to improvement 
of the overall security and 
resiliency in power system

2. Deliver a toolkit to model 
the impact of HILF events, 
assess PES resilience and 

determine operational 
planning measures and 

investments

3. Increase the cybersecurity 
and cyber-resilience in OT 

and IT of the EPES

4. Enhance coordination, 
interaction, and information 
exchange between TSO-TSO 

and TSO-DSO in 
critical/emergency 

conditions

5. Improve reliability of  
assets through advanced 
data-driven solution and 

automated & robotic 
technologies

6. Demonstrate project 
impact and replicability 

potential during and beyond 
the project activities

7. Contribute to the 
development of a shared 

knowledge 

(re)Introducing a friend: R2D2



R2D2 SOLUTION

R2D2

C3PO

IRIS

PRECOG

EMMA

Multi-risk assessment 
framework for power 

system

Resilience Suite 
For TSO & DSO

Prevention Systems for 
Energy Infrastructures 

Security

Enhanced maintenance 
and asset management 

toolkit

Before 
Event

• P1-C3PO
• P3 - PRECOG
• P4 - EMMA

During 
Event

• P2 - IRIS
• P3 - PRECOG

After 
Event

• P3- PRECOG
• P4 - EMMA

(re)Introducing a friend: R2D2
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Cyber Security Conceptual Solution Diagram
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External CTI Sources & Parties

Cyber Security Standards & 
Regulations Requirements

Deep Learning Data 
Analytic

VA Tools

Cybersecurity Events 
Management

(re)Introducing a friend: R2D2

Static Cyber Risk Assessment

Dynamic Cyber Risk Status 
Evaluation

Cyber Threat Intelligence

Identification & 
authentication of IoT 
and edge devices

Device origin and 
supply chain security

C3PO

PRECOG

Suppliers

EMMA / IRIS

Asset Management 
Toolkit

Staging Environment
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during crisis

Equipment inspection

….



22

Cyber Noesis contibution
• Static Cyber Risk Assessment
• Dynamic Cyber Risk Status Evaluation
• Cyber Threat Intelligence
• Device origin and supply chain security
• …

Securing Critical Infrastructures And Key Assets



THANK YOU!

/ Connect with us:

www.r2d2project.eu

@R2D2EU @R2D2project @R2D2EU

http://www.r2d2project.eu/
https://twitter.com/R2D2EU
https://www.linkedin.com/company/r2d2-eu
https://www.youtube.com/@r2d2EU
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