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H ALPHA QMEGA ZED cival pla etolpsia pe xoptoduldkio AVcswv Tou Tmeplhapfavel achdaAela otov
KUBepvoXwpo, EEUTIVEC TTOAELC Kal uTtnpeoieg Texvoloylwv MAnpodopikn ¢ Emikowvwviwv (TME).

Yrinpeoieg kat cvotnua KuBepvoaodpaelag

* Ynnpeoieg Aokipwv Sleicduong diktvou

* JupPouleutikécg Yninpeoieg otnv AodpaAela NMAnpodoplwy

* AUoelg PndLokol HETOOXNUATIOUOU OTLC ETILXELPNOELG

* JupPouleutikéc Ymnpeoiec ywa TNV e€towdacio Zuotnpatwv Awaxeipwong I1SO (9001, 22301, 31000,
27001/27002/27701, 37001, 45001, 14001)

e JUotnua GRC (Governance, Risk and Compliance)

e Avamtuén miatdopuag acvyxpovng ekmaidbevonc NUNTIUS

* DDoS Protection kat Load Balancing pe tnv texvoloyia tng A10 Networks

cybering the alphabet
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ISO 9001:2015
Yuotnua Alaxeiptong Nowotntag

ISO 27001:2013
JUotnua Altaxeipiong Aodaielag
MAnpodoplwv

ISO 27701:2019
JUotnua Alaxeiplong
MAnpodoplwv Altopprtou

ISO 22301:2019
JUotnua Alaxeiplong
ETtLXELPNOLOKAG ZUVEXELOG

ISO 37001:2017
Tuotnuo Alaxeiplong
KatamoAéunong tng Awpodokiag

cybering the alphabet
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To Mévte Oepshwdelg xapaktnplotikd tou XDR

Autoparn aviyveuon ocupBaviwy aodoieiog oro cuotriporo aiodoAsiog (NTA, UBA & EBA)
Yuoxeton Sedopevwv aohalsio & eLO0MOI)OEWY OE TIEPLOTOTKAL

ALVOTOTNTOL OVTYLETWTTLONC TIEPLOTOTKWV

> W NP

Kowvovikortolinon kot epriloutiopog dedopcvwv oto cloud, otal TeAdlkd onpeia, to SIKtuo, Toug
XPr|OTeG KO TG PapUOyES

5. ApXTEKTOVIKN HUKpoUTtNPECWVY pPEoo oto cloud
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EnutpocOsta Xapaktnplotka tov Open XDR

MpocAnyin dedopévwv rtoAorAwv ripopnOsutwv (Multi-vendor EDR, Firewall & User)
Autoparn avixveuon ocupBaviwy aodoalsiog orto NTA, UBA & EBA
Yuoxeton Sedopevwv aohalsio & eLO0MOI)OEWY OE TIEPLOTOTKAL

ALVOTOTNTOL KEVTPIKAC OVTYLETWITLONG TIEPLOTOTKWV

v LN R

Kovoviortoinon kot epriloutiopog dedopevwy oto cloud, ota teAwkd onpeio;, to SIKtuo, Toug XPrOTEC KOl TG
edappoyeg

APXITEKTOVIKN UKPOUTINpESWwV HEoa oto cloud

)

7. Evoroinon mc¢ aotoKpLon G ooto £VoL ONLIELD




Who IS Stellar Cyber?

World’s Leading Open Next Generation Detect
& Response (XDR) Platform

* Hundredsofglobalcustomers

* Marketleadingpartnerships
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Created bysecurity professionalsforsecurity
professionals

STELLAR

CYBER®

Stellar Cyber clearly
exhibits XDR
capabilitiestoday

Gartner

Stellar Cyber short
listed astop 20security
analyticsplatform

FORRESTER

Al
Security

Info Security
Froducts Guide

2020

STAST =
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dr i o i W

Security Analytics
Finalist

CISO

CHO!(CE
AWARDS

StellarCyber
isastandout for
XDR projects

OMOIIA

Brought to you by Informa Tech

Stellar Cyber offers
pervasive protection
withitsXDR platform

@ Research

RSA
Cybersecurity Al

StartUp
oftheYear

Stellar Cyber improves
SOC efficacy, efficiency
and productivity

Enterpriss

ise Strategy Group

Cybersecurity Solution
oftheYearAward

SECURITY
EAKTHAILGH
ANTDS

M ost Innovative
XDR
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Selected Global Service Provider Customers

20 of Global Top 250 Managed Security Service Provider (MSSP)
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PROTECTING THE PROTECTORS

JJJ

INTERN

ESVSTELSDFT . ActZero QE;T;ELHX SPHINXTEGRERE (%) expert MICROGE banyax
-) ﬂiﬁwmm DEEPTREE  [[0d 3 \Ted o) QDHNE;f GT},’&‘E AD=0 @ FUJISOET Coefmente
Iy L4 i
HELIH MSOC % NEERITY $ IRONCLAD ANALYTICS (®) NTTSecurity
LOEPRE . : . NTTDAarta
S mMme/ls ONE.nv @mocme (@) QUANTI  revezmotion [sisap|
(T \\\ ~ . PCCWGlobal
Wincony  TITANGUARD [PAGO  TechM  trix true@®  Q@mrustiework  xioLocix
Y TR
M) PARANET QUANTEl » Rattio @wmspm [Enwr] @us, ... | | & TM

The De-facto Standard SOC Platform for Progressive MSSPs
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Silos
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FIREWALL

IDS/IPS

@ v

VULNERABILITY
MANAGEMENT




Journey to the Intelligent SIEM or SOC

PERIMETER COVERAGE INTELLIGENCE COORDINATION PREDICTION
LEVEL 1: LEVEL 2: LEVEL 3: LEVEL 4: LEVEL 5:
Network More Data Advanced Analytics Orchestrated Response Single Pane of Glass

(¥ L
- =l LB W0

FIREWALL IDS/IPS SIEM

EBA UBA
; r . % * :.
@ ('V\ Single Platform,
NTA

VULNERABILITY CLOUD ACCESS ENDPOINTS AUTOMATED Detect, Correlate,
MANAGEMENT SECURITY BROKER (EDR) THREAT HIUNTING & Respond

MATURITY

EPP

OPEN ECOSYSTEM —OVER 100 INTEGRATIONS

FTA
ML IDS

Sandbox OnIy_seCl_J rity platform
. delivering complex
Data Streaming attack detection and
response across the
Correlate existing data Comprehensive visibility Tune to reduce noise Easily correlate incidents entire attack surface
with 4x lower costs on premises, public cloud through programmability between tools maximizing ROI
Broaden labor options & SaaS applications

OPEN XDR OFFERING

IMPROVE MTTD 20X, MTTR 8X - - XDR KILL CHAIN ALIGNED GUI

STELLAR OPEN XDR

CYBER®

cybering the alphabet



The Stellar Cyber Open XDR Difference

NDR EDR
I I

FW

Endpoints
Data

Traffic

Log

LEGACY SILOED SECURITY TOOLS

Ave€aptnteg Opadeg ® Mepovwpuéva Feyovota
TudAd Inueia @ Apyog Xpovog ATTOKPLONG
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Apyn avixveuon Kal aITokpLon oITEAWV

SINGLE UNIFIED INTELLIGENT PLATFORM

All Data

STELLAR CYBER OPEN XDR:
SINGLE UNIFIED PLATFORM, INTEGRATED APPS

Awdyutn Opatotnta @ JuoxeT(opeva Meyovota

Eviaia Opasda e Ipriyopog Xpdvog ATTOKPLONG

[
|

[PrlYOpPOG EVIOITIOMOG KL AITOKPLON QITENWV

Correlated Hi-Fidelity Security Incidents

cybering the alphabet



The Most CRITICAL Telemetry / Controls

Mowa véa texvoAoyia PEPVEL 6TO TPATET

SENSORS » 2Ta TeEAka onpeta (H/Y n Server), cloud, diktuo

THREAT INTEL > ELTTAOUTLOMO UE YVWOTEC ATIEIAEC

Audidpopo EAeyXo OAWV TwWV AAAWV TTPOTOVTWVY

INTEGRATION ENGINE

BY © )

Al ENGINE > Eldomoinon kal anokplon ano ola ta dedopeva

Edappolovpe texVikEC Evowpatwonc kot Texvntigc Nonpoouvne (Al) yia va Statnpnooue
T OPEAN TWV EVOWUOTWHEVWY SUVATOTATWY, TIOPOAEVOVTOC OLWC L0 OVOLYXTA
nAatpopua
STELLAR bopu AR

CYBER®
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Sensors and Data Sources

SECURITY
TOOLS LOGS . @ CONTAINERLOGS
NETWORK -
TRAFFIC 0 - ‘ CLOUDLOGS

'.:ul_ Imteflow JSON B

FILES VM LOGS

APPLICATIONS
PROCESSES LOGS
i '.".F.:.'n‘.?..ll.:i Hotbar Spyware User-Agent
COMMANDS
VULNERABILITY
INFORMATION
THREAT USER
INTELLIGENCE @T” INFORMATION
ASSET
INFORMATION
GEO LOCATION

CYBER®

STELLAR CYBER

Data Processor

[
| vmware ﬂKVM | | a 3|
Virtual Network Cloud Connectors
& Security Sensors
* 1) Office 265 okta
docker | GSuite < tenable |
Container SaaS Connectors
Sensors
// \\ Connectors:
& OKTA
Vulnerability Scanner

Active Directory

Deception Sensor
Crowdstrike

cybering the alphabet



Open XDR in Stellar Cyber

1. Visibility 2. Interflow 3. Incident Correlation 4. Response
Threat Intel
ENDPOINT \ °
Jira

cLoup AWsSs /A ..... ,... 8:@ A = mm =

o |
IDENTITY Okta | == .-

ive Dire

N
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APPS box -+ et

]
Active Directory

STELLAR AQR2

®
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Stellar Cyber - H tadpopomnoinon outo tov Avtaywviopo

1.

Eviaio adela, eviaio mAatpopua, olokAnpwpévn ocouvita epyaleiwv ywa Security Operation
Center - SOC pe Al & ML.

Texvnt vonpoouvn Kol pnxavikn paénon (Al / ML) ywo autopatn avixveuvon.

Aev mpooAapBavoupe anAwe dedopsva oe €va PEYAAO owpO OMWCE KAVEL €val TtapadooLako
Juotnua Awaxeipion MAnpodoplwv Aodadeiag kot ZupBaviwv (SIEM). Exoupe avamtUgel tn
Sduvatotnta tunonoinong Twv dedopévwy KaBw Ta XPNOLUOTIOLOUE KoL N OTtolal oG ETULTPETIEL
Va TIOPEXOUUE CUOXETL{OUEVEG QVIXVEVUOELS O OAEC TIG TINYEC Kataypadng ou dev umopel va
KAveL Eva SIEM.

To Stellar Cyber mapéxet oUlevén pe omotadnmote EDR Avon (Universal EDR) kat &ikry tou
aAvoiba Exktetapévng Avixveuong kat Amokpiong (XDR KillChain) w¢ pépocg tng Stadkaoiag
avaAuong.

Aev vmapyxel kKAsidwpa epyadeiov mpounOsuth Kal UMopel va evowpatwBOel ota umapyovia
ocuvotnuata aodaleiog oag.

cybering the alphabet
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EMIKOINQNIA

4 %
X = = ¥
Email TnAédbwvo Website AevOuvon

info@alphaomegazed.com +30 210 362 6663 alphaomegazed.com Omirou 43 Kolonaki, 10672
Athens, Greece



mailto:info@alphaomegazed.com
https://www.alphaomegazed.com/
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