
C on fid e n tia l

Carve through the noise by
prioritizing the most critical threats

Nadji Raib 
A re a  D ire c tor, E M E A  S ou th  

27th  May 2023



C on fid e n tia l

What are the odds?

B e in g  e a te n  
b y a  sh a rk

G e ttin g  stru c k  
b y lig h tn in g

E xp e rie n c in g  a  
d a ta  b re a c h

1 in 
4,332,817

1 in 
1,107,143

1 in 
4
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Technology Drives 
All Businesses

With the acceleration of digital transformation, 
the world is more connected than ever

72%
of org a n iza tion  a re  

d e fa u ltin g  to c lou d -b a s e d  
s e rvic e s , w ith  4 8 % of la rg e  

e n te rp ris e s  u s in g  IoT

C lou d  C om p u tin g  S tu d y, 20 22
U se  of IoT S tu d y, 20 19

Third Party Reliance 
is Increasing

583
a ve ra g e  n u m b e r of th ird  

p a rtie s  th a t org a n iza tion s  
s h a re  s e n s itive  or c rit ic a l 

in form a tion  w ith

G B I Im p a c t S tu d y

Successful Attacks 
are Getting Easier

$1m
p e r m on th  c a n  b e  e a rn e d  

b y b u yin g  a  fu ll c yb e r 
c a m p a ig n  for a  fe w  

th ou s a n d  d olla rs

D e loitte

https://1624046.fs1.hubspotusercontent-na1.net/hubfs/1624046/FINAL_R-ES_CloudComputing22_040122.pdf?__hstc=241435677.58c3da05ed14e13803c3967136f09bde.1650381759627.1650381759627.1650381759627.1&__hssc=241435677.1.1650381759628&__hsfp=1458773878&hsCtaTracking=79679e50-7eb3-4817-a29a-10f0aaf7d617%7C53f15710-0ee7-4138-9812-cdb9560334ea
https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Use_of_Internet_of_Things_in_enterprises:%7E:text=In%202021%2C%20just%20over%20a,(37%20%25)%20used%20IoT.&text=Figure%203%20shows%20the%20use,different%20economic%20sectors%20in%202021.
https://www.gbiimpact.com/news/5-elements-of-an-effective-third-party-risk-management-strategy
https://www.csoonline.com/article/3340049/how-much-does-it-cost-to-launch-a-cyberattack.html
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…and increasingly difficult to secure.

Complex 
Environments

Vast Amounts
of Risk

Sophisticated 
Adversaries
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Measure 
Security Risk

Understanding your security is not enough. 
Organizations need a simple way to…

Understand the Security 
of all Third Parties

Improve Security and 
Eliminate Risk
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QUANTIFY
Trustworthiness

STRENGTHEN
Cyber Defenses

VERIFY
Vendor Readiness

Access a live stream of risk 
intelligence that clarifies 

remediation plans.

Identify cyber-risks posed 
by all suppliers — and take 
action so their problems 

don’t become yours.

The Security Ratings, Response, 
and Resilience Company

Instantly know the cyber-
risk of any company in the 

world— including your own.
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Your Security 
posture is average
for your industry.

OvoFinance
Finance
ovofinance.com
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Overall 
Grade

Grade Per
Risk Factor

Attribution, 
Research & 
Analytics

Data
Collection

IP Attribution, Normalization of Data, Scoring

Sensors Crawling
the Entire Internet

Vulnerability
Fingerprinting

Emerging Threat
Collection

SecurityScorecard Security Rating A B C D F
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Onboarding 
& Assessment 

Workflow 
Automation

Manual TPRM 
Processes

Continuous 
Visibility Drives 
Proactive Action

Non- existent

Third-Party Risk Management 
Maturity Curve

Reducing 
Overall Risk…

Revenue Protection

MOST COMPANIES
ARE HERE

EFFICIENCY GAIN
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CISOs are from Mars, 
Board members are from Venus
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I’ve deployed 
Akamai Prolexic for 

SYN FLOOD 
mitigation on our 

72.2.52.1/24 
production network.

Oh…You mean you 
spent $300K on a 
product that will 
prevent a $2M 

revenue loss from 
website disruption?
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W h y  a re  w e  
s p e n d in g  m ore  m on e y  
b u t ou r  c y b e r r is k  p rob le m  
is  on ly  g e tt in g  w ors e ?
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80/ 20 Problem of Security Budgets
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B u d g e t R e s u lts

TRADITIONAL TOOLSET
● Legacy
● Regulatory compliance
● Point-in-time, 

fragmented analysis
● Detect < 5% of threats

SECURITY 2.0 TOOLSET
● Information sharing
● Security ratings
● Real-time threat intelligence
● Hackers-view
● Machine learning
● Security 2.0 Toolset
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What to do?
I h a ve  s p ok e n  to d oze n s  of C IS O s , C IO s , a n d  a n a lys ts .

A  fe w  tre n d s  c a m e  u p  in  c on ve rs a tion s  s o fa r:
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1. A u tom a tion : h ow  d o y ou  m a k e  a ll tools  
b e tte r  ta lk  to e a c h  oth e r

2. A I/M L : tu rn  m ou n ta in s  of ra w  d a ta  in to 
a c t ion a b le  1-2 in s ig h ts .

3. R is k  q u a n tific a t ion : H ow  d o y ou  m e a s u re  
K P Is  on  y ou r s e c u rity  p rog ra m  a n d  
c om m u n ic a te  to th e  B oa rd ?  
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Optimize and 
automate business 

ecosystem risk 

Consolidate and 
integrate vendor risk 

data into your security 
stack for deeper 

insights

Make your organization 
the vendor of choice

Ruthlessly prioritize 
to keep your 

organization secure

Set key performance 
indicators (KPIs), track 
ROI, and communicate 

to stakeholders

5 Key Areas to Prioritize in Cyber Security Now



Audience Q&A
Q&A
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Thank You!

Nadji Raib
A re a  D ire c tor, S ou th

+4 4  77 6 6  26  29  25
n ra ib @ se c u ritysc ore c a rd .io
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