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SMART PROTECTION FOR SENSITIVE DATA
AND SECURE COLLABORATION
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Advanced Data Protection & Classification Powered by Al/ML



Why is itimportanttoclassify the data?

Optimizing data protection and easing the regulatory compliance

PREVENT

DATA LEAKAGES
Apply suitable protection.

UNDERSTANDING

THE VALUE OF DATA
Where are they? Who accesses them?

seaI path
data cla55|f |cat|on
powered by Getvisibility

PRIORITIZE ACHIEVE
WHAT TO PROTECT REGULATORY COMPLIANCE
GDPR, PCI-DSS, etc.

Start with what is more critical.

www.sealpath.com

sealpath.



Why do notthe currentdata classification systems work?

5 wrong approaches when classifying information

® Theoreticalapproaches m
Instead of one that considers the reality of the organization.

® Useoftoosimplelabels Oono
The no consideration of everyday use cases. ooo

® Use oftoomany classificationlevels EEE

They end up confusing the end-users.

® Ignoring the rules thatthe organization mustrespect
Without considering the data types of the regulations.

Excessive dependence on the user %

To classify the organization’s documentation.

sealpath.

www.sealpath.com



SealPath’s approach toclassify data

The power of AI/ML at the service of data classification

sealpath data classification
powered by Getvisibility

User Classification
Verdict e.g.,

“Confidential” :
o Data Classification
R T Suggestion
I% PT—

Customer
Document
4

Does Classification
match with
Protection Rule?

CLASSIFICATION SUGGESTED BY Al

sealpath.
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User Feedback

Improved ;
Al/ML Model v
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"""""" ITAR, GDPR,
CMMC, etc.

| Industry Data |
Banking, Health, Defense,
Legal, Manufacturing,
Aerospace, Oil & Gas,
Energy, Retail, etc.

i 53, ]

| Document Types |

Invoices, financial data,
CVs, HHRR data, PII,
Health/PHI data, IP data.
Legal documents, etc.

Model Improvement

with User Feedback

and Trained Model
Ensembles

Al/ML
Powered Data
Classification

Pre-trained Al/ML
models with
sectorial data and
document types

www.sealpath.com



SealPath’s approach todata classification

The power of Al/MLat the service of data classification

® Highlevelofclassificationaccuracy ® Use of efficient Al/MLalgorithms
Models trained for years with vertical markets’ Support Vector Machines (SVM), Neural Networks,
data, regulated data and different types of Logistic Regressions, Linear Regressions, Decision Trees,
documents. and Natural Language Processing (NLP).
Improve Model

Support Vector Machines (SVMs), neural networks, logistic regressions,
linear regressions, decision trees Natural Language Processing (NLP)

Train Model O Deploy Model
Data Source Training Data Set 4 Production System
O Test Model
Xz
Test Data Set

Sea | path www.sealpath.com



SealPath’s approach todata classification

The power of Al/MLat the service of data classification

L] H ® 2
SR moe mmmean s e oo Suggested classification by Al/ML
o o o ' o . The user is shown the level of accuracy.
o Sction on Circles of Tru AT assification e . . e
O e g Not Set Classification by Regulation or Sensitivity Level.
S o= ke T o SealPath Classification It feeds back the accuracy of the model.
T - sealpathgsa ssssiicaion Powerpoint Document: Project Details.pptx
e | —— ] I e
""'.,. Suggestions Compliance Classification
................................. ’ Classification [l GDPR / PlI Classification
Classification: Confidential (85,00%) ] pal () Public
Compliance ™y Internal
B EN E F ITS . . L. . G;DR/F‘II‘ False (68,35%) I;‘ Confidential
The user receives suggestions on the classification level. (") Highty Confidentil

It helps to avoid making mistakes in the classification process.

The user’s feedback helps to improve the process.
P P P [ usesucassren | El N

The user does not need to be trained to classify.

sealpath.
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SealPath’s approach todata classification

The power of Al/MLat the service of data classification

sealpath

sealpath.

www.sealpath.com



SealPath’s approach todata classification

The power of Al/MLat the service of data classification

97% ACCURACY

To date in the identification of intellectual property.
The software learns and adapts to different types of
documents, and it does not require a thorough user

review.

sealpath.

70.00%

60.00%

50.00%

ri accuracy

Scan 1 Scan 2 Scan 3 Projected/Sanity

ANONYMOUS DATA MANAGEMENT MECHANISM

Which allows this increased accuracy is unique and is
not available in other products on the market. It was
designed in this Al/ML driven software from the
beginning.

IMPROVEMENT IN ACCURACY 8% / HOUR- USER

The user’s input and feedback allows the use of
anonymous vector file signatures to improve the

www.sealpath.com



SealPath’s approach todata classification

A flexible approach with 4 different data classification dimensions

SCOPE OF
SENSITIVITY REGULATION DATA TYPE DISSEMINATION

Level of damage it can Contentrelatedto  Financial data, PIl,  Internal Dissemination,
cause inthe wrong aregulation (PCl, PHI, Intellectual External-Suppliers, etc.
hands (confidential, etc.) GDPR, etc.) Property, etc.

sealpath.

www.sealpath.com



Other features

Details of classification software features

Classification in
Windows Explorer,
Finder, Microsoft Office
and Outlook

Customization of visual
labelling

(font, colors, location,
text, etc.)

Configurable metadata

Compatible with more
than 70 file types,
including CAD.

Al/ML with Multi-
language

Force classification
when saving, warning,
etc.

User configurable
classification directives

Possibility to define
user lists allowed to
send classified files

Cloud or On-Premise
deployment

Possibility of limiting
the maximum number
of classified
information recipients

Integration with DLPs
to perfect the detection

Possibility to diminish
the classification level
by registering events

sealpath.

www.sealpath.com



...Classification on its own DOES NOT PROTECT the information

SealPath protects your documents and

allows you to control them remotely
sealpath.

www.sealpath.com



A 360 approach thatautomates the protection of classified data

Al/ML based classification + Automated protection

,Q sealpath

g E.féﬂ “. ...................... ‘. ................ IRM automatic protection

The file is automatically

== e protected 9
v i
o The administrator links the 1 protected

“Internal use” label to a specific v ~ fz_ﬁ
protection policy 7 @ :

Detailed reports
available to the d

administrator

e ,Q sealpath data classification
T T oThe classified file is located powered by Getvisibility

:“6 :6 9 The uselr cIasIsifies tf;e file or on a file server
= e email as “Internal use” i .
i Classification suggested by Al/ML

Sea | path www.sealpath.com



A 360 approach thatautomates the protection of classified data
Al/ML based classification + Automated protection

e . = Industry Data
sealpath data classification : Banking, Health, Defense,
powered by Getvisibility 7 Legal, Manufacturing,
Aerospace, Oil & Gas, Energy,
Retail, etc. PR

Regulations
PCI, HIPAA,
ITAR, GDPR,

A~ o CMM(C, etc.
i fsnafR &9,

Document Types

Invoices, financial data, H

User Feedback
User Classification

Verdict e.g., H
“Confidential” i -
o Data Classifica:Uon
Suggestion:=

Ré .

Customer
Document

CVs, HHRR data, PII,
Health/PHI data, IP data.
Legal documents, etc.

Improved Traind.d Al/ML
Al/MLModel Model
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Model Improvement
with User Feedback

match with and Trained Model sectorial data and
Protection Rule? Ensembles document types

O CLASSIFICATION SUGGESTED BY 1A | conminuous EaRNING  [ERSSRECTRPRRRNN RAINED IA/MLMODELS CEPEERERR ;

Data ClassiTication and Protection Integration
Instant
9 Document

Protection

Pre-trained Al/ML
models with

; e AML
i Does Classification  }

Powered Data
Classification

Deep Learning Artificial Intelligence Data Classification Platform
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Reporting &

e Configuration
Web Console
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A 360 approach thatautomates the protection of classified data
Al/ML based classification + Automated protection

Help | Orga

sealpath

lelp | Organization A | adspadmin@lab.com
sealpath

Documents  Protections  Statistics  Administration Start  Documents  Protections  Statistics

Star Administration

Administration

Data Classification Edit Getvisibility Labels - Protection

Notificatior s
, ' General .
Select data classifie | GETVISIBILITY v Transfor B
h Marme Public Getvisihiliy classifiar A
1 2anges y
ransfer permissions Enable autematic protection based on Getvisibility classification
) - Data Classffication e 7

Data Classification

Associations of data classification labels with SealPath protection policies

Policy i Naie Corp Policy B

Labels

Integrated protection with the Al/ML
driven data classification S Terh

sealpath.
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A 360 approach thatautomates the protection of classified data
Al/ML based classification + Automated protection

sealpath.

www.sealpath.com



A 360 approach thatautomates the protection of classified data
Al/ML based classification + Automated protection

sealpath.

www.sealpath.com



Key advantages over other classification solutions

Al/ML based classification + Automated protection

D

sealpath
data classification
d by Getvisibility

sealpath.

Classification suggested by Al/ML

Helps the user determine the level of confidentiality

Continuous improved accuracy
With industry data and user feedback

Easy touse and display

A single server. It does not require training users.

Different classification dimensions
Sensitivity, Regulation, Data Type, Diffusion Scope.

100% integrated and automatic protection

The most appropriate policy is applied to the selected level.

www.sealpath.com



Benefits
Al/ML based classification + Automated protection

Apply the mostsuitable protection
To prevent data leaks

Automate protection Understand yourdata

Based on the compliance
classification and labels.

And take control of them
wherever they are or travel

sealpath
data classification
powered by Getvisibility

High-accuracy classification Guarantee the regulatory compliance

Enables you to apply controls
over your data with confidence

With an easy-to-use data classification system



sealpath

SMART PROTECTION FOR SENSITIVE DATA
AND SECURE COLLABORATION
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