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Trend No. 2: Identity system defense
Identity systems are coming under sustained attack. Misuse of credentials is now a primary method that attackers use to access systems and
achieve their goals. For example, in the SolarWinds breach attackers used a supplier’s privileged access to infiltrate the target network.
Gartner uses the term identity threat detection and response (ITDR) to describe a collection of tools and processes to defend identity systems.

https://www.gartner.com/en/articles/iam-leaders-plan-to-adopt-these-6-identity-and-access-management-trends
https://www.gartner.com/smarterwithgartner/how-to-respond-to-a-supply-chain-attack
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Controlling privileged access has the 
greatest impact of your cybersecurity strategy

83%
increase in the number 
of identities within an 
organization in the past 
year

2021 Dimensional Research:
Trends in Securing Digital Identities

2022 CrowdStrike 
Global Threat Report

2021 Identity Security 
Alliance Report

97% 
of organizations agree 
that identity is a 
foundational component 
of a Zero Trust security 
model

80% 
of all cyberattacks 
involve credentials
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Everything has an identity
Human & machine identities are multiplying
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Identities must be secured
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Extended PAM

Traditional PAM

PAM only covers some of your systems & privileged accounts
Extended PAM (XPM) reduces the attack surface for the entire enterprise

AdminsOn-premises
servers

All assets across on-premises and cloud, all human and non-human identities
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Get visibility 
& reduce attack surface

Phase 1: FOUNDATIONAL

Recognize risk 
& plan for action

Integrate policies 
& limit overprivileged users

 Discover/manage local 
accounts

 Introduce basic privilege 
elevation 

 Just in time privileges

 Eliminate admin accounts

 Automate privilege security 
for DevOps

Increase Automation 
& Intelligence

 Leverage audit data, 
analytics & automation

 Establish granular privilege 
elevation

 Tiered privileged access 
model

 Service account governance

The PAM Maturity Model

Privilege Administration

Phase 0: HIGH RISK

Phase 2: ENHANCED

Phase 3: ADAPTIVE

Identity & Access Management

Governance, Risk & Compliance

Secret Server Connection 
Manager

Privilege 
Manager

Server Suite Cloud SuiteDevOps 
Secrets Vaults

Privilege Behavior 
Analytics

Account Lifecycle 
Management
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The Delinea Platform
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Shared
Services

Identity
Flexibility Next Gen RAS SS Integration Marketplace Behavioral 

Analytics
The Delinea Platform 

unlocks new value 
through a set of 

unifying services with 
centralized 

authentication, 
inventory and 

reporting

Robust policy-based 
authentication to the 

Platform, while 
providing a multitude 
of Identity Providers 

and MFA options 
including Passkey and 

FIDO2

Clientless, agentless 
browser-based 
remote access 
developed for 

securing access to 
sensitive assets 

without requiring a 
VPN solution

Secret Server cloud is 
now fully integrated 

with Delinea Platform 
with all its capabilities 

and a familiar user 
experience 

The New Delinea 
Marketplace is your 
one-stop shop for 

Delinea applications, 
partner integrations, 

services, utilities, 
tools, scripts, and 
direct downloads.

Soon in Private 
Preview. Improve 

security posture by 
detecting, analyzing 

and alerting on 
anomalous activity 

and behavior.

The Delinea Platform
Bringing amazing features…



10© delinea delinea.com

PAM is More Than a Vault
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