Thycotic and Centrify are now Delinea

Delinea named a Leader agaifving
2022 Gartner® Magic Quadrant™
Privileged Access Management

Learn more about Delinea’s recognition as a Leader for the fourth
consecutive time.
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Top Trends in Cybersecurity, 2022
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Trend No. 2: Identity system defense

Identity systems are coming under sustained attack. Misuse of credentials is now a primary method that attackers use to access systems and
achieve their goals. For example, in the SolarWinds breach attackers used a supplier’s privileged access to infiltrate the target network.

Gartner uses the term identity threat detection and response (ITDR) to describe a collection of tools and processes to defend identity systems.



https://www.gartner.com/en/articles/iam-leaders-plan-to-adopt-these-6-identity-and-access-management-trends
https://www.gartner.com/smarterwithgartner/how-to-respond-to-a-supply-chain-attack

STAMFORD, Conn., April 12, 2023

Gartner Identifies the Top Cybersecurity
Trends for 2023

Security Leaders Must Pivot to a Human-Centric Focus to Establish
an Effective Cybersecurity Program

Trend 5: Identity Fabric Immunity

Fragile identity infrastructure is caused by incomplete, misconfigured or vulnerable elements in
the identity fabric. By 2027, identity fabric immunity principles will prevent 85% of new attacks
and thereby reduce the financial impact of breaches by 80%.

“Identity fabric immunity not only protects the existing and new IAM components in the fabric
with identity threat and detection response (ITDR), but it also fortifies it by completing and
properly configuring it,” said Addiscott.

Trend 7: Cybersecurity Platform Consolidation

As organizations look to simplify operations, vendors are consolidating platforms around one or
more major cybersecurity domains. For example, identity security services may be offered
through a common platform that combines governance, privileged access and access
management features. SRM leaders need to continuously inventory security controls to
understand where overlaps exist and reduce the redundancy through consolidated platforms.



Controlling privileged access has the
greatest impact of your cybersecurity strategy

83%

Increase in the number
of identities within an
organization in the past

year

2021 Identity Security
Alliance Report

80%

of all cyberattacks
iInvolve credentials

2022 CrowdStrike
Global Threat Report

97%

of organizations agree
that identity is a
foundational component
of a Zero Trust security
model

2021 Dimensional Research:
Trends in Securing Digital Identities
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Everything has an identity

Human & machine identities are multiplying

|dentities must be secured
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PAM only covers some of your systems & privileged accounts
Extended PAM (XPM) reduces the attack surface for the entire enterprise

All assets across on-premises and cloud, all human and non-human identities
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On-premises =all
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PRIVILEGE

Traditional PAM

Extended PAM
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The PAM Maturity Model

Phase 3: ADAPTIVE

Increase Automation
& Intelligence

Phase 2: ENHANCED

Integrate policies
& limit overprivileged users

Leverage audit data,
analytics & automation

Establish granular privilege
elevation

Phase 1: FOUNDATIONAL Discover/manage local

t
Get visibility accounts

Tiered privil d
& reduce attack surface PTECPrVIEged aceess

Introduee basic privilege model

Phase 0: HIGH RISK glelaicn
Just in time orivileges Service account governance
Governance, Risk & Compliance R 2

Eliminate admin accounts

Privilege Administration - :
Automate privilege security

for DevOps

Identity & Access Management
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The Delinea Platform
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The Delinea Platform

Bringing amazing features...
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AD2-myhooli01
ITAdmin/AD Account
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Shared
Services

The Delinea Platform
unlocks new value
through a set of
unifying services with
centralized
authentication,
inventory and
reporting

C {Y @ adilras.delinea.app/guacui

Delinea

Defining the Boundaries of Access
Security Key

twayne@hooli.com

Interact with your "On-device Authenticator”

Identity
Flexibility

Robust policy-based
authentication to the
Platform, while
providing a multitude
of Identity Providers
and MFA options
including Passkey and
FIDO2

Next Gen RAS

Clientless, agentless
browser-based
remote access
developed for

securing access to
sensitive assets

without requiring a

VPN solution

Welcome

With privileged and adaptive controls, your team will be g

I

Access Your Vault See Your S¢
Automatically discover and manage your View, tag an¢
privileged accounts and add secrets manually, that have be
then make use of our extensive features for makes it eag

distribution and security.

Applications

E Vault

The Vault contains all your secrets and folders.

(]

Riskscores [

SS Integration

Secret Server cloud is
now fully integrated
with Delinea Platform
with all its capabilities
and a familiar user
experience

Featured Integrations
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Power Automate Red Hat OpenSh
Robetics Process Automation Devops
All Integrations
4 SailPoint 4 5ail
IdentitylQ IdentityNow

Identity Governance and
Administration

Identity Governang
Administration

Marketplace

The New Delinea
Marketplace is your
one-stop shop for
Delinea applications,
partner integrations,
services, utilities,
tools, scripts, and
direct downloads.

Bar View B secret Access [l Login Evi
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Behavioral

Analytics

Soon in Private
Preview. Improve
security posture by
detecting, analyzing
and alerting on
anomalous activity
and behavior.
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.PAM IS More Than a Vault
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