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The Intelligent World

Al Development & Deployment
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Intelligent World

Needs a shared understanding of Risk

USE CASE
Al Act RISK
Al Liability Directive
*x X %
* * GDPR
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* * Data Governance Act APPLICATION
NN RISK
Data Act
Use case risks - High-risk Al systems as defined in the EU Al Act
Cyber ReSilience ACt Data risks - Provisions of GDPR, Data Act and Data Governance Act

Application risks - The Al technology stack

Digital Services Act

Need to apply a three dimensional risk approach to help
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understand Risk from different perspectives

Digital \ >
Foundation

e Digita! Policy Network

o~ am R a8 mm amE 8 m A A mMEe RMem a2 e e a 2e o e


https://www.foundationforum.eu/ai-data-ecosystems-2022/pdf/Assured%20AI%20and%20Data%20Ecosystems%20-%20Policy%20Brief.pdf
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Al Shared Responsibility is key to all stakeholders in the industry



Al Security & Privacy
Application Risk
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Identify the Al Boundary based on application and data protection requirements
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Application Risk

Al Security & Privacy, a risk based approach
2

Level
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C1 C C3 C4
Trustworthy Result Model System
& Controlled Explainability Self-Protection Traceability

Data Sharing

Application Capability

Fully Autonomous Intelligence:
The system is autonomous, solves problems and self-healing, it protects itself from

adversarial supply chain, environmental attacks

High Automation Intelligence:
The system is automated with data labelling, algorithm & model
watermarking to protect from supply chain attack

Adversarial Intelligence:
Can defend from adversarial attack on future actions
What will happen? Trusted Recommender?

Explainable Intelligence:

With explainability, transparent models,
Why did it happen?

Analytical
Intelligence:
What happened?
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Technology, to enable Al Security and Privacy

Continuous, Dynamic Self
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Increase Protection capability to match the Application Risk

e

HUAWEI



Cloud Shared Responsibility — Cloud Provider and Tenant Application

Figure 2-1 Huawei Cloud shared responsibility model

Network traffic protection
(encryption/verification/
authentication)

Client-side data encryption Server-side encryption (file

Datasecuriity  Tenant data and integrity verification system/data)

_ Huawei Cloud Tenant application Tenant's customizations
A‘;ZEE?‘;?“ application services services

Virtual networks, gateways,

advanced protection,

Huawei Cloud Tenant platform platforms, applications,
platform services services data, IAM, KMS, etc.

Basic services Compute Storage Database Network

Infrastructure
security

Physical

infrastructure el Availability zone Edge location

Green: Huawei Cloud’s responsibility (security of services themselves)  Blue: Tenant's responsibility (security within services)

The current cloud compliance
landscape is broad and multi-

27017
dimensional. s Fioss

. Cybersecurity at a traditional data center

is tasked with protecting all that data
center's technology assets so that all
applications and services can operate
without risk of outage in a stable,
secure, and high-performance manner,
ranging from internal-facing data center
O&M to customer-facing laa$, Paa$, and
SaaS cloud services.

. However, Cloud security services

typically support the customization of a
variety of advanced security settings as
per each tenant's security needs.

. A Shared Responsibility Model

provides clarity around who is
responsible for the security of each
element.




Artificial Intelligence Fire Detection project T=
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Secure Al for an Intelligent World

Shared Responsibility takeaways:

- Needs a shared understanding of Risk:
application, data & use case

- Increase Protection to match the Risk

- Bring together of Policy and Tech to
develop the shared understanding

:"'!
infocom ¥V /POWERAI

}l;.)x‘i!) /CYBER SECURITY

Conference & Expo

: -
wearlitaeeiasRee it g \ .» | 26827ANPINIOY 2023, DAEIO ABHNON
\ e\
< / |
) \ Y s @ECirity
I\ 4 |



o Byl

LI AL A

k'_.-/ ! vE 4 ~ S m—— 2
01010101 0101 019109 { B | Ny L, . e ~
o8 RO 0V By 0101

Do

0101

bl ottt -
1111 |

e o
=T d e -
e
B
o g
s, |
1 e

loannis Solomakos - CSO, Huawei South Balkans




	Secure AI for the �Intelligent World
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13

