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The Intelligent World 2030

New Digital Technologies, New Cyber Challenges

Healthcare Food Home Transport

Cities Enterprises Digital TrustEnergy

For more on the 
Intelligent World 
2030 use cases & 

forecasts 

www.huawei.com/en/giv 



The Intelligent World 
AI Development & Deployment
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Intelligent World
Needs a shared understanding of Risk

Need to apply a three dimensional risk approach to help 
understand Risk from different perspectives

Source: FoundationForum EU 2022:  Assured AI and Data Ecosystems Policy Brief  LINK

AI Act

AI Liability Directive

GDPR 

Data Governance Act 

Data Act

Cyber Resilience Act 

Digital Services Act

https://www.foundationforum.eu/ai-data-ecosystems-2022/pdf/Assured%20AI%20and%20Data%20Ecosystems%20-%20Policy%20Brief.pdf
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AI Security & Privacy
A Shared Responsibility

AI Shared Responsibility is key to all stakeholders in the industry
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Identify the AI Boundary based on application and data protection requirements
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Data collection must comply with data protection laws across the roles
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AI Security & Privacy, a risk based approach
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Fully Autonomous Intelligence: 
The system is autonomous, solves problems and  self-healing, it protects itself from 
adversarial supply chain, environmental attacks

High Automation Intelligence:
The system is automated with data labelling, algorithm & model
watermarking to protect from supply chain attack
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Can defend from adversarial attack on future actions
What will happen?  Trusted Recommender?

Explainable Intelligence: 
With explainability, transparent models,  
Why did it happen? 

Application Capability
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Analysis

Analytical
Intelligence: 
What happened?
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Technology, to enable AI Security and Privacy

Increase Protection capability to match the Application Risk
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Cloud Shared Responsibility – Cloud Provider and Tenant Application

The current cloud compliance 
landscape is broad and multi-
dimensional.

1. Cybersecurity at a traditional data center 
is tasked with protecting all that data 
center's technology assets so that all 
applications and services can operate 
without risk of outage in a stable, 
secure, and high-performance manner, 
ranging from internal-facing data center 
O&M to customer-facing IaaS, PaaS, and 
SaaS cloud services.

2. However, Cloud security services 
typically support the customization of a 
variety of advanced security settings as 
per each tenant's security needs. 

3. A Shared Responsibility Model 
provides clarity around who is 
responsible for the security of each 
element. 
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Artificial Intelligence Fire Detection project

Level Analytical IntelligenceL1
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Secure AI for an Intelligent World

Shared Responsibility takeaways:

- Needs a shared understanding of Risk: 
application, data & use case

- Increase Protection to match the Risk

- Bring together of Policy and Tech to 
develop the shared understanding



Huawei Confidential13

Thank you

Ioannis Solomakos - CSO, Huawei South Balkans
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