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Cybersecurity
Challenges

“¥Digital transformation

“¥Teleworking - Work from
Everywhere

“¥New Technologies (OT/loT, 5G
“¥“'Cloud Services

“¥Traditional Security Controls
“¥’Legacy Systems




] R —_— l — —_— =
External Weaponization Delivery External Installation Command Actions Inside
Connaissance Explotation & Control the Network
> — —
I\ =
Internal Internal Ent. Privil Lateral Target int
Connaissance Explotation maﬁ.fﬁe Movement Mani ion
=3 o =

d

Target Target Weaponization Installation DbLacthu
eConnalssance Exploitation Achieved



Rise of Al-Directed Cyberattacks:

Hackers will use Al to analyze attack strategies, thereby _ . '
enhancing their likelihood of success. Also, they will use Al to ="

e

heighten the speed, scale and scope of their activities <.






Phishing attacks based on
Al continue to plague
businesses
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SECURITY BUILT ON TRUST

ADACOM  Al-Driven Incident Response Operational Model
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Deep Insights
% Actionable alerts from

SOCaa$ (SIEM-based) Al-Driven Extended Detection and Response (XDR) (based on Microsoft XDR)
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http://aka.ms/threatintelligence
https://docs.microsoft.com/azure/sentinel/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/microsoft-365/security/mtp/microsoft-threat-protection
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection

ADACOM Microsoft Sentinel

Microsoft Azuns
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Demaocratize ML for your SecOps

Learn mare >

Unlodk the power of Al for security professionals
by leveraging M35 cutting edge research and best
practices in ML, regardless of your current
investrment level in ML



ADACOM Microsoft XDR

Microsoft 365 Defender

@ Incidents

Most recent incidents and alerts

=
oD 4 Export
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@ Filter set: & Save
everity: High, Medium, Low 4 ilter % Reseta
5 High., Medi Lo X % Add filt 38 Reset all
Jo) D = Incident name Incident Id Tags Severity Investigation state
(=3
% [] » Multi-stage incident on one endpoint reported .. 604741 HEE High
°f{§ [[] » Credential access incident on one endpoint 605173 BRASS TYPHOON EEE High
D %  E2E Alerts Streaming Detection Rule on one en.. 606450 EEE High
&
[[] » Multi-stage incident involving Privilege escalati.. 594464 immune  +3 HEE High 2 investigation states
=) - . )
D %  Malware incident on one endpoint reported by ... 606966 EEE High
=1 [] » Multi-stage incident on one endpoint reported .. 606964 EEE High 2 investigation states
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o}
[] » Multi-stage incident involving Persistence & Lat.. 601248 HEE High
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[] » Multi-stage incident involving Privilege escalati.. 590290 =8 EEE High 7 investigation states
=
D %  Multi-stage incident involving Privilege escalati.. 383919 ahA EEE High 2 investigation states
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[[] » Multi-stage incident involving Privilege escalati.. 598021 Defender Experts Rl HEE High 2 investigation states
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Categories

Malware, Suspicious ac...

Credential access

Malware

Execution, Persistence, ...

Malware

Persistence, Malware

Malware

Persistence, Defense ev...

Initial access, Execution...

Execution, Persistence, ...

Persistence, Privilege e...
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Extended Threat
Intelligence

 Attack Surface

* Deep/Dark Web Scanning
* Threat Actor Tracking

* Threat Hunting
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ADACOM  |ncident Response Methodology

TTTTTTTTTTTTTTTTTTTT

N Initial Contact and Preparation
N Investigation
N\ Remediation

N Follow Up

'

V0000000000000



* Within hours of contacting ADACOM, immediate
action is taken to simultaneously ensure the right

|n|t|a| Contact next steps are taken, the correct players are

d engaged, and the necessary resources are assignhed

Preparatlon e Remote IR assistance is provided to start initial

analysis and deploy IR tools and Threat Analytics
needed to quickly expand visibility throughout your
environment.

16



Investigation

* Deep Scanning: Assets, services affected,
business impact, other attack vectors

* Threat Hunting:

* Forensics Analysis: IR Team help gain a full
understanding of the threat

 Remediation Planning: Start planning for
remediation, in parallel and in concert with
the investigation
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Secure and Validate

e Containment: Cutting off the command
and control of the threat actor

* Threat Actor Eviction Evicting the threat
actor from a contained network
requires the orchestrated elimination of
their tradecraft and resetting of
compromised domains. ADACOM help
validate containment actions

* Focused Security Hardening: IR team
guide and support tactical security
control hardening efforts that will
prevent re-entry by the threat actor.




Recover

e Restore directory services functionality and increase its ‘security
resilience to support the restoration of business

» Restore the affected systems to their pre-incident state
* Real Time Threat Monitor 24x7



Follow Up

ADACOM leverage lessons
learned during the incident
to guide recommended
response process
improvements as well as
strategic recommendations
to help drive a security
transformation roadmap



A DAC O M www.adacom.com

GREECE UNITED KINGDOM CYPRUS
25 Kreontos Str., 8950 Fitness Lane, 10 Katsoni Str.,
104 42, Athens Suite 100 Fishers, IN 46037 1082, Nicosia

+30 210 5193740 +44(0) 317 588 3131 +357 22 444 071 f L 4 in]


https://www.facebook.com/adacomcyber
https://www.adacom.com/
https://www.adacom.com/
https://www.facebook.com/adacomcyber
https://twitter.com/AdacomCyber
https://www.linkedin.com/company/adacom-cyber-security/
https://www.youtube.com/@adacomcybersecurity
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