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PCCW Global

Who arewe”?

PCCW Global

* Best in class
connections across the
globe linking Asia,
Europe, the Americas,
the Middle East and
Africa

e Established the
PCCW Clobal
brand in 2005

—0

e V077 Revenue:
US$4.375 billion

 Headquartered in
Hong Kong

« Founded in 1925

* Acquired Gateway
Communications,
Crypteia Networks,
Syntelligence and
\Voxclever, Console
Connect's advanced
software platform and
proprietary technology

* Separately listed on
the Hong Kong Stock
Exchange in 2011

ONS EFFORTLESS

]
6/

Offices Worldwide

55

Languages spoken

—O

« Employees: 14900

e [Leading provider of
global
telecommunications,
offering the latest voice
and data solutions to
multinational
enterprises and
communication service
providers

Leading provider of
Telecommunication
Services in Hong Kong
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PCCW Glopbal at a glance PCCW Global’

Leading technology provider, offering the latest voice and data solutions to
mMulti-national enterprises and communication service providers. Our truly
global coverage combined with local, on the ground knowledge has helped
Js build pest in class connections across the globe linking Asia-Pacific,
Europe, the Americas, the Middle East and Africa.

Our wide portfolio offer cost effective, innovative solutions that meet the
demands and challenges facing multinational businesses and government

institutions all over the world.

We offer our enterprise and service provider customers the pbest in class
oerformance based on our leading edge, next generation network design
that delivers the highest level of reliability, efficiency, security, flexipility and

quality.
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PCCW Global

MEF Awards
Best Services Ecosystem Automation Platform — 2023
LSO Connectivity Exchange of the Year — 2023
Best Wholesale Service Provider — Global 2019
PoC Award: MEF 3.0 Service Automated Commerce
Implementation 2019
PoC Award: Service Assurance Implementation 2019

Telecom Asia Awards
Most Innovative Customer Service Project 2019

Telecoms World Middle East Awards

Most Innovative Customer Service Project 2019

- oo I . JRTELECON Review
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Telecom Review Excellence Awards

Most Global Innovative Product/Service (Operator) 2022
Best Global Carrier 2020 & 2021

Best Carrier Enterprise Service (Console Connect) 2021
Executive of the Year 2021

Most Innovative Product or Service — Operator 2020
Best Carrier Enterprise Service 2020

World Communication Awards

Best Network Transformation Initiative 2022
The Platform Award (Console Connect) 2021
Smart Cities Award 2019

AN Awards 2019
SP Awards Winper!

ider of the Year alobel carrier
Global R Awards
v i ;




PCCW Global

Our Portfolio of Innovative Solutions
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PCCW Global | |
. * Built on one of the most extensive
O u r S O ‘ u J[ | O m S global fibre networks

e Delivering a new level of agility and

PCCW Global Apps Third Party Apps .

* GlobalView * Productivity e Management Self'serV|Ce Contr0|

e Security e Optimisation e Analytics . .
TR O— - * App‘,ic * Manage networks in real-time

CJAibabaCioud AWS /4 Azure e Data Centres L/ O . . .

2 Google Cloud () 1BM Cloud & Tencent Cloud - Clolld /7&)( ® Dlrect Con neCt|On to major CIOUd
. SoftWare‘O QO& %@ ! providers including: AWS, Ml_crosoft
DI o Voice/SMS Q) I Azure, IBM Cloud, Google, Alibaba

/ : 0. C \%
J |SDt—WA':I * Mobile Roaming 80+ Partners F'bl“e /’/ 3 and Tence nt
e Interne )
® . . . .
* Direct SDN integration via API
e 60+ Diverse Cable Systems - PCCW Global ¢ IntegratEd dlgltal Communlcatlons

including: network security,
analytics and productivity
applications

e consoleconnect

by PCCW Global

* Continually evolving ecosystem of
Digital Platform y & y

, users
* Online Console/API e Manage
e Configure e Analyse
e Order
e Monitor
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PCCW Global

Security services

Anti-DDoS Service

Our 14 (coo-build) + 19 scrubbing centres —which are
Distributed all around the world —ensure protection
against DDoS attacks. > 15 Thps mitigation capacity

U

Cloud Security (for SASE & ZTNA)

Clve your users a secure internet gateway,
enabling safe access to critical applications
wherever they are accessed.

)

Managed NG Firewall

Cloud WAAP Service

Reduce time and complexity with Firewall Our Managed Cloud Web Application Firewall
management & security logs consumption P (WAF) and Anti-BoT Service helps detect, monitor n
using our Managed Firewall Service. & and blockmalicious http/https web requests. N
Cloud Endpoint Security (EDR) Cloud Email Security

Endpoint detection and response (EDR),is ‘;:_ An advanced cloud-based solution designed to defend your

an integrated endpoint security solution that

combines real-time continuous Mmonitoring and
collection of endpoint data with rules-based automated
response and analysis capabilities,

business against email-borne attacks,
and help minimise the risk of email compromise.

6

SOC as a Service

Complement your existing security measures

and controls with our next-generation threat intelligence
and machine-learning platform as well as Incident
Response Team.

IIII_CD

Consulting Services

« Network and Security Assessment
« Network (WAN & LAN) Redesign
 Building a NG-SOC
 Penetration Test
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PCCW Global

Consolidated Managed Security Services via Console
Connect/PCCW Global's self-service Portal
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Nntroduction to Console Connect

We connect you to:

CLOUDS: Enhance your cloud connectivity with direct
connections to all of the world's leading cloud providers.

e W s o | DATA CENTRES: Extend your network reach to more than
- D & = 900 data centres in over 60 countries.
. T ey | WP 4 Comnetions v BUSINESS PARTNERS: Interconnect seamlessly with
. s s E— other business partners and services through
. crs I MeetingPlace.
: om0t v INTERNET EXCHANGES: Experience high performance
peering with some of the world's leading Internet
o T Exchanges.
- . v' INTERNET OF THINGS: Global 10T connectivity from edge
o to cloud, all managed and orchestrated by the Console
Connect platform.
v INTERNET ON-DEMAND: Access our leading business
internet service whenever / wherever you need it.
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e consoleconnect

Console Connect platform nNosts Secumy

Consolidated Portal for Security Customers
Asset Inventory for security, including service, ,
devices (physical/virtual), location, users &
groups, support info i
Monitoring / Reporting Dashboard provwdmg N
statistics & graphs at service, device,
iNnterfaces, path monitoring evel ‘
On-line orderi Nng ) 26.00%
On-line pre-provisioning (customer specific :
requirements gathering) Py g v
On-line Customer Change Requests o

342K 13306K 354K
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PCCW Global

Consolidated Managed Security Services via Console
Connect/PCCW Global's self-service Portal

USE CASE: Anti-DDoS Service
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DDoS Attack

« DDoS Attack : Fake traffic, generated by hackers, from distributed sources suddenly go to the

DDoS Target.
« Targetserver/ network: itscomputing resource is overload or network bandwidth is congested.

« |mpact: The true end-users/ eyeball cannot access the targeted servers.
« Solution: Scrubbing Centers absorb the customer's traffic and filter out the DDoS traffic.

With Cloud Mitigation

Without Cloud Mitigation

The simpler, smarter way to connect



Modes of Operation

PCCW Global's Anti-DDoS service comes with three operation modes:

1. On Demand When

no DDo

- Cloud Mitigation only i‘i‘*‘ --amTRe

-  DDoS detection is carried by Customer

- Customer triggers traffic redirection to Wher
Scrubbing Centers for mitigation only when [f[‘;jf
under attack Mitige

2. Always On

- Cloud Mitigation only X raffie.

- Traffic is routed to Scrubbing Centers for ilili f’ifnt:”
inspection at all time

- Any detected DDoS traffic will be mitigated

3. Hybria When

- Cloud Mitigation + Inline IDMS .

- DDQS d.etection an‘d small vo\ume attack iiiii :'Tt;'
mitigation are carried by IDMS installed at T
customer's premises When

- For volumetric attack, IDMS will trigger R
traffic redirection to Scrubbing Centers for happens
mitigation

\x
S~

G consoleconnect ‘ PCCW Global

Internet

7
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Internet

e

Internet

@

______ 5,@

SErv
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""" o

e IDMS

Server

The simpler, smarter way to connect
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Self-Service

User Journey

e 3 Collecting Food Fat

¢

s & - menu/ price Provide the Provide the

& o - payment ordered food seating space (if
:;_w eat-in)

Collecting ADD

P Address
1. Ordering 2. Provision Module 5. Management
Module - Configure a web site under DDoS Module
- Quotation Protection - Reporting
- Order - "Collect” the ADD IP address for the
submission protected welsite

As an ADD Service Provider (Console Connect), to provide an ADD IP address and infrastructure
(Scrubbing Center)
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consoleconnect

rdering via Mcbonala App

all T -

al08 Wl T .
«Search
o
&) Double Cheeseburger™ Meal
~
i
Vi
LiMeat-  Meal Meal
Ebi Burger Ada-carte Meal  Large Meal - OCE Ca; sum:
~
g Double Cheeseburger™ ( =
’ﬁ Fries (M) >
a
' Coca-Cola®(M) (})
Ebi Burger with Pineapple
i f No add-on, thank you! )
i
Quantity
Total:
Angus Original Double Angus Original

Add Item to My Favurite

Menu Quotation

CUT COMPLEXITY

TAKE C

ONTRO

MAKE INTERCONNECTIONS EFFORTLES

11:03 -
« Search

(<) Check Out

Current selected restaurant:
Nearest home

1 Double Cheeseburger™ Meal

g 1Double Cheeseburger™
l’w 1 Fries (M)
? 1 Coca-Cola®(M)

. 1No add-on, thank you!

Subtotal HK$40.50
Total: HK$40.50
Pay with:

Choose Payment »

*Price may vary at time of purchase and original
prices can be found in merchandising materials at
your designated restaurant

Take Out

Place Order




consoleconnect

Ordering Anti-DDoS via Console Connect

€ > C A NotSecure | ity-frontend.i i | 6 &« O0&

« > c

A Not Secure |

a Dashboard > Anti-DDoS > New Anti-DDos

NEW ANTI-DDOS o

o=
- subsrpton NEW ANTI-DDOS
V) Asset Protection Plan Review Payment EE ° 1 Month 2 Months 3 Months
9 o3 Asset Protection Plan Review Payment
@ 4 Months 5 Months 6 Months
Build your protection plan Months () 24 Months @
iy & Payment
To evaluate the best Anti-DDOS service, so that we can provide the Anti-DDoS Order
best Anti-DDoS service. Learn more
Auto renewal @ One Time Charges
O ° Ves No $4295.92  Service set-up cost
One-off Charges will apply as of service activation.
@ insurance Unlimited MCA Prices in US dollars
Payment method
Clean Bandwidth () Account UID () o
nvoice
100 Mbps ° 150 Mbps 200 Mbps 292733182391012168 ~
250 Mbps 300 Mbps Terms and Conditions
I have read, understood and accept the following:
Function Plan (1)

Terms of Use;

Standard Enhanced i
(] One Time Charges The specific Terms for Anti-DDos; and

The ordering or purchase of any products or services
4714.29 up cost through this online account is subject to: () any existing
One-off apply as of service activation. service contract between PCCW Global and Customer (i.e.:
10 e esTh US dollars. the registered company); set out at
https://www.pccwglobal com/en/terms-conditions in effect

as of the date that the order
Back: Asset Next: Order details

Back: Review

Number of domains (i)

X Cancel

Menu gotation Place Order

JTLES
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Dashboard > Anti-DDoS > New Anti-DDos

NEW ANTI-DDOS

(]
Q u O ‘ a ‘ | O m Asset Protection Plan Review Payment

Build your protection plan

I.Plan —attack occurrence - |
a. Insurance — 2 attacks per month oot 5005 et e e e prOMSE RS
o. Unlimited — unlimited attack per month

Plan ()
. ° Insurance Unlimited
2. Clean Traffic
[he legitimate traffic after DDoOS traffic is Clean Bandwidth (D
filtered @ 100 Mbps 150 Mbps 200 Mbps
250 Mbps 300 Mbps

3. Function Plan
a. Standard — defined port numbper
0. Enhanced —any port numbper

Function Plan @

° Standard Enhanced

Number of domains (5)

10 @

Clean QPs (i)

4. Number of domains (protected)

5. Query Per Second (QPS)
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Service Provision via Console Connect

« Configure Scrubbing Center
« Collect the protected Anti-DDoS IP Address/Subnets

Manage configurations

Website Config Non-websites

Certificate HTTP
Domain Original Server IP Assosciated Instance IP Protocol Flood
Status )
Protecttion
HTTP port: 80 . )
www.abc.com 6.3.0.9 HTTPS port: 443 . Pending . Active
‘ Go back ‘ ‘ Add domain
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Console Connect — Anti-DDoS dashboards

Access your traffic data

Dashboard > Antl-DDoS > Monitoring

@ Monitoring Inbound Traffic

& specifications

‘ HKG(IPD) CAD902912 ~ ‘
o 700000
=
Monitor Overview Protected IP Address DDoS Alert Report On-Going Mit =
—_— 600000
500000
Prefixes protected 107 DDoS Alerts 0
400000
300000
Inbound Traffic
- ﬂ[ 200000
£ 60000
55000
s 100004

45000
40000
35000

30000 \ f | =
25000 - - ﬂ' | D I 1
mn A Y N /\/f \/ \ ;‘ 0753 0757 08:01 08:05 08:09 08:13 08:17 08:21

/ \I."

o0 M in-bps M in-pps M in-clean-bps M in-clean-pps

5000

Q
0552 05:568 06:00 06:04 06:08 06:12 06:16 06:20
M in-bps M in-pps M in-clean-bps M in-clean-pps
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Console Connect — Anti-DDoS dashboards

Feel safe under our services and inspect your traffic & devices be solid
secured

Dashboard > Antl-DDoS > Monitoring

@ Monitoring

@® Monitoring
[E] specifications

[ specifications

HKG(IPD) CAD902912 w

‘ HKG(IPD) CAD902912 - ‘
Monitor Overview Protected IP Address DDoS Alert Report On-Going Mitigation
Monitor Overview Protected IP Address DDosS Alert Report On-Going Mitigation

# IP Address Date Added Status
1 118.193.48.0/21 8 Aug 2018, 2:39 . Rejected

# P Address Reason Current Traffic Start Time Status
2 103.243.180.0/22 8 Aug 2018, 2:39 . Approved
3 103.230.216.0/22 8 Aug 2018, 2:39 @ Approved 1 103.97.1.183 UDP flood 6977.104 bps 19 Dec 2022, 7:44 . Ended
a 43.249.28.0/22 8 Aug 2018, 2:39 @ ~pproved

2 173.249.184.82 UDP flood 3951.333 bps 19 Dec 2022, 741 . Ended
. 45.112.204.0/22 8 Aug 2018, 2:39 . Approved
” R —_—_— S RiisaiE P qr— 3 103.97.1.91 UDP flood 7064.019 bps 19 Dec 2022, 7:24 ® cnded
7 103.60.220.0/22 8 Aug 2018, 2:39 @ Approved

4 173.249.18411 UDP flood 7848.008 bps 19 Dec 2022, 7:20 . Ended
8 45.120.152.0/22 8 Aug 2018, 2:39 . Approved

1-4 of 4
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e consoleconnect

MASTER
CONCEPT

Console Connect
MeetingPlace is where
connecting to clouds,
iNfrastructures and
applications begins.

Discover, connect and
ouy and sell services
from business-critical
services and partners,
including Security

22
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by PCCW Global

The simpler, smarter, more
secure Way to connect _

Ensure your network and mission-critical data is protected
at all times with our range of security services.

Security services by Console Connect

Meet us at

Managed Cloud WAF Anti-DDoS
Firewall Service Service
Cloud Security Cloud Email Cloud Security BO Ot h 25
for SASE Security for ZTNA

KONSTANTINOS PANAGIOTOPOULOS
Security Solutions Consultant
Kpanagiotopoulos@pccwglobal.com

Questions & Answers
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e consoleconnect
THANK YOU!
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AUSTRALIA SINCAPORE

Level 3 | 200 Mary Street | Brisbane QLD 4000 | Australia 6 Temasek Boulevard | #41-04A/05 | Suntec Tower Four | 038986 | Singapore
UNITED KINGDOM HONG KONGC

6/F Exchequer Court | 33 St. Mary Ax | London EC3A 8AA | UK 20/F, Telecom House | 3 Gloucester Road | Wan Chai | Hong Kong

FRANCE WAYRVANN

5/F 223 Rue Saint-Honoré | 75001 Paris | France 3rd Floor | Marunouchi Trust Tower Main | 1-8-3 Marunouchi | Tokyo 100-0005 | Japan
GREECE SOUTH AFRICA

340 Kifisias Avenue/340 Olimpionikon | Neo Psychiko 154 51| Athens | Greece Building 12 | 1 Woodmead Drive | Woodmead | Johannesburg 2191 | South Africa
UNITED STATES — EAST COAST UAE, DUBAI

Unit 3120 | 31/F Empire State Building | New York | NY 10118 | USA Office 401 & 408 | Level 4 | Arjaan Business Tower| Dubai Media City | Dubai

UNITED STATES — WEST COAST
201 Redwood Shores Pkwy | Suite 175 | Redwood City | CA 94065 | USA

securitysales@pccwglobal.com

in f sales@consoleconnect.com
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https://www.linkedin.com/company/consoleconnect/
https://twitter.com/ConsoleConnect
https://www.instagram.com/console_connect/
https://www.consoleconnect.com/
https://www.facebook.com/ConsoleConnect/
mailto:sales@consoleconnect.com

