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ISC2

ISC2 = International Information Systems Security Certification Consortium, established in 1989
Non-profit consortium of information security industry leaders 

Supports security professionals throughout their careers 

Global Standard for information security: (ISC)2 CBK®

Over 330,000 members, associates, candidates; over 170 countries 

300 members in Greece, established in 2015



Cyber Wars – Live Cyber Attacks Map 



What is Cyber Resilience?

• Preparation for Cyber Threats

• Prompt Response to Cyber Security Incidents

• Recovery from Cyber Attacks

• Adaptation to existing and new Cyber Threats



Who are the Guardians of the Digital Galaxy?



We are the Guardians of the Digital Galaxy!



Cyber Resilience Framework
• Identify – Rating Cyber Risks

• Protect – Apply Security Controls

• Detect – Advanced Monitoring

• Respond – Effective Incident Response

• Recover – Restoration of Business Functions

• Govern – Manage, Review & Adapt



Netflix Chaos Engineering Strategy for Resilience 



Cyber Exposure Threat Management 
for Cyber Resilience 

• External Attack Surface Management

• Cyber Asset Attack Surface Management

• Risk Based Vulnerability Management 



Breach & Attack Simulation
for Cyber Resilience 

• Automated Tools with updated Real-world Tactics 

• Early Identification of Cyber Risks & Mitigation

• Risk Minimization of Cyber Attacks through continuous testing



Thank you & May the force of 
Cyber Resilience be with you!

Spiros Kyriacopoulos
BoD Events Officer ISC2 Hellenic Chapter
Senior Cyber Security Consultant Pylones Hellas
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