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Software product supply chain
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The software product supply chain problems…
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…carry on with more sophistication 
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 Enhance the security of the software supply chain

 T hird pa rty s oftw a re us ed by the F edera l G overnment is  
func tioning s ec urely

 NIS T  s ta nda rds  a nd guida nc e a s  c omplia nc e 
prerequis ites  

 C ritic a l vs  Non- C ritic a l s oftw a re c la s s ific a tion

E xec utive Order 14 0 28

 May 2021: E xec utive Order on Improving the 
Na tion’s  C ybers ec urity

 E nha nc e the s ec urity of the s oftw a re s upply c ha in

 T hird pa rty s oftw a re us ed by the F edera l 
G overnment is  func tioning s ec urely

 NIS T  s ta nda rds  a nd guida nc e a s  c omplia nc e 
prerequis ites  

 C ritic a l vs  Non- C ritic a l s oftw a re c la s s ific a tion

 September 2023: c omplia nc e w ith NIS T  
guida nc e required for a ll third- pa rty s oftw a re 



 Ensure that software meets essential 
c ybers ec urity requirements  before been s old on 
the E uropea n ma rket.

 Appropria te level of c ybers ec urity ba s ed on the 
ris ks

 Delivery w ithout a ny know n exploita ble 
vulnera bilities

 P roa c tive vulnera bility ma na gement 

 P la c e produc t s ec urity obliga tions  to s oftw a re 
ma nufa c turers  a nd importers  
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Cyber Resilience Act
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Cyber Resilience Act

10 P i

20 23 20 24 20 25 20 26 20 27

Legislation 
approval

Reporting 
obligation in force

Full 
legislation 
into force

24months
36 months



How Netcompany can help
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How Netcompany can help
 Strategy & Roadmap Development
 Maturity Assessments
 Culture, Awareness, Readiness 

Development
 ISMS Framework Design
 Compliance Assessments & Advisory
 Cybersecurity Policies & Procedures
 Security Plans & Studies
 Security Risk Assessments
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How Netcompany can help

 Security Architecture Design
 Cyber Threat Intelligence
 Cloud, Network & Host Security 

Solutions
 Next Generation Security Solutions
 Logging & Monitoring Management
 Identity Management
 Privileged Access Management
 Encryption Solutions
 Intrusion Detection & Prevention
 Hardening Services
 Secure Configuration
 DB & Web Application Security
 GRC Solutions
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How Netcompany can help
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 IT Security Audits
 Cybersecurity Assessments
 Data discovery & classification
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How Netcompany can help

 Secure SW Development Advisory
 SW Security Assurance & Assessments
 SW Security Architecture Reviews
 Third-party SW Assurance
 CI /CD Security Assessments
 Secure SW Development Education
 Secure Code Review
 DevSecOps Tools & Services
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How Netcompany can help

 Continuity Strategy & Roadmap 
Development

 Continuity Status Assessments
 Business Continuity Trainings & Awareness
 BCMS Design, Development & 

Implementation
 Disaster Recovery Design & Assessments
 BCM and DR Alignment
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How Netcompany can help
 Cybersecurity Operations & Administration
 CISO / DPO / BC Officer as a Service
 DevSecOps as a Service
 Network Policy Management
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