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Hybrid environments are at their vulnerable point.

Storm-0501: Ransomware attacks
expanding to hybrid cloud environments

By Microsoft Threat Intelligence

"Storm-0501 is the latest threat actor observed to exploit weak credentials and over-privileged
accounts to move from organizations’ on-premises environment to cloud environments. They stole
credentials and used them to gain control of the network, eventually creating persistent backdoor
access to the cloud environment and deploying ransomware to the on-premises. Microsoft
previously observed threat actors such as Octo Tempest and Manatee Tempest targeting both on-

premises and cloud environments and exploiting the interfaces between the environments to
achieve their goals”
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British engineering giant Arup revealed as /| Used For Social Engineering. Fraudsters Vimic
$25 million deepfake scam victim CEQ’s Voice in Unusual Cybercrime Case | WSJ

Whoever was behind this incident appears to have used Al-based software to successfully mimic the German
executive’s voice by phone. The U.K. CEO recognized his boss’ slight German accent and the melody of his voice

Hong Kong police said in February that during the elaborate scam the employee, deepfake technology is improving rapidly and becoming increasingly

a finance worker, was duped into attending a video call with people he believed  ¢qst-effective and accessible. It is essential for enterprises to reassess

were the chief financial officer and other members of staff, but all of whom your threat model to account for the potential risks posed by

turned out to be deepfake re-creations. The authorities did not name the
deepfakes.
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Critical systems & Difficulties in mapping and Security for Privileged
protocols that don’t protecting Service Access is partial and often
support MFA Accounts bypassed

Especially resources that Most companies don’t know where Many privileged accounts are
authenticate to Active Directory, their service accounts are being difficult to onboard into traditional
including command-line interfaces used, and struggle to protect them PAM. Also, users often check out the
(e.g. PowerShell), legacy systems, at scale without breaking credentials and bypass it anyway.
file shares, IT/OT infrastructure and applications.

more.

Gaps in discovery & visibility

You can’t protect what you don’t know about. This is especially difficult in complex, hybrid environments.
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Stage 1: Security as a “feature” -
AV often came with the endpoint

Endpoints
(Apple, Lenovo, HP, etc.)
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Stage 2: Dedicated point solutions -
Antivirus, DLP, Sandbox, etc.

Endpoints
(Apple, Lenovo, HP, etc.)
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Stage 3: Platforms -
Protecting endpoints holistically

Stage 1: Security as a “feature” -
Local features from each cloud provider

Endpoints Cloud providers
(Apple, Lenovo, HP, etc.) (AWS, Azure, GCP, SaaS apps, etc.)
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Stage 3: Platforms -
Protecting endpoints holistically

Stage 2: Dedicated point solutions -
CWPP, CSPM, Container security, etc.

900909

e —————————

Endpoints Cloud providers
(Apple, Lenovo, HP, etc.) (AWS, Azure, GCP, SaaS apps, etc.)
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Stage 3: Platforms - Stage 3: Platforms -
Protecting endpoints holistically Protecting the cloud holistically

Stage 1: Security as a “feature” -
Local features from each IAM provider

Endpoints Cloud providers IAM providers
(Apple, Lenovo, HP, etc.) (AWS, Azure, GCP, SaaS apps, etc.) (AD, Entra, Okta, Ping, etc.)
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Stage 3: Platforms - Stage 3: Platforms -
Protecting endpoints holistically Protecting the cloud holistically

Stage 2: Dedicated point solutions -
MFA, PAM, NHI, ITDR, ISPM, etc.

900909

————————_T——————————

Endpoints Cloud providers IAM providers
(Apple, Lenovo, HP, etc.) (AWS, Azure, GCP, SaaS apps, etc.) (AD, Entra, Okta, Ping, etc.)
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Stage 3: Platforms - Stage 3: Platforms - Stage 3: Platforms -
Protecting endpoints holistically Protecting the cloud holistically Protecting identities holistically

—————————*—————————————-

Endpoints Cloud providers IAM providers
(Apple, Lenovo, HP, etc.) (AWS, Azure, GCP, SaaS apps, etc.) (AD, Entra, Okta, Ping, etc.)
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IAM providers
(AD, Entra, Okta, Ping, etc.)
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|IAM Infrastructure

Active Directory Other on-prem solutions Cloud IdPs Cloud Infrastructure SaaS apps
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Example: Mapping all the different identities and building an access graph of a specific user

Entra ID Applications (123)




Example: Discovering, analyzing and protecting non-human identities across all environments
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Non Human Identities (NHI) Identity overview
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