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The Crown jewels of OT...
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Operational Technology (OT)
makes the World move!

Cyber-Physical Systems (CPS) are
core value providers.

People's Safety and Environment are

top-ranked priorities, unlike IT
operations.

Embracmg Security beyond
compliance 1s a growth enabler and
investment’s protection.




Challenges

Setting the scenery

of vulnerabilities were deep within
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proccess.

= Insufficient remediation plan
0 of service engagements had a lack
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of visibility across OT environment.

= Cyber threats are evolving

= Digitalization increases  exposure 69(y 5 2l OF FarsarmErS alEne
o

targeted 1,171manufacturing
entities in 26 unique subsectors.

= Human Factor
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Battle -tested OT Defence

The classics

M overnance

Business Alignment, Policies & Procedures

= 1sk Assessment, Gap
Analysis

= omphance
IEC-62443, NIST 800-82r3, ISO-27019 etc.
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Asset and vulnerability management

Network segmentation — OT/IACS conscious

Continuous monitoring and incident response

Identity management (IAM/PAM) — remote access

Backup strategy (frequency, versioning, validation)

EDR

Increase awareness — people engagement



Innovation Is here

What does the future bring?

Is the classic approach enough?

= Digital Twins

= More Robots / Cobots
= OT Big data / Analytics
m AGVs

= Cloud-based PLCs

= Digital Engineering

= Predictive Maintenance
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Al integration / Cloud or On  -Prem

Advances in endpoint protection
e.g. SASE / XDR

OT/IACS vendors embrace Security
e.g. IEC-62443 -4-1




Key takeaways

1] OT Cybersecurity is a pillar for Industry 4.0

Beyond compliance:
Securing Physical Safety, Environment
and Investment

w Alone, we go fast. Together, we go further!
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Your strategic Cyber Security partner *
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Talent diversity

Our team has served as CISOs, security admins, SOC operators & OT
Experts —we understand the challenges of operationalizing and managing

¥

cybersecurity programs. - &
Poland
One-stop -shop P
o o . . s Belgium
Our team includes cybersecurity consultants, engineers, and admins, Y T —

offering end-to-end services from consulting to implementation. We design,
build, and operate your cybersecurity program.

Engagement diversity
We bring experience from complex EU, public, and private sector ' 5 o -
engagements, gaining unique insights along the way. ® RS-
= Netcompany Group
Technology acumen ) +7.700
. o . . . 6,1bn +10,5% ,

We understand the difficulties in operating cyber security solutions and Emol

1 1 Revenue (DKK) Vs LY mployees
obtain meaningful and measurable results. in 2023 yearsend 2023

We strive to customize the operating model per your requirements and in

. . . - e » Netcompany - Intrasoft
alignment with business and operational objectives.

2.1bn +20,6% 13,500

Employees

Revenue (DKK) Vs LY year-end 2023

Netcompany in 2023
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Thank you!

Christos Alexopoulos
Principal Cybersecurity Engineer (OT)
christos.alexopoulos@netcompany.com
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