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WHY WE 

FOCUS ON 

IDENTITIES, 

APPLICATIONS, 

AND DATA
the global average 
cost of a data breach, 
10% increase from last 
year$4.88M

* Mobile App Development Trends for 2024 by Maven Digital 
* Indusface State of Application Security Q3 2023
* Ponemon Institute Study
* Verizon Data Breach Investigations Report

63%
of applications contained 

flaws in the first-party code. 

While 70% had 
vulnerabilities in their 3rd 

party code.

93%
of organizations had two or more 
identity-related breaches in the last 
year



Security 
reimagined

Detect
cyber threats with AI-

powered visibility and 

real-time insights

Protect
critical assets with 

identity, data, and 

application security

Respond
quickly with 

automated threat 

containment and 

remediation
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Comprehensive 

threat hunting 

reduces alert fatigue

“Integrated security 
scanning right into the 

development cycle”

“Future-proof data protection 
with referential integrity, 

scalability, and full regulation 
compliance”

“Providing a single 
point of identity and 

access control”

“Higher quality applications 

with fewer code
vulnerabilities”

Peace of mind and high-

quality protection from 

ransomware

Consolidated email 

security and compliance 

archiving for HIPAA



A perspective problem
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How Is Core Adversary Signals Intel Different Then Traditional Threat 
Intel?

Traditional threat intelligence tells 

you what MIGHT happen based on 

what HAS happened to others. 

 Core Adversary Signals tells you 

what IS happening to you based on 
the adversary's signals

Generic

Specific
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Core Adversary Signals

MultiSpace Analysis
FARSPACE
Core Adversary Signals Base Service

• Global Signals
• X-Headers Inspection
• pDNS
• Honeynets
• Botnet Interception Fabric
• Open Ports
• OS Fingerprint

• Suspicious Remote Access
• Suspicious Tunneling
• Unexpected Protocols
• JA3, JA2
• X509
• BGP Snapshots
• BGP Peer Re-Calculation

MIDSPACE (coming soon)
Core Adversary Signals Partner (optional)
or User Provided

• Layer 7 Flow
• ETA
• NTA/NTR
• TLS/SSL Decryption*

• X-Header Analysis
• User Agent String
• Adversary Path Profiling

NEARSPACE
Integration with SIEM (optional)

• Event Logs
• Meta-Data 
• Telemetry
• Instrumentation

• ETDR / EDR
• NTR
• Other context



7OpenText ©2024 All rights reserved

Telco 1

Wide Area Network

Shift Further Left in the Attack Cycle
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Shift Further Left in the Attack Cycle

Indicators 

of Attack
IoA

Warnings of Attack

Warnings of Compromise
WoA

WoC

Findings

Interior

(Near Space)
Exterior

(Far-Space)

Indicators of 

Compromise
IoC

CAS
SOC/

SIEM
SOC 

Efficiency
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Nation 

announces 

material support 

for the Ukraine 

Response seen with 

Killnet, Gumblar and 

Amadey
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CAS Backscatter Traceback 

Process
• Government employees across 

departments had widespread account lock 

outs

• They wanted the following answers from 

Core Adversary Signals

• Who was behind the attack?

• Russia

• China

• DPRK (North Korea)

Nation State Example
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Insights being seen from Core Adversary Signals

The results from all perspective customers have shown;

• Blind spots in their cyber posture.

• Surprised by the Adversary’s targeting them.

• Visibility of data exfiltration  and C2 activity.

• How Geopolitical activities impact their Cyber Security.

• Adversarial campaigns are easily visualized and analyzed.

• Specific Assets are being targeted

• Often the attacks are described in gross terms or applied in a 

general way.  Core Adversary Signals changes their viewpoint.

• Core Adversary Signals is showing directly which assets 

are being targeted;

• For example:

▪ Cloud Compute Resources.

▪ Exposed OT/SCADA.

▪ Executives and Employees directed targeted.

• Core Adversary Signals helps to visualize how different 

attacks/attackers work in concert together
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How is Core Adversary Signals Delivered:

BRIEFINGS AND NOTIFICATIONS STREAM

CUSTOMER ENVIRONMENT

SIEM

CUSTOMER OPERATIONS

Core Adversary 

Signals SaaS

Core Adversary Signals  Portal 

(*TBD)
Core Adversary Signals Portal 

(*TBD)
Core Adversary 

Signals Global Signals
Support

Cyber Defence Systems

Feature Core 

Advers

ary 

Signals

100% SaaS based Managed Service ✓

Nothing deployed on Customer Environment ✓

Integrates to your current SIEM ✓

Security Value in Days ✓

Detect New attacks and Adversaries ✓

Team Helios Quarterly Threat Hunting Included ✓
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Core Adversary Signals

MultiSpace Analysis
FARSPACE
Core Adversary Signals Base Service

• Global Signals
• X-Headers Inspection
• pDNS
• Honeynets
• Botnet Interception Fabric
• Open Ports
• OS Fingerprint

• Suspicious Remote Access
• Suspicious Tunneling
• Unexpected Protocols
• JA3, JA2
• X509
• BGP Snapshots
• BGP Peer Re-Calculation

MIDSPACE (coming soon)
Core Adversary Signals Partner (optional)
or User Provided

• Layer 7 Flow
• ETA
• NTA/NTR
• TLS/SSL Decryption*

• X-Header Analysis
• User Agent String
• Adversary Path Profiling

NEARSPACE
Integration with SIEM (optional)

• Event Logs
• Meta-Data 
• Telemetry
• Instrumentation

• ETDR / EDR
• NTR
• Other context
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How are we different?

Current Threat 

Detection

VS

OpenText Threat 

Detection

• Rules and thresholds

• Supervised Machine Learning

• Behavioral Analytics leveraging unsupervised 

Machine Learning

• Detection within context of individual systems • “Big picture” detection spanning telemetry sources

• Different entity representations across systems • Inference-based entity resolution

• Rigid risk scoring with unbounded risk scores

• Risk scoring based on behavioral signals AND 

entity relationships

• Normalized risk scores (0-100)

• Human-led manual threat hunting • Machine-led automated threat hunting

• SOC analysts “swivel chair” between siloed 

solution consoles
• Seamless integration with existing tools

• What MIGHT happen based on what HAS 

happened

• What IS happening based on signals within and 

outside the organization
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Aggregating behaviors for entity risk

Ann Funderburk works at an unusual hour for her 15

… and accesses shares that she and her peers do not usually access 65

… and takes from a folder on a share an unusual number of times for that folder 80

… and moves a significantly high volume of data than normal for her 96

… VPN’s in from China and she doesn’t normally do that 46
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IOC representing suspicious patternCorrelated behavioral anomalies & alerts

Automated Threat Hunting with

Behavioral Threat Indicators

Unusually long command line

Unusual process

Communication with malicious IP address

Unusual number of processes created

+

+

+

Remote Malware 

Execution
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Automated Threat Hunting with Behavioral IoCs

IOC representing 

suspicious pattern of 

unusual behavior

Correlated behavioral 

anomalies & alerts
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