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* Mobile App Development Trends for 2024 by Maven Digital
* Indusface State of Application Security Q3 2023

* Ponemon Institute Study

* Verizon Data Breach Investigations Report
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How Is Core Adversary Signals Intel Different Then Traditional Threat
Intel?

—

Traditional threat intelligence tells
you what MIGHT happen based on | Generic
what HAS happened to others.

Core Adversary Signals tells you
what IS happening to you based on
the adversary's signals -

- Specific
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Core Adversary Signals
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Shift Further Left in the Attack Cycle
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Shift Further Left in the Attack Cycle

Findings
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Exterior Interior
(Far-Space) (Near Space)
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All Adversary Campaigns Timeline
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Nation State Example

CAS Backscatter Traceback

* Government employees across

departments had widespread account lock Process
outs
* They wanted the following answers from CYDNA Backscatter Taceback Process

Core Adversary Signals
* Who was behind the attack?

* Russia
* China
* DPRK (North Korea)

NOTE: Tier 1 is typically not an “exact” but a directional match

Tor Entry
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Insights being seen from Core Adversary Signals

The results from all perspective customers have shown;

* Blind spots in their cyber posture.
» Surprised by the Adversary’s targeting them.
* Visibility of data exfiltration and C2 activity.
* How Geopolitical activities impact their Cyber Security.
* Adversarial campaigns are easily visualized and analyzed.
* Specific Assets are being targeted
* Often the attacks are described in gross terms or applied in a '
general way. Core Adversary Signals changes their viewpoint.
* Core Adversary Signals is showing directly which assets
are being targeted,
* For example:
= Cloud Compute Resources.

= Exposed OT/SCADA.
= Executives and Employees directed targeted.

* Core Adversary Signals helps to visualize how different
attacks/attackers work in concert together
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How Is Core Adversary Signals Delivered:

CUSTOMER OPERATIONS

CUSTOMER ENVIRONMENT

Core
Advers

ary
Signals

100% SaaS based Managed Service v STREAM

Nothing deployed on Customer Environment Signals SaaS

ore Adversary Signals Porta
*TRN
ore Adversary Signals Porta

* TR

Integrates to your current SIEM
Security Value in Days
Detect New attacks and Adversaries

Core Adversary Support
Signals Global Signals upp

SNEBE N\ s

Team Helios Quarterly Threat Hunting Included

Cyber Defence Systems
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Core Adversary Signals
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How are we different?

Current Threat
Detection

* Rules and thresholds
« Supervised Machine Learning

OpenText Threat

Detection

Behavioral Analytics leveraging unsupervised
Machine Learning

» Detection within context of individual systems

“Big picture” detection spanning telemetry sources

» Different entity representations across systems

Inference-based entity resolution

* Rigid risk scoring with unbounded risk scores

Risk scoring based on behavioral signals AND
entity relationships
Normalized risk scores (0-100)

* Human-led manual threat hunting

Machine-led automated threat hunting

« SOC analysts “swivel chair” between siloed
solution consoles

Seamless integration with existing tools

What MIGHT happen based on what HAS
happened

3 opentext-

What IS happening based on signals within and
outside the organization
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Aggregating behaviors for entity risk

... and moves a significantly high volume of data than normal for her

... and takes from a folder on a share an unusual number of times for that folder

... and accesses shares that she and her peers do not usually access 65

... VPN’s in from China and she doesn’t normally do that 46

Ann Funderburk works at an unusual hour for her
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Automated Threat Hunting with
Behavioral Threat Indicators

Unusually long command line

+

Unusual process

Remote Malware
+ — .
Execution

Communication with malicious IP address

+

Unusual number of processes created

Correlated behavioral anomalies & alerts |OC representing suspicious pattern
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Automated Threat Hunting with Behavioral 10Cs

0penteXt ‘ Core Threat Detection and Response CE25.1 Behavioural Indicator o Explore events Explore incidents

C

I OC rep rese ntl ng jana.lynch.01578@interset.udg.ca '°° exhibited anomalous behaviour that could be indicative of a
remote malware execution. The behaviour included usage of a rare process hydra, communication with

Sus p I CIO us patte rn Of malicious IP 5.42.65.34 and extremely anomalous volume of process 'created' events within a short
. period of time.
unusual behavior
v Hide Correlated Alerts

Search results by time and categor W

Alerts: September 27, 12:00 AM to Octo

jana.lynch.01578@interset.udg.ca '°° has a slightly higher than expected length of a command
line entry for a command "b90fa90fa2962f49a1b20d2d3f7a93c9". The command
*b90fa90fa2962f49a1b20d2d3f7a93c9" typically has length 111.53, and at most expected to have
length 207.53; however, this entry has length 6542.

It was very unusual that jana.lynch.01578@interset.udg.ca '°° used a process hydra, which has

only been used on 1 day by jana.lynch.01578@interset.udg.ca '%°.
Top Risky Users

Correlated behavioral _.
ano m al I eS & al e rts 192.168.90.42 and 5.42.65.34 triggered a violation under the runle Communication with Malicios

IP (Malware MetaStealer)

jana.lynch.01578@interset.udg...

jana.lynch.01578@interset.udg.ca '°® has a significantly higher volume of process "Created"
events compared to normal. Typically jana.lynch.01578@interset.udg.ca '°° has 338.97 process
“Created" events in an hour, and has at most 9263.97 process "Created" events in an hour;
jana.lynch.01578@interset.udg.ca '°° however, has 72315 process “Created" events recorded in
this hour.
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