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2020 - 2021 - 2022 - 2023 - 2024 - 2025

consecutive years
The State of Cybersecurity

• Since 2020
• Vendor independent
• Understanding Cybersecurity Challenges, Trends, & Strategies
• By Professionals of Private and Public Sector 
• University, Tech Media, and Experts Supported

TSoC Snapshot: 
Scope, Participants, & Supporters

250 -300 Participents



Who participates in the 
research?

How many employees work at your company?
• 2020 – Over 250: 38%
• 2021 – Over 250: 45%
• 2022 – Over 250: 10%, Over 500: 30%
• 2023 – Over 250: 10%, Over 500: 34%
• 2024 – Over 250: 8,9%, Over 500: 32,7%

from the Technical Department.

from Large Enterprise Sector.

Over 26%

Over 40%

Let’s meet 
the participants



Patricipants
• 26,2% from the Technical Department
• Over 40% from Large Enterprise Sector
• 49% from IT industry & 12% from Public Sect

The State of Cybersecurity 2024
Participants, Scope, Trends

https://www.pylones.gr/the-state-of-cybersecurity/

CHECK THE RESULTS OF PREVIOUS YEARS 

Focused on
Ai

Protection 



Have you ever encountered a cyber threat or a security breach within 
your digital or computerized systems?  

1/3             1/4
of companies experience 
cyber attacks

Cyberattacks on Companies 
over the years 

2020 2023 2024

2020 2024



Top Cybersecurity Risks

Compromised 
employee credentials: 
2020 -> 69%
2023 -> 18%
2024-> 24%

Main risk 
types remain 
consistent 
over the years

2020

2022

• Phishing: 59%
• Malware: 56%
• Theft of sensitive data: 54%

2021

2023

• Theft of sensitive data: 63%
• Phishing: 62% 
• Malware: 61%

• Malware: 47%
• Phishing: 38%
• Theft of sensitive data: 32%

• Malware: 36%
• Phishing: 32%
• Theft of sensitive data: 19%

2024 • Malware: 33%
• Phishing: 43%
• Theft of sensitive data: 39%



Timeline Post-Cyberattack

2023

2024

“Increased investment in 
Business Continuity and 

Incident Response Retainers 
may lead to improved recovery times.”

2020

2022

2021

2022
Less than 3 days ........... 29.96%

Less than 1 week ............  25.74%
Less than 1 month .............  16.04%

1 to 3 months .............   9.70%
Up to 3 months .............  2.53%

2023
29.29% 
27.69% 
14.19% 
8.01% 
6.86%

vs 2024
35.89% 
38.71% 
18.15% 5.
5.24% 
2.02%

vs



Cybersecurity Plan Barriers

2020

2021

2023

2024

2022
Understaffing ........... 35,02%
Cyber - Budget .......... 29,11%

Employee Training........... 27%

2024
54,03% 
43.15% 
34.66% 

vs

"Why do so many still report
Νo Τraining?"

vs2023
43,71% 
32.95% 
30.66% 



• Εmail security and Protection
• DLP
• Firewalls

Cybersecurity Investment 
Priorities

2020 - ΙΤ Security Awareness Training: 26%, Firewall and Network Protection: 25%, Cloud Security: 20% 

2021 - ΙΤ Security Awareness Training: 41%, Firewall and Network Protection: 35%, Cloud Security: 32%, Identity and Access Management (IDaaS): 31%

2022 – Email security and Protection: 32%, IT Security Awareness training: 31%, Firewall and Network Protection: 25%, Cloud Security: 25%, DLP: 22%

2023 – Cloud security: 26%, IT Security Awareness training: 24%, Firewall and Network Protection: 21%, Email security and Protection: 20%, DLP: 18%

2024 – Email security and Protection: 22%, DLP: 19.5%, Firewall and Network Protection: 18,5%,  IT Security Awareness training: 18,5%, Cloud security: 17%

Τhe top 3 investment solutions

• Cloud Security 
• Data Loss Prevention (DLP) 

Added at high rates in 2023 & 2024



Increase tied to EU's 
NIS1 and NIS2 

directives since 2016, 
expanding regulatory 

scope across 18 sectors.

A glance at Cyber Budget

How did your company's IT security budget (cyber-budget) change over the 
past 12 months?

• 2021 - Increased: 44%
• 2022 - Increased: 51%
• 2023 - Increased: 57%
• 2024 - Increased: 52%

Unofficial rule suggests companies allocate 
7%-10% of IT budget to cybersecurity, 

varying by risk exposure, potential 
cyberattack costs, and overall budget.

https://www.enisa.europa.eu/topics/cybersecurity-
policy/nis-directive-new

https://www.enisa.europa.eu/topics/cybersecurity-policy/nis-directive-new
https://www.enisa.europa.eu/topics/cybersecurity-policy/nis-directive-new


Top Results

The State of Cybersecurity 2024
Participants, Scope, Trends

https://www.pylones.gr/
the-state-of-cybersecurity/CHECK THE RESULTS OF PREVIOUS YEARS 

Understaffing and 
inadequate or lack of 

training.

1/3
would invest in cloud 

security among 
cybersecurity areas

Plan to invest in 
email security and 

protection.

Recognize risks 
related to cloud 
environments.

1/3
would invest in cloud 

security among 
cybersecurity areas

Cybersecurity 
investments reduced 
cyberattack impact.

More protection, less risk.



• Focus on AI t o  e nhance  
se curit y m e asure s  and  
d e t e c t  t h re a t s

Αnd win a reMarkable 2 worth €600

The State of Cybersecurity 2025
Participants & Scope

SCAN & TAKE SURVEY 

Targeted & limited
Audience



Special thanks to
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