Ivanti Neurons - DEX: Breaking Down
Barriers Between IT & Security
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History of Ivanti

Greater than the sum of its parts
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Ivanti Neurons is
the platform
purpose-built
for IT & Security

= Critical insights and data
= Intelligent Al and automation
» Risk prioritization and remediation

= Elevated digital employee
experiences
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IT & securlty share go_als In 2024, starting to align on
but al_'e not yet fU"y allgned operational efficiency and productivity
on priorities

| clo ] ciso

Increasing operational
efficiencies and productivity

1

Driving growth

Optimizing or reducing costs

Digital business acceleration

Reducing risk

Increasing revenue

Improving customer experience

Priorities & Opportunities for the C-Suite in 2024 (evanta.com



https://www.evanta.com/resources/cxo/blog/key-priorities-and-opportunities-for-the-c-suite-in-2024

Key finding:

Ongoing digital
friction not only affect
productivity, they also
affect workplace
satisfaction and
morale.

At least once per month,
office workers experience

& &

Slow network Poor device
connection: 53% performance: 48%

Poor app Too many tools
performance: 48% required to do
job: 45%



Root causes of IT and Security misalignment

=

Disparate data sources Lack of consistency when Gap between user
impairs informed it comes to measuring experience and what
decision making IT services provide
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How lvanti’s DEX solution differentiates

Artificial Intelligence

Anomaly detection
GenAl sentiment survey summarization
Sentiment analysis

Zero Impact Troubleshooting

Analyst troubleshooting tools to
resolve end user device issues for
level 1

Low/No Code Automation
Low, no code Al-driven automation
platform with ootb bots and build your
own to fulfill vast array of use cases
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Discovery, Exposures &
Spend Intelligence

Patented Asset Discovery
technology, security exposure
aggregation and software spend
intelligence

Remote Control

Extensive troubleshooting
workspace including agent-based
and agentless remote control
functionality

Platform approach

Market leading solution portfolio
across IT & Security Operations
Native integration to adjacent
capabilities in security, service and
mobility/modern management



Real-world bot use case examples

Cyber Hygiene

Routine Reboots

Remove unexpected local admins

Clean out unused user profiles

Identify devices with missing disk encryption
Devices with out-of-date/missing Antivirus

Location compliance

Observability

Device experience survey
Green IT Survey

Devices with DEX issues
Synthetic monitoring

Login and bootup times
Remote vs Office device report

Devices with AD trust errors
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Issue Prevention

= Remediate low disk space

» Upcoming certificate expiry

= Battery degradation response

= Devices with predictive disk failure
= Post patch actions

= UWP /browser/ DNS cache clean-up

Analyst Acceleration

= Run Diagnostics suite and report findings
» Test and report device performance

* Repair MS Office

= Clear print spooler

» Create and populate ITSM ticket with
diagnostic info

= |nstall/Uninstall software

= Message user(s)

Self-Healing

Heal Hosts File

Trigger Time sync

Heal stopped / crashing services/processes
Install missing 3™ party agents
Deploy/repair/clean up VPN software

Resolve printer issues

Administration

= Enrol device in MDM

= Windows 11 Compatibility

= Remove legacy management agents
= Trigger OS update

= Network drive mapping

= Fast Startup configuration

» Trigger software installation



How DEX bolsters Patch Management

Downstream
validation

No asset left
unpatched and
exposed

Rollback isn’t
a simple click
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Risk-based patch
management



Benefits of lvanti Neurons for Patch Management

Transition from
on-premises to
cloud patch
management

Proactively patch
against active
exploits

Achieve faster SLAs
with patch reliability
and trending
insight

Streamline patch
management
processes
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Patch Management

Vulnerability Risk-based Patch
Risk Rating Patch Reliability
Experience

Continuous Heterogeneous Risked-based

Remediation Platform Reporting
Out-of-the-box Support
Integration Breaking down Compliance
with Barriers between and SLA

Vulnerability IT & Security Tracking

Scanners

]
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ER Windows deployment behavior

Routine maintenance

deal for routine patching (e.g. monthly Patch Tuesday patching).

After Patch Tuesday

Executes

Configure this task

Priority updates

Ideal for updates that need faster update cadences (browsers, communications apps).

Daily

Executes

Configure this task

Zero-day response

deal for responses to emergencies, which must be deployed as fast as possible.

Draily
Executes

Configure this task



“Beyond compliance: elevating cybersecurity as business
strategy” : Better Experiences Lead to Better Outcomes

Digital

® Employee ®
Productivity @ Experience - Profitability
Patching
® O
B) A E

Employee Retention

Customer

Security
Satisfaction
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Endpoint Management Exposure Network
and Security Management Security
Transforms help desks and Streamlines IT operations, Enables identification, Enables scalable protection in
support teams into strategic simplifying device management prioritization and management challenging threat landscape
business enablers complexity in organizations to acceptable risk levels
IT Service Management _-;.i Discovery / Inventory e~ Risk-based Vulnerability Application Delivery Control
o "% Management o
IT Asset Management App & OS Distribution N Network Access Control
. 0 . ‘D Discovery -
Al-Guided ITSM Modern Device Management & Secure Access Management
. . Patch Management
Enterprise Workflows ] Configuration e % Secure Access VPN
40 . External Attack Surface
Digital Employee Experience 8" Automation © Management % Zero Trust Access
Management Digital Employee Experience ey -
& Application Security Posture &7 Scalable Cloud Security

Management

Reports & Dashboards Management

Bitlocker Key Management O

Self Service s Enterprise Workflow Management

Intelligent Automation

. 3
& Software License Mngt
S @ Security Operations Management

) ) = Patch Management
Extensible Integration Platform «  Exposure Aggregation
Application Management
T Privilege Management
! Remote Control
=9

Environment Management

Ivanti Neurons Platform

=1 Login Experience @ Navigation and App Switcher | Analytics, Dashboards & Reporting ICE]| Unified Agent Management & Policy

/ﬁ\ Home Page Experience 4@% Unified Role-based Access Control & Machine Learning / Al E';e_]' User Management



Thank You
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