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Cromar Insurance Brokers

« 25 years of presence in the Greek market

« As insurance and reinsurance brokers with an international presence, we
have direct access to the Lloyd's of London market and other specialized
markets through binding authorities or distribution contracts for their
products.

« Specialised in providing Digital Risks Insurance solutions and insurance
coverage for technology companies

« Innovation awards from Lloyd's and other institutions
« Cromar Innovation Lab for Digital Risks Award
« Cyber Security Award 2024 for the Cyber Secure Solution

« Participation in the European project SECONDO (Cybersecurity and Cyber
Insurance Relationship)

Hellenic Cyber Security Team Supporter
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2024 Cyber Insurance Market Overview

Cyber insurance market projected to grow to $22.5 billion globally by 2025

Ransomware: Global ransomware damages expected to exceed $20 billion in
2025

Top risks include ransomware, phishing, funds transfer fraud and vulnerabilities
in perimeter security appliances

47% of ransomware incidents stem from compromised credentials
SMEs are particularly vulnerable due to limited resources and expertise
Average cost of a cyber insurance claim for SMEs is $345,000

90% of data breaches begin with phishing attacks

A lack of awareness is the root cause of most successful cyber breaches
Cyber Awareness: Reduces risk of breaches by up to 70%.

Www.cromar.gr Infocom Security 2025 NG



http://www.cromar.gr/

Known Initial Access Ransomware Claims - Coalition

Known Initial Access Vectors for Ransomware Claims (Figure 1.1)
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www.cyberinsurancequtote.gr

"There are only two types of companies:

those that have t acked

and those that wi

Robert Mueller
FBI Director, 2012
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Effectively convey the risk
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Top Cyber Threats

29 1%

1% 1%

Theft of funds
Data breach - other
Ransomware
Data breach - hack

Other 2% Claims
Data breach - phishing ﬂ’eq i eﬂcy

Malware

Claims

severity

IP infringement

Cyber extortion
DDoS attack

*CFC cyber claims data from January - December 2023
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Ransomware Accounts for 71% of Claims Costs
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Every industry has a cyber risk P

@cfc

Cyber risk heat map

Manufacturing Construction Professions

Production slows or stops due to
problems on your own system or

on the systems of your supply S ]

chain partners

System
downtime & Bl

Hackers steal commercially
sensitive information, including

product designs and blueprints,
and threaten to publish them
online unless a ransom is paid

Exposure
Privacy

Cybercriminals fraudulently
intercept wire transfer payments
made between you and your
supply chain partners

Crime

cfccom 12
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www.cyberinsurancequote.gr

. CfC Digital trading v Products v Cyber v Claims Knowledge v Company v

Ransomware
calculator

Get your estimate

Company name *

Ever wondered how much a Company name
ransomware attack might set
your business back? Industry sector *
Select one
Since 2017, ransomware attacks have been gradually growing
in frequency and severity. Today, it's not uncommon to see Revenue (last 12 months) *
ransom demands in the millions and other associated costs,
such as system damage and income loss, can be just as high.
Our ransomware calculator provides low, medium and high
severity ransomware loss estimates drawn from data Number of employees *

% QR_QMA_R www.cromar.gr Infocom Security 2025 NG
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www.cyberinsurancequote.gr

. Cfc Digital trading v Products v Cyber v Claims Knowledge v Company v

Ransomware

Your medium loss

calculator estimate is...

Ever wondered how much a
ransomware attack might set
your business back?

Since 2017, ransomware attacks have been gradually growing
in frequency and severity. Today, it's not uncommon to see

ransorm demands in the millions and other associated costs,

200000 €

such as systemn damage and income loss, can be just as high.

Our ransomware calculator provides low, medium and high

severity ransomware loss estimates drawn from data

gathered from the thousands of cyber claims CFC has

% %@%’ﬁ www.cromar.gr Infocom Security 2025 NG
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chc Digital trading v Products v Cyber Claims Knowledge Company v

| oss estimate

300000 €
300000
@ 250000
; : ; & 200000 €
Based on the information you provided, we've produced three o 200000
loss estimates of varying degrees of severity. 54 150000 N6000 €
4
g 100000
More details, including information about our cost breakdowns ‘a £ B550
; L
and methodology, can be found in the full report. Click the 5
button below to download your copy. Low Medium High

Ransomware loss scenarios by severity
DOWNLOAD THE FULL REPORT

@
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Cyber Insurance Underwriting (Annual Revenues up to €100M)

CROMAR

TNEURANCE ERGWERS 54 sAsCMWARE

WWw.cromar.gr LLOYITS

Basic company details

Campany rame: Primary industry sector:

Frimary acidress (address, provinae, postoade, country):

Bescription of business actwities:

Website address:

Date established (DO/MMYYYY]: Number of employees:

Last 12 months gross revenue: £ Fevenue from US sales [k}

Last 12 months pross profit= €

One Page Proposal Form e

Brovide imfarmation about downioading Gur NCENt MESPORSE 3pA NG TECEiVInG risk MaR3gement aierts and updates:

Contact name: Postion:
— E———
Cyber security contrals
15 anabied and enforced for s emors access yournesearks Yes No
actor aabiedand s el e e

Flaasa confirm whether you have affline back-ups that ane fully disconnected from your live emvirsnment or cloud-based back-ups with access
secured by mutt-factor Yes Mo

Previous cyber incidents

Plaase tick il the bomes below that relate 19 any cyber INGGant that you have experienced in the [ast thres years (thene ks no nesd t highight
events that were successhully blocied by securkty measures):

[evber sxartion [0t oss []esenial of servics attack []e° intringernent

[ratvare infscion [ provacy brescn [Jransomware [] hetof funcs

[Cother (piezse specify)

If you ticked any of the baxes above, did the Incident(s) hawve 3 irect AinANci (MPaCt UPON YoLr business of more than $10,0009  Yes Mo

iFypes prevent

Important notice
By signing this form, you agree that the Information provided |s both accurate and complese and that you have made all reasonable aSzmpEs to
‘ensurs this i the case by asking the approprists pecple within your busness.

< CROMAR
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Cyber Insurance Underwriting (Annual Revenues up to €100M)

Cyber security controls

Please confirm whether multi-factor authentication is enabled and enforced for all remote access to your network: O Yes O Mo
Please confirm whether multi-factor authentication is enabled and enforced for remote access to all company email accounts: O‘r‘es O No

Please confirm whether you have offline back-ups that are fully disconnected from your live environment or cloud-based back-ups with access

secured by multi-factor authentication: o ‘r‘esO No

‘% M www.cromar.gr Infocom Security 2025 NG
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Cyber insurance isn't just great value
for money, it's one of the best

iInvestments any business can make.

Www.cromar.gr Infocom Security 2025 NG
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Proactive cyber
attack prevention

Vulnerability scanning,
threat monitoring and
real-time cyber attack
prevention throughout
the lifecycle of the policy

= CROMAR

Protecting Business Against Cyber Risk

Unrivaled cyber
claims & incident
response

Largest in-house cyber
incident response &
dedicated claims teams
in the industry with real-
world experience and
deep technical expertise

www.cromar.gr

Award-winning
cyber cover

Comprehensive,
purpose-built cyber
cover backed by more
than 20 years' experience
in the market

Infocom Security 2025 NG
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Proactive Cyber Attack Prevention

Proactive cyber attack prevention

From the moment you take out a CFC cyber policy, we work around the clock to protect
your business against cyber attacks. Using insights from threat intelligence feeds, the
dark web, netwerk scanning and our own real-life claims data, we identify potential
threats and alert vulnerable customers before the worst happens.

@& < > -

Real-life claims data

Threat intelligence
! th government We use our own proprietary

at intelligence to help identify

claims data attack

organiza entify and trends and potential threats.
analyze i mation about
cyber threats your business is

exposed to.

Threat hunting
We

earch for signs of malicious Vulnerability scanning

activities, unauthorized access, We actively scan your business
or other indicators of i

compromise that go beyond cyber risks that have

traditional security measures. correlation to

[ ]

Critical threat alerts via our
mobile app for cvber

< CROMAR
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Critical threat alerts

Critical threat alerts via our
mobile app for cyber

We notify you of cyber threats targeting your business in real time.

o Sy T

@ cfc

Hello Joe

24/7 access to cyber security experts ”

Expert technical support in an immediate

and secure channel Download Response for free
™ ’ Theft of funds 00030

T Urgent | United States : GETITON Downlcad on the
= ‘ ’ Google Play _ App Store

(T) Ransomware

~ Rosohved | United States

Qoport an:incident Sadinekibi On The Rise NeT2020
Quarter of ransomware attacks Sodinokibil

The fas vay to notify us of a cyber incident

Welcome to the CFC Incident Respon...
Wil 50 etied 1 B i 0 b L8 8. & & ¢
Best Customer App

nsurance Times Tech & Innavation Awards

Cyber security tools
Vital cyber security tools like dark web
monitoring, phishing simulations, and deep

scanning —for free

i%‘?b

CROMAR

INSURANCE BROKERS SA

=
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Online GP: Our mobile app for cyber

The quickest and most secure line of
communication with our cyber security team.

Try it today!
g
R 2 e B Y . R
'ﬂ"}«g: TN CFC S
;;"""ﬁz t
}m_;g&' 2 oy Real-time,
‘;,._;3 % actionable threat
r e 'g, alerts & cyber

security support

Response, our mobile app

Demo policy number:
DEMOCFCO00

@ cfc

=

CROMAR

"INSURANCE BROKERS SA

www.cromar.gr

P

- ————————

il Sky F

@cfc

Hello Joe

-i"‘- Report new incident —

. @ Urgent security alert for your wape
busines

Datwction of patential matware
Enfection on your network

(T e 3021
(T) Ransomware

Resolved | United States

| Sodinokibi on the rise S6baar 2523
Quarter of ransomware attacks Sodino

Phighing teel update Hanra
You can now remave email addresses i
from phishing campalgns

B nsured

Direct and secure
way to notify us of
a cyber incident
or request help

cfccom 24
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A good cyber policy gives access
to iInhouse expertise that would

usually cost a business thousands,
all included in the cost.

Www.cromar.gr Infocom Security 2025 NG
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CFC Response App

Here's what this valuable tool has to offer:

Critical threat alerts

Delivered in real-time, CFC alerts
customers to cyber threats targeting
their business, helping to prevent
attacks before they happen.

Report an incident

If an incident occurs, the app is the
guickest way to notify CFC and receive
immediate support from our expert
response team, who will help triage the
issue and mitigate the impact.

< CROMAR

INSURANCE BROKERS SA

www.cromar.gr

Expert technical support

The app offers a direct, secure way
of communicating with CFC's expert
cyber security team to remediate
vulnerabilities or seek technical support.

Access to cyber security tools

Designed to keep customers secure,
including dark web monitoring,
phishing simulations, and deep

scanning. These tools are available for
free with just a click of a button.

Infocom Security 2025 NG
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CFC Response App

Secure access to policy docs

Search CFC Response in the
App Store or Google Play store.
Use DEMOCFCO0O0O to sign up.

Cyber customers can find their policy
decryption key within the app.
This is the onlyway to unlock and view

1 Download on the GETITON ]
Pl e s [ ‘ App Stc:re [ > Google Play

‘% EUB,QMQB www.cromar.gr Infocom Security 2025 NG
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Proactive Business Against Cyber Risk

. Reduces cyber risk
Proactive cyber = o :
attack prevention ® 7 Identifying potential threats and alert vulnerable

customers before the worst happens.

Unrivaled cyber claims Access to inhouse experts

& incident response Technical expertise to help businesses get back
up and running.

. . Financial protection
Award-winning R

- ﬁ cyber cover Covers thg costs of recovery, business interruption
and associated costs.

[ ]
W

‘% M WWw.cromar.gr Infocom Security 2025 NG
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Market - leading cover highlights

Market-leading cover highlights * ek k

5-Star Excellence Award
Our comprehensive and robust cyber cover includes first-party costs, third-party

Insurance Business
liability and access to the largest in-house cyber security team in the market.
—0 Comprehensive cybercrime cover Separate limit for incident response costs
= E; Covering a range of cyber risks including social Costs for incident response sit separately to the policy,
engineering scams, invoice fraud and ransomware. effectively giving you two policy limits for each claim.
—h  12-month indemnity period iz Nil deductible on initial response costs
E Reimbursing any business interruption for up to 12 months, In-house experts available 24/7 to help with initial incident
a generous duration compared to other providers. response, at no extra cost to you.
"7y Unlimited reinstatements for first-party cover 0{?,-0 Full cover for data recovery and recreation
ﬂt‘-’ Offering a new limit per claim, even if you experience 9 :'} Q Covering the cost of recovering your data, plus the
multiple cyber incidents in the same policy pericd. additional costs to re-create data and applications.

< CROMAR
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Phishing email prompts full-blown ransomware attack

Triggered parts of a CFC cyber policy

@ cfc

i CROMAR

Incident response
Technical incident responders in <15mins. No costs were
incurred for forensics and legal estimated at £61,000

Cybercrime
Advised not to pay £195,000 ransomware dermand due to

threat actors reputation

System damage and business interruption

Pulled any data online, rebuilt the systems from back-ups

Cyber claims
Seamless experience where no costs were incurred by

the insured

www.cromar.gr

cfecom o
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Why Customers did not buy Cyber Insurance;

N e s
EXposures
o rraes I s6%
cost NN 42%
Application process [ 3504

Different policy forms/
coverages in market _ 26%

Scope of coverage [ 12%

Lack of value added
products/services . 7%

market

% %% www.cromar.gr Infocom Security 2025 NG
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Cyber Awareness Critical Role

e A lack of awareness is the root cause of most successful
cyber breaches

e Cyber Awareness: Reduces risk of breaches by up to 70%.

Www.cromar.gr Infocom Security 2025 NG
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LinkedIn Cyber Awareness Articles

A &R

The ant and the grasshopper: A digital parable (Proactive Cyber Insurance) The Wolf in Sheep’s Clothing: A Cyber Parable (Proactive Cyber Insurance)
Nikos Georgopoulos Nikos Georgopoulos
Once upon a time, in a thriving digital neighbourhood, businesses bustled like houses filled ... Once upon a time, in a thriving digital pasture, businesses flourished like sheep grazingina ...

% %ﬁg?% Www.cromar.gr Infocom Security 2025 NG


http://www.cromar.gr/

More Information

Best coverholder nnoy ston

CYBER
SECURITY

WINNER
CROMAR FOR EDUCATION ENGINE AROUND CYBER

AWARDS
2024

GOLD

m 7

. {,. PR S ':.! @ Cromar - Lloyd's Best
NIkOSlGefl)lgOpOé,lli)s . @ verlklca ion badge : | s Aot
igit [ isk Strategist t 2
O Digital Risk Insurance Broker A( yber Ris rategis A ducator L raduat .

© Award-Winning Innovator § DPO Executive © Co-Founder of DPO 8 saicel
Academy @ Translating Digital Risks into Business Protection

Greece - Contact info

Visit my Educational Website (£
25,210 followers - 500+ connections .
Nikos Georgopoulos

Digital Risks Insurance Broker

Email: nikos.georgopoulos@cromar.gr

‘% M www.cromar.gr Infocom Security 2025 NG
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