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@ NIS 2 Compliance ‘

 Penetration Test
 Internal — External. Mmropouue va XpnoIPOTTOINOOUUE
UTTAPXOV




@ NIS 2 Compliance

« Security Audit



@ NIS 2 Compliance

 GAP Analysis
* EQOW MPTTOPEI va TTPOKUWOUV AVAYKEC VIO UNXAVIOUOUC
KAl TEXVOAOYIEC



* ISMS — Kataypa®n TTOAITIKWYV




* Risk Assessment
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Mastering ThreatSync+
Unlocking the Full Potential of XDR

Digital
) Sima



Modern Security Platform Requirements

COMPREHENSIVE SECURITY

A complete portfolio of security
solutions for protecting wired,
wireless, and SASE network
architectures, as well as
endpoints and identities.

Direct APl access, hundreds of
out-of-the-box integrations, and
support for all payment and
consumption models for
streamlined business
operations.

SECURITY
NEEDS

AUTOMATION

Business and security automation built
into each layer of the platform to simplify
every aspect of security consumption,
delivery, and management.

CLARITY & CONTROL

Centralized security policy
management, threat
remediation, visibility, and
reporting to streamline security
administration.

Built-in identity-based zero trust
security capabilities that enable
advanced detections and rapid
response across open network
environments, Cloud, users, and
devices.




The World Has Changed



Everyone is a TARGET

Start — April 6, 2023
Login credentials compromise

Malicious software installed; attack
expanded

Attackers moved laterally until patient
records found

Attackers downloaded 2.47 million patient
records

Ransomware locking April 11

Processing delays 3 months, costing $ 3.8
million

No reports of Enzo paying ransom

Aug 13, 2024, Enzo agrees to pay New York
- $4.5 Million

HIPAA investigation and Class Action
Lawsuit

Password Valid
Compromise Credentials

Minutes

2 Enzo

Network
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Internet
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Service

Command
&
Control

« Install remote access

« Disable endpoint
securi

* Phone home

5 Days
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Data
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Lateral
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Mass
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All organizations are targeted
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Perimeter is wherever the work is happening not where the work is
happening

N
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Companies cannot afford the people to operate the tech

They are not prepared for the coming attack \
|



Understanding the XDR Extended Detection and Response

oF

Endpoints &
Devices

Users/
Identity

T
.Jhoes‘ Pnojo

Firewalls/

Network

Data Center

VM/
Containers

EDR
NDR
Cloud
Auth

Email

O Too many products
O No correlation

0 Complexity

Q Alert Fatigue

O Full correlation

O Risk scored incidents
Q Single Ul

O Automation

O Integrated remediation
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@ XDR is a Promise Unfulfilled

“Effective deployment and management of
XDR require skilled personnel. Organizations
will need to invest in training existing staff
or hiring new experts, adding to the overall
cost.”

SECURITY BOULEVARD

“Many XDR solutions are simply expansions
of existing EDR tools. They lack network
coverage, drive vendor lock-in and
increase costs over time.”

TechTarget

“Users have reported that many XDR tools
require significant time and effort to
configure. This complexity can delay
deployment and hinder optimal
utilization.”

GARTNER

“‘Without proper tuning, XDR systems may
generate false positive alerts,
overwhelming security teams.”

GARTNER
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WatchGuard ThreatSync+



Firebox Cloud Firebox

Fortinet
Sophos @
Cisco Cloud Firewall
Palo Alto @
SonicWall

. Office Firewall
Check Point
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webservices
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Cloud Platforms

% Workspaces [ Office 365
Google Workspace

SaaS Applications

Traffic Logs
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WatchGuard
Collector Agent

NetFlow, SYSLOG,
DHCP, VPN

(W)

WatchGuard
Collector Agent

NetFlow, SYSLOG,
DH

)

O
(o] I (o]
ﬂ)\ﬂ
Identity Activity

Workload/
Workspace Activity

Application Activity

Expand Risk and Threat Visibility

@atchGuard'

WatchGuard
EPDR

Incident Management
Smart Alerts
Policy violations

Investigation
Visualization
Correlation
Prioritization

Remediation
Workflows
Playbooks
Automation

Reports

> Compliance

> Threats & Risks

> Goals & Objectives
> Custom/Configure

Compliance Reports

> NIST 800-53

> 1S0-27001

> UK Cyber-Essentials
> Custom/Configure



Unique Data Ingest into ThreatSync+ Al Engine

Results In Minimal Alerting and Maximum Detection Accuracy

Ingest Flow & Log Data Stack Functions Result
One week of data

Firebox
Fire Cloud
Service Edge (SASE)
VPN
Office Firewall
Network Routers /Switches
Entra ID/Active Directory
SaaS Applications
Cloud Platforms

Event & Intel Data

WatchGuard EPDR
Open EDR
Threat Intelligence

Enrichment Traffic

Robust Learning
Algorithms

Machine-Learning
Events

Behavior /Event
Correlation

Smart Alerts

17K internal IPs,
75K+ external IPs

2.73B Flows

~ 5x102 x reduction
5.2m Events

~6x102 reduction
9K Behaviors

~4x102 reduction
21 Alerts

3 Alerts Per Day



WatchGuard ThreatSync+ Suite

XDR remediation platform for the WatchGuard network and endpoint security

lrrezisne Lege products. ThreatSync Core includes foundational XDR capabilities of
« Threat information correlation
* |ncident scoring and management
» Intelligent automated remediation
ThreatSync+ 100% Cloud-native, Al-powered threat detection solution that defends
NDR on-premises network, VPN, and identity threat surfaces.
ThreatSync+ ThreatSync+ SaaS: a 100% Cloud-native, Al-powered threat detection
S3aS solution that defends SaaS applications, Cloud platforms, and Cloud
identity threat surfaces.
Compliance Augments reports available with ThreatSync+ solutions to provide

Reporting a rich package of Regulatory and Compliance reports. \
o
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ThreatSync+ A POWERFUL FUTURE

Digital
) Sima



ThreatSync+ Delivers the Outcomes You Need

Complexity
» Shadow IT, Complex cloud
environments, loT devices
* Tool & process complexity
* Lack of trained staff

Blind Spots

» Misconfigurations

* Remote & guest users

« Unpatched vulnerabilities
» Stovepipe security

New Attack Vectors

» Account takeovers
 Vulnerability exploitations
 Cloud-to-network attacks

@al(h(}uar(i

Reduce Complexity

« Easy to deploy, easy to manage
* Al-driven detection, Automated operations

» Coverage across multiple threat surfaces &
expanding

» Simple to operate, no new headcount
Increased Risk Visibility

 Unified view of app, file network, and user risk

» User-focused risk monitoring

 Configurable Policy-based vulnerability detection
* Harden environments so bad guys go elsewhere

Detect & Remediate Threats

« 24/7 continuous threat monitoring
* Al models search out & correlate

attack
« Visibility to attacks across the
network & cloud o
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