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Zero Trust in action:
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ZERO TRUST IN ACTION

H avaykaiotnta Tou Zero Trust
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FUVEXWG HETABAAAOpEVO
nepiBaAAov (Cloud, Remote
Work, IoT).
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H napadoaoiakn Aoyikn
“perimeter defense” dcv cival
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ZERO TRUST IN ACTION

O1 NuAwvec
Tou Zero Trust

- Identity (User)

MFA, Conditional Access, Least Privilege Access

- Endpoints

Application Allowlisting, USB & Device Control,
Elevation Control

- Network

Micro-segmentation, Zero Trust Network Access (ZTNA),
Secure Access Service Edge (SA SE) wg evaAakTIKR Twv

napadooiakwv VPN

Applications & Workloads
Vulnerability Scanning & Patching

Data

KpunTtoypdgpnon end-to-end, Data Loss
Prevention (DLP)

Automation & Visibility

SIEM & Automation Platform, Continuous

Compliance
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ZERO TRUST IN ACTION

ZNHEPA £0TIA{OUHE OTOV NUAWVA
TV Endpoints
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ZERO TRUST IN ACTION

Nari Ta Endpoints
gival o aduvapog

v
!>( Rln!)%_?oS/ Ta N0 EKTEBEINEVA ONMEIa

€10000U OTOV OpYaVvIOUO

- 80%* Twv Nnapapiaoccwv/enIBECEWV EEKIVOUV
ano endpoints kal nepIAapBavouv Tn Xpnon
EYKUpWV dIanIoTEUTNPIWV Yia NpocBaocn oTo

OIKTUO

Ta endpoints anoTteAoUv To HeyaAUTEpoO attack
surface kal €ival Ta nio dUokoAa IT assets

Npo¢G NpooTaaia

Av 0 eMITIBEPEVOC anoKTnoel Npoopaon o Evav
UMOAOYIOTH), NPOXMWPA OE NAEUPIKEC KIVI|OEIG

EVTOG TOU JIkTUOU

*https://www.sentinelone.com/cybersecurity-101/cybersecurity/remote-working-
security-risks/
https://www.crowdstrike.com/en-us/blog/unifying-endpoint-and-identity-security/
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ZERO TRUST IN ACTION

Ano 1o Detection oTO
Prevention

Reny.ky Refault. ..

aAAa “always verify”

- MNapadooiaka:
'0,T1 dev YVwpilw, TO APnVW Va EKTEAEOTEI Kal

META avIXvVelw

- Towpa:
Deny by Default. MOvo GUYKEKPIPEVEC
ENITPENOMEVEC EPAPHOYEC, DIKAIWHATA XPNOTWV
Kal NpooBAcEIC yia va HEIwBei n em@avela

enibeonc




ZERO TRUST IN ACTION

zevapio EniBsonc

Initial Access: Phishing email 1} kAeppéva
VPN credentials

Persistence: EykataoTaon KakoBouAwv
epappoywv, DLL sideloading, scheduled tasks,

autoruns
Privilege Escalation: Kataxpnon

dikalwpaTwv admin, exploits

Discovery: Network scanning, epyaAeia

enumeration

Exploitation & Lateral Movement:
EkpeTaAAeuon eunabeiwv o€ GANG CUCTHUATQ,
xprion RDP, SMB, Pass-the-Hash

Exfiltration & Impact: YnokAonn dedopEvwv

N/ Kalr ransomware

Zero Trust: - Noc anavTas; clssen

Initial Access: MFA, CA Policies,
Application Control, Ringfencing

Persistence: Application Control, Ringfencing

Privilege Escalation: Elevation Control,
Least Privilege, Ringfencing, Application

Control
Discovery: Application Control, Network

Control, Ringfencing

Exploitation & Lateral Movement: Network
Control, Micro-segmentation, Ringfencing,

Application Control

Exfiltration & Impact: Storage Control, DLP,

Network Control, Application Control, Ringfencing



ZERO TRUST IN ACTION

BHMA
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A&l0Aoynon
Y@IoTAHEVNG
KaraoTraong:

inventories, NOAITIKEC

npoofacng

2x£010 YAonoinonc

BHMA BHMA
OETOUE =EKIVAHE HE

MpoTepaioTNTEG Application

EeKIvavTag ano Ta onpeia Allowlisting, MFA &
HE TO JEYAAUTEPO PiOKO
MuAwvec “User” &

“Endpoints”

R

MoAiTikéG npooBaong:

BHMA

4

Zradiakn Enékraon:

Ringfencing, Elevation
Control, Network

segmentation
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ZERO TRUST IN ACTION

Baocika O@eAn
Zero Trust

ota Endpoints
4

1. MpoAnwn avTi yia avTidpaon

2. MeIWPEVEG NAEUPIKEC KIVIOEIG OTO JIiKTUO
3. KavovioTikn oupgpoppwon pe NIS2, DORA, ISO 27001
4. Aiyotepec napapiaoceic, peiwpévo downtime

5. Meiwon Tou KOOTOUG dIaxEipIonG NEPICTATIKWV




ZERO TRUST IN ACTION

EViIOXUOTE TNV
KuBepvoaoPaAsia Tng

EMIXEIPNONC 0aC UE
TNV EMPIST

- 25+ Xpovia EPNEIPIAG 0To XWPO TNE TEXVOAoyiac
- MeAATOKEVTPIKN PINOCOPIa

- Know-how

- Tonika ypagpeia otnv ABRva

> BpaBeupéveg Managed IT unnpeoieg

MSP 501
OEMPIST
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