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Global Data Breach Statistics: A Wdkp Call

Global data breach trends are alarming, with significant financial impact.

Global average total cost of a data breach
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Data Leakage in Greece: A Closer Look

Data breach incidents are increasing in Greece, affecting key industries.

HDPA Reports Affected Sectors

The Hellenic Data Protection Authority (HDPA) Top sectors affected: Finance, Healthcare, and the
reported a 35% increase in data breach notifications in Public Sector.

2023.
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GDPR and local regulations (Law 4624/2019) have a significant impact. :
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EAMN: EmBepawvetal n Siappon 813GB
TIPOCWITIKWV 8e8opEvwv cto dark web!

Xpovog Avayvwong: 7 Asmrta

Mpootipo oto um. OwkovopIKWY yla Siappor) MPOCWTIKWY
dedopevwy moAttwy!

18 OkTtwpRplov 2014 6 Owkovoulkeg Ednoeig

EKTLHWHEVOG XpOVOG avayvwaong 1 Aemta

AmoppipBnke amo tnv Apxn Npootaciag MNpoowtikwy AsdopEvwy TO altnua yla Yelwaor) Tou

AmtopplpBnke amd tnv Apxn MNpootaociag Mpoowritkwy AeSopevwy To altnua tng Mevikng Mpappateiag
MANPOYOPLAKWY ZUCTNHATWY TOU UTIOUPYELOU OLKOVOULKWY va PELWBEL To Tipootipo twv 150.000 eupw
TIou NG €ixe emPANBEL TO TEPACPEVO £€T0G, AOYyW TNG SLapPOrG armoppNTWV TIPOCWTILKWY (POPOAOYLKWY
S€60UEVWV TOU CUVOAOU TWV POPOAOYOULEVWV.

To mpootipgo emPBAABNke amd tnv Apx SLOTL TANBoG¢ amdppnIwV TIPOCWTILKWY (POPOAOYLKWY
S€60pEVWY, TIOU APOPOUV OTO CUVOAO TWV PopoAoyouuEvwy otnv EAASA, yla ta £Tn TOUAAQXLOTOV armo
1o 2000 €wg kat to 2012, KATEOTNOAV AVTLKELPEVO TIapavopng enegepyaciag amo Tpitoug, PETA amo

OELPA AAAETTAAANAWY SLappowV. (

H Stappor| owe\otav otn pn Uapgn KataAANAWY PETPWVY aoPAAELAG yLa TNV aroTPOoTTr), avixveuon Kat
Slepelivnon TEPLOTATIKWY TtapaBlacng MPoowTILKWY §E80UEVWY OTNV UTtNPEGLa autn.

= ﬂnpuv pafaodki yia xpmmoupsvu and TéAn KukAopopiag, aAAd dianiotwaav ot oto
onpeiwpa tou Taxis unnpxav otoixeia Kat AAAwv PopoAoyOUHEVWVY.

2to TAaiolo tng BePatwong teAwv KukAowoplag etoug 2018 og 89.494 0PEINETEG, TIOU
SEV TIPOOKOULOAV SLKALOAOYNTLKA artaAAaynG TOUG amo Ta TEAN, Ta pnvupata
KOLVOTIOLNONG TWV TEAWV KUKAOWoplag og opLopévoug oeleTeG (16.000 Ttov apLlBuod)

= _ niepLEAaav -Adyw TEXVLKNG aoToXLag- OVOUATETIWVUHA KAl Ovopa XProtn - username _
= e (OXL KwbLKOLC TtpOoPBaonc - password) Kal AAAWY OPENETWV. GTBTephnoIogles

Data Security that Works™



GIBTechnologies
Data Security that Works™

The Neglected Threat: Malicious
Insiders

Malicious insiders pose a significant threat to organizations.

O Insider Definition ﬁ Motivations
D

Insiders contribute to approximately 20% of breaches (Verizon DBIR).

68% of organizations feel vulnerable to insider attacks (Cybersecurity

Insiders Report).
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Trends in Malicious Insider
Activity

Malicious insider activity is evolving with dangerous trends. Here are a few
of the concerning patterns:

Data Theft Sabotage

Data theft for personal gain: Sabotage by disgruntled

financial fraud, identity theft. employees disrupting
operations.

Espionage

Espionage: stealing intellectual property for competitors.

Common Tactics: Data exfiltration via USB drives, cloud storage, and email.
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Numbers Don’t Lie....

e Edward Snowden: former NSA contractor
* Chelsea Manning: USA Army Intelligence Analyst

 Anthony Levandowski: former Google Engineer
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Budget Allocation: The External Focus Fallacy

Security budgets often prioritize external threats over internal ones.

MW External Focus M Internal Focus ® ®

External Focus Internal Neglect

70-80% of budget: Firewall, intrusion 10-20% of budget: DLP and insider

detection, antivirus. threat detection.

Underfunding DLP leads to increased data breach risk and compliance violations.
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RealWorld Examples: Internal

Threats Exploited

Internal threats can have devastating consequences. Here are some real world

examples:

o Healthcare Provider
Employee sells patient data on the dark web. Estimated cost: $2
million.

™ Manufacturing Company
Disgruntled engineer leaks trade secrets, resulting in competitive
disadvantage.

= Financial Institution
A

Employee transfers funds to a personal account, causing regulatory
fines.
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The Critical Role of DLP: Prevention, Detection, and
Response

DLP provides prevention, detection, and response capabilities.

* DLP Function * Deployment « Key Features

Data classification, content inspection, Endpoint DLP, Network DLP, Cloud Data masking, encryption, access
policy enforcement. DLP. control, and auditing.

DLP
Policy

l I l Email Sent_b . I.
Quarantine
Sender Emalil External Recipient
from Halodoc T l
Rules
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Key Steps to Implement: a Data Data Loss
Provection (DLP) Strategy

Assess | 4@ 2. Define
. Data Risks ta¥ DLP Policies

- Deplee DLLP Tools 3.
!, Monitor and Enforce @ Monitor aé Enferce 5 .
and Erferce over Data

@ o
Implementing a Comprehensive DLP
Strategy

Implementing DLP involves several crucial steps.

Data Discovery

Data Discovery and Classification is the first step.

Policy Creation

Next is Policy Creation and Enforcement.

User Training

P

= User Training and Awareness are very important.
- Incident Response

b=

Incident Response Planning and measuring DLP effectiveness.
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How DLP frts 1n{o Data 8cur1ty Prog,‘r
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Data :
Classification DL'_D IRM/DRM Insider Threat
: Solution Management

and Tagging

GTB Lifeguard™

User Behavior analytics



Conclusion: Prioritizing DLP for
Modern Cybersecurity

s Tl
e

, , , i ]
DLP is essential for modern cybersecurity. oo ML, ‘M}

Key Points

Data leakage risks, insider threats, budget misalignment.

Call to Action

Invest in DLP to protect sensitive data and comply with regulations.

The future of cybersecurity requires an integrated approach with DLP as
a core component.




Thank you!
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Get a Demo
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